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Abstract 

The term Web Services can be described as a technological innovation which can also be 

positioned as a business innovation. Web Services are a set of innovative and continually 

emerging technologies which have significantly expanded the role of automated 

communication and data sharing between software applications on remote computers. Web 

Services achieves this by integrating a system of distributed computing with the existing 

infrastructure of the internet.  

 

The effect of information systems and technology on the strategy of an organisation can 

create a competitive advantage for that organisation. Web Services offer a solution to deliver 

a dynamic, task-driven computing environment and shared business processes, while also 

reducing costs. Web Services have overturned many traditional assumptions about 

information systems and have enabled innovations in organisations business strategy. 

Organisations are continuing to experience more volatile marketplaces, global competition, 

shortened product life cycles, customer pressures for tailored offerings and tighter 

performance standards. Information systems are depended on to support the business 

strategy of an organisation thus enabling it to gain or maintain competitive advantage.  

 

At the core of this Dissertation is the premise that Web Services enables and supports a 

loosely coupled and flexible business strategy. This alignment of information systems and 

business strategy offers a considerable change in direction for organisations from robust, 

monolithic and tightly coupled organisations to a chain of agile and flexible converged 

business units operating under the same organisational banner. This Dissertation presents a 

model, the WS/BS-I Model (Web Services/Business Strategy Interaction Model) to show 

this interaction and how competitive advantage cannot be fully achieved without the co-

ordination and alignment of both the information system and the organisationõs business 

strategy.  
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Understating the relationship and alignment of Web Services and business strategy is 

essential but is futile without also utilising and turning this knowledge into tangible results, 

namely value creation. A method of validation of the premises presented in this Dissertation 

is proposed and described as Web Services Value Chain Analysis. This involves scoring the 

benefits of Web Services and areas where information systems can add value in relation to 

the value adding primary activities in Porters Value Chain. Five score cards are presented 

with metrics to show where value can be added within an organisation that utilises Web 

Services as a loosely coupled technology to enable a flexible business strategy.   

 

A Web Service implementation may be successfully integrated within an organisation, its 

business processes and its business strategy. However, without adequate security the 

implementation will be left vulnerable and will be unsuitable for any business critical process.  

Three checklists are devised and presented that will assist an organisation in creating a 

suitable security policy for its Web Service implementation. 

 

This Web Services Value Chain is then utilised to analyse a specific sector, namely the 

Financial Services sector. Real examples of Web Services benefits are presented in relation to 

the scoring of each value adding activity where applicable. The source of these real examples 

comes from a case study undertaken on a Web Service implementation, a journal article on 

this implementation and finally an interview with the relevant IT Architect. A Web Services 

Value Chain Scorecard is then presented in the context of a Web Service implementation for 

this organisation.  

 

Keywords: Web Services, Business strategy, Strategic flexibility, Loose coupling, 

XML, SOAP, UDDI, WSDL, Interoperability, Flexibility, Integration, Strategic 

alignment, IS/BS-R, Value adding, Sustainable competitive advantage, Value Chain, 

WS/BS-I, Web Services Value Chain, SOA 
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1. Introduction to Dissertation 

The role of an information system has evolved exponentially since its original inception. The 

initial model of automation of existing processes and thus reducing costs has completely 

changed. Information systems and information technology departments have become more 

intrinsic to both an organisations core business and to an organisations core competence. 

Information systems have transformed from a useful tool which aids an organisation to 

currently be viewed as a strategic enabler for an organisation. Further evolution of the 

capabilities of an information system, is not only what they can do but also how they achieve 

this. As markets and business units have become more dynamic and with ever evolving 

practices, information systems have a requirement as they have had in the past, to evolve 

even further. This Dissertation addresses such a technology, namely Web Services, which has 

evolved from simple data exchange to be currently utilised to achieve both a strategic or 

business flexibility and also, in information technology terms, a loosely coupled architecture. 

Web Services technologies are identified and examined and the link between information 

systems and business strategy is recognised. Negative factors of Web Service technologies 

are documented, with particular emphasis placed on addressing adequate security.  
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This Dissertation presents a synthesised model, the WS/BS-I Model, which enables the 

understanding of the interrelationship between information systems and business strategy. 

Following on from this a method of evaluating the value adding benefits offered by such an 

information system is presented in Chapter 5.2. A series of Checklists are then presented, 

which when utilised can aid an organisation in providing the required level of security for 

such an information system. 

 

Validation and verification is offered through the undertaking of a Case Study on an 

information system recently implemented, which utilises Web Services technologies to 

achieve strategic flexibility and loose coupling. This information system is then analysed in 

the context of the method presented in Chapter 5.2, results are analysed in Chapter 6.3 and 

presented complete in Appendix B. Further validation is offered through analysis of primary 

research undertaken for the purposes of this Dissertation, this is presented in chapter 6.4 

 

1.1. Introduction to Web Services 

Web Services are an innovation that is supported by all the major ICT industry vendors, 

namely Microsoft, IBM, Oracle, Hewlett Packard and Sun Microsystems. They involve a set 

of standards and protocols for developing and deploying software applications while 

utilising the internet as a transport medium. Web Services offer the best answer to deliver a 

dynamic, loosely coupled computing environment and shared business processes. For the 

purposes of this Dissertation, Web Services are examined within the context of a Service 

Orientated Architecture (SOA), where Web Services technologies are utilised. SOA is a 

conceptual style of delivering a ôloosely coupledõ information system architecture for an 

organisation. It involves merging service provider and service consumers to achieve a goal. 

SOA reorganises information systems as independent and reusable services that can create 

a flexible environment which an organisation can successfully operate in.  

 

One of the most distinguishing features of Web Services is that they allow programs rather 

than humans to exchange information and commands in the form of XML (eXtensible 

Markup Language) messages. Web Services allow people to do things differently. It is 
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within this context that web services have become important as well as continuing to be a 

key technology for the future. It is important to recognize that the use of information 

technology alone does not derive business benefits, benefits flow from how information 

technology is actually utilised to benefit an organisation. 

 

1.2. Research Aims and Objectives 

The aim of this project is to examine the continuing opportunities and implications of Web 

Services for strategic and information systems management. It will investigate the dynamic 

between web services, viewed as a loosely coupled technology, and flexibility in business 

strategy which is being increasingly achieved through the use of strategic business alliances.  

It will propose a method of evaluating the value adding capabilities of a Web Service based 

information system. This will then provide budget holders with metrics to base decisions 

on. It will also examine problems that have been encountered with adopting Web Services, 

most notably examining security issues and concerns. It will present and establish 

Checklists that can be utilised to ensure adequate security is afforded to any Web Service 

implementation. Resulting from these aims and objectives, a number of deliverables shall be 

presented by the Author. These are set out as follows.  

 

Á An insight into Web Services and an analysis of current and future technology 

Á The examination of a dynamic between Web Services and Business Strategy 

Á Discovery of negative factors that exist with regards to Web Services 

Á The design and synthesising of a model to illustrate the interaction of Web Services 

and Business Strategy 

Á A method of evaluating the utilisation of Web Services, a loosely coupled 

technology in achieving value adding benefits for an organisation 

Á A series of Security Checklists which can be utilised to enable adequate security for 

an organisation. 
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1.3. Research Programme 

To successfully realise the aims set out in the proposal, the research programme has been 

divided into a number of tasks. The following outlines the proposed stages of the project: 

 

A literature review and extensive secondary research was undertaken. Investigation of the 

existing body of knowledge on Web Services including available technologies, business 

strategy and best practices for applying security. Resources used include library databases, 

relevant journals, industry white papers, government publications and information 

technology publications. 

 

Leading on from this analysis and explanation of what Web Services are and their 

evolution, current technologies are addressed and what Web Services offer an organisation 

as an information system are presented. Organisational factors such as the linkage between 

information systems and business strategy are addressed. Negative factors of Web Services 

are identified and examined, paying particular attention to security concerns with Web 

Services. 

 

Critical analysis is then applied to the secondary research presented which results in the 

development of three core assertions. These are (i) that information systems and business 

strategy are inextricably linked, (ii) that Web Services can add value to an organisation in 

conjunction with a flexible business strategy and (iii) that security is a major concern when 

implementing a Web Services infrastructure.  

 

A model is synthesised to show the interaction of Web Services as an information system 

supporting an organisations business strategy. A method for scoring the areas that Web 

Services can add value in relation to an organisations primary activities is devised and a 

proposed checklist to aid devising a security policy for an organisation when implementing 

a Web Services infrastructure is presented. 
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Primary research consisted of the undertaking of a case study of the Educational Building 

Society (EBS) SOA implementation which involved the use of Web Services Technologies. 

An actual invocation of the Web Services Value Chain Analysis for EBS is presented in 

Section 5.2 of Chapter 5. Finally, an interview with Mr. David Yeates, Senior IT Architect 

with EBS on the impact and benefits offered by SOA and Web Services. 

 

1.4. Intellectual Challenge 

There are a number of challenges encountered while approaching this proposed 

Dissertation. Firstly, it is necessary to research, discover and understand not only current 

Web Services and associated technologies but also new proprietary and leading edge 

developments that are continually evolving.  

 

Secondly, it is required to understand business strategy and the theory of strategic flexibility 

and then relate this back to utilising Web Services as a means of achieving this flexibility. 

Synthesising a method to evaluate Web Services value adding capabilities and to also 

establish a mechanism to validate this method will provide a challenge to the Author. 

 

Finally, developing a security checklist will also be challenging. Currently the degree of 

security required for information systems is extremely high and satisfying the security 

concerns of an organisation will be a difficult task to realise. However, due to the increased 

requirement of security, implementing any information system will be futile unless adequate 

security is applied. 
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1.5. Layout of Dissertation 

The remaining Chapters are organised as follows. Chapter 2 addresses the technological 

aspect and introduces the notion of Web Services. It provides various definitions from a 

technical viewpoint to a simplified version. It also presents a graphical representation of a 

simple Web Service. Section 2.1 explains a history of the evolution and pioneering of Web 

Services, to the genesis of current technologies and future development which are 

described in conjunction with a distributed computing timeline.  

 

Of significant importance for the reader in Chapter 2 is Section 2.2, which offers six 

benefits of Web Services and these benefits are utilised in Chapter 5 of this Dissertation as 

a means of evaluating Web Services value adding capabilities.  

 

Four core standards and protocols are presented in Section 2.3, which forms the basis of 

any Web Service implementation and it is shown how these four amalgamate to form a 

Web Service. In Section 2.4 five major vendors approach to offering a Web Service 

implementation as a commercial package are discussed. Finally, presented in Section 2.5, is 

a number of experts within the Web Services domain opinions on the future of Web 

Services and possible directions that Web Services technology and industry may take. A 

summary of Chapter 2 is presented in Section 2.6 

 

Chapter 3 introduces the reader to the relationship between Information Systems and 

Business Strategy. In Section 3.2 the IS/BS-R (Information Systems/Business Strategy-

Relationship) model is presented in Figure 4 to illustrate this relationship. The role of 

information systems in an organisation has evolved over time, from being utilised 

exclusively a support tool for an organisation to what is now capable of emerging as a core 

competency for an organisation. The ideas of strategic alignment and strategic flexibility are 

presented and described within context of Web Services offering a loosely coupled 

technology enabling a strategic flexible business strategy. 
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In Chapter 3 it is important for the reader to note Section 3.3 entitled ôHow Information 

Systems Add Valueõ. This discusses four generic areas where information systems can and 

should add value. These generic areas are used as metrics later in Chapter 5, as part of Web 

Services Value Chain Analysis, to score the value adding capabilities of a Web Service 

implementation. 

 

Section 3.4 introduces and illustrates two management tools, namely Porters Generic 

strategies and The Value Chain. Also described in this section are strategic management 

topics such as sustainable competitive advantage, evaluating strategy and problems 

integration information systems. In Section 3.5 five examples of systems that when enabled 

can add value to an organisation are presented. Finally Section 3.6 briefly describes four 

issues that can be encountered when integrating information systems and corporate 

strategy. A summary of Chapter 3 is presented in Section 3.7 

 

Chapter 4 presents some negative aspects of Web Services and their implementation. For 

Web Services to fully reach their potential, various issues have caused organisations to take 

a cautious approach to Web Service implementation. In Chapter 4, the issue of Web 

Service security, Web Service standardisation issues and the composition, execution and 

verification of Web Services are all introduced.  

 

Web Services require two security aspects to be applied which can then guarantee integrity, 

this is shown in Section 4.1. As Web Services utilise the internet for data transport, the 

security afforded to data in transmission must be robust and reliable. SSL is presented as a 

means of providing internet security. SSL provides adequate security for simple Web 

Services but it is also shown to be inadequate for more complex Web Services. Figure 9 and 

Figure 10 are presented in sub-section 4.1.3 to illustrate this. The second facet of security 

for Web Services involves applying security on data that is in storage. Adequate security for 

Web Services must include these two facets. WS-Security is described in sub section 4.1.5 

which is a roadmap of framework that offers protection through message integrity and 

message confidentiality to deliver a secure Web Service environment. 
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Section 4.2 describes how the proliferation of Web Services has led to an equal 

proliferation of Web Services protocols, standards and specifications. It discusses how 

standardisation and industry wide acceptance of specifications is essential to the future 

development of Web Services. Section 4.2 also addresses the stakeholders and driving 

forces behind Web Services and how each of these affect the development and adoption of 

Web Services standards and the not for profit bodies that endorse these standards.  

 

Finally in Chapter 4.3, the issue of composing, executing and verifying Web Services is 

examined. These issues relate to the support mechanism that needs to be established to 

enable a Web Service implementation. Creating a method to ôdescribeõ a Web Service 

accurately which will enable it to be utilised correctly, is also addressed. Also discussed in 

this section is the need for a form of governance over Web Services that are publicly made 

available for invocation. A WSDL file simply represent what a Web Service does, there is a 

requirement for a method to provide assurance that a Web Service actually ôdoes what it 

says it doesõ. To address this, Figure 11 presents a ôWeb Service Architecture with Service 

Gridsõ which puts these requirements into a Web Service architecture perspective for the 

reader.  

 

Chapter 5 involves three Sections which presents a three tier approach to successfully 

implement a Web Services based architecture. This approach is a culmination of research 

undertaken in Chapters 2, 3, and 4. The three sections in Chapter 5 represent (i) a 

theoretical understanding of a Web Services based architecture on an organisation, (ii) a 

practical method of evaluation the impact of Web Services and finally (iii) a series of 

checklists to aid the development of an adequate security policy. 

 

Section 5.1 presents a model that was synthesised to demonstrate the interaction between 

Web Services and an organisationsõ Business Strategy. The WS/BS-I (Web 

Services/Business Strategy-Interaction) model is presented in Figure 12 and each element is 

explained. The two facets of the interaction shown in Figure 12 are described, namely how 

Web Services supports Business Strategy and how Business Strategy utilises Web Services. 
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What is presented in Section 5.2 is a practical method for evaluating the impact the Web 

Services can have on an organisation. Web Services Value Chain Analysis is undertaken and 

Generic Scorecards 1 to 5 are presented for each of the five primary activities in Porters 

Value Chain which provide a means of evaluating the value adding capabilities of a Web 

Services based information system architecture. Further analysis is presented in Figure 13, a 

graphing of the results of the Web Services Value Chain Analysis. This graph displays a 

visual representation of which of the benefits of Web Services offers the most value adding 

capabilities for an organisation. 

 

Figure 14 in Section 5.3 shows three different ôlayersõ or ôtypeõ of security that can be 

applied in relation to Web Services. These layers form the basis for the development of a 

series of Checklists which can be utilised to enable a successful security mechanism for 

Web Services. These Checklists for application of security at a System, Transmission and 

Data Application levels are explained and described in detail. The checklists themselves are 

presented in Appendix A. A summary of Chapter 5 is then presented in Section 5.4. 

 

Chapter 6 provides validation and verification of the assertions made in Chapter 5. It is 

stated how this validation will be achieved. A Case Study is undertaken on The Educational 

Building Society and a brief introduction to this organisation is presented. A journal article 

and an interview are also used to provide the required validation.  

 

Section 6.2 describes EBSõs information systems implementation which utilises Web 

Services technology. It states how this SOA enables flexibility and enhances value for EBS 

is described and discussed. A Web Services Value Chain Analysis is undertaken and 

explained in Section 6.3. Five Scorecards are created and these are presented in Appendix 

B. Finally in Chapter 6, Section 6.4, an analysis of an interview undertaken with Mr. David 

Yeates, Senior IT Architect with EBS is presented which shows and describes the 

experience of EBS implementation of SOA which utilises Web Service technologies. 
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Chapter 7 concludes the Dissertation. Section 7.1 provides an evaluation of the research 

undertaken with examination and critical analysis presented. In Section 7.2 any 

recommendations following on from the study are described. Finally in Chapter 7, future 

research areas are identified in Section 7.3, followed by a summary of the Chapter, which is 

described in Section 7.4 
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2. Technology Factors: Web Services Evolution and History 

Chapter 1 provided the reader with an introduction to the subject matter of this Dissertation, 

namely Web Services. It also listed the Authors research aims, objectives and research 

programme. Finally, Chapter 1 offered the reader insight to the intellectual challenge offered 

by the subject matter and an overview of the Dissertation layout. In this Chapter, the Author 

addresses technological aspects of Web Services, along with the history of Web Service and 

the evolution of Web Services technology. Chapter 2 also identifies to the reader the 

advantages that are offered by a Web Service based implementation.  

 

Since its inception in the mid to late 1990õs, the term ôWeb Servicesõ has been commonly 

banded about as computer lingo or 'jargonõ. However, due to the evolutionary nature of the 

World Wide Web, information systems and business development the term Web Services 

has not always been used within the same context or with the same meaning. Definitions of 

Web Services at the present time vary from detailed technical definitions to generic, all 

inclusive definitions that are expressed in broad terms. Therefore getting to the core of 

substantiating ôWhat exactly are Web Services?õ is an ideal and beneficial way to begin this 

Dissertation. The following are various definitions of what Web Services are, what they offer 

and how they achieve this. 
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The World Wide Web Consortium (W3C) is a grouping of organizations with vested 

interests in Web Services and which defines Web Services standards. Encompassed within 

the W3C, the Web Services Architecture Working Group defines a Web Service as òéa 

software system designed to support interoperable machine-to-machine interaction over a network. It has an 

interface described in a machine-processable format (specifically WSDL). Other systems interact with the 

Web Service in a manner prescribed by its description using SOAP-messages, typically conveyed using 

HTTP with an XML serialization in conjunction with other Web-related standards.ó(Booth et al., 

2004). 

 

Since the W3C working group note is a technical document, a more suitable definition is òA 

Web Service is a software application, accessible on the web through an URL that is accessed by clients using 

XML based protocols sent over internet protocols. Clients access a Web Service application through its 

interfaces and bindings, which are defined using XML artefactsõ such as a Web Service definition language.ó 

(Brydon et al., 2004). This definition further explained, it can be stated that Web Services are 

program methods which can be invoked over the internet using widely adopted industry 

standard protocols. In broader terms, Web Services are a set of innovative and continually 

emerging technologies which have significantly expanded the role of automated 

communication and data sharing between software applications on remote computers. Web 

Services achieves this by integrating a system of distributed computing into the existing 

infrastructure of the public internet (Mysore, 2003) (Wusteman, 2006). 

 

Since their development, Web Services have been continually evolving and it is due to this 

that they are still viewed as the future of distributed computing solutions. The initial Web 

Services technology which originated in the mid to late 1990sõ (Ogbuji, 2003) built on and 

extended the client server architecture which previously had been built upon the mainframe 

distributed solution (Mysore, 2003) and this is continually being added to and supplemented 

with new methodologies, standards and protocols.  
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The commonly accepted meaning of the term ôWeb Servicesõ, stated in basic terminology are 

services offered by one application to other applications via the World Wide Web. Clients of 

these services can merge with them to form an end-user application, to enable business 

transactions, or to create new Web Services (Wusteman, 2006). Web Services utilise and 

adhere to a concept which is termed òloose couplingó. This means that services are platform 

independent, discoverable and are expressed with self-describing interfaces (Mysore, 2003). 

 

As Web Services emphasise interoperability, they are based on open standards and are 

independent of specific programming languages. Information-sharing value chains can be 

easily formed between suppliers, organisations and customers without expensive overhead 

and a need to rewrite and/or  implement completely new systems. Frequently, they can just 

quickly and inexpensively connect existing systems to other internal applications or external 

applications used by various partners and customers (Brydon et al., 2004). This enables the 

unlocking of value by preserving investment in older applications and this is achieved by 

connecting them to enterprise portals and integrating them with new applications. The ability 

to create loosely coupled, dynamic and reusable components also lets enterprises implement 

innovative business models by offering software on-demand as services (Mysore, 2003). This 

is revealed in a CIO Magazine article which states òWeb Servicesõ promise is to enable organizations 

to integrate and reuse software already built, reduce the hassle and expense of systems integrationó (Patton, 

2002). Web Services rely mainly on the XML to define and represent these interfaces. XML 

is an industry standard and system independent way of representing data (Mysore, 2003).  

 

While the core technologies of Web Services are relatively easy and predominantly 

economical to implement, the difficulties of providing service levels that can be assured, 

dependable network connections, providing secure communications and automating 

business practice and relationships have only in the past few years come to terms with being 

addressed and fully resolved. Indeed these are constantly evolving in tandem with Web 

Service technologies themselves. It is widely accepted that Web Services issues such as 

standards, manageability, and security have all been identified to be of the highest priority for 

an enterprise deploying Web Services (Pring, 2002). 
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Figure 1 - Web Services Setup (Author, Adapted Castro-Leon, 2003) 

 

Figure 1 shows a basic graphical representation of a typical Web Services setup. It shows the 

interaction between client, server, interfaces and a directory. All of these interactions require 

protocols or rules to exist. These are (i) eXtensible Mark-up Language (XML), (ii) Simple 

Object Access Protocol (SOAP), (iii) Universal Description, Discovery and Integration 

(UDDI ) and (iv) Web Services Description Language (WSDL). These are explained in 

greater detail in section 2.3. 

 

One of the most distinguishing features of Web Services is that they allow programs rather 

than humans to exchange information and commands in the form of XML messages. In this 

way they resemble workflow software which is widely used to cut down the amount of time 

organisations take to process documents.  
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It  is important to recognise that the use of information technology alone does not derive 

business benefits, benefits flow from the use of information technology. Information 

technology enables people to do things differently and these actions produce the benefits. 

Web Services is a technology that enables people to do things differently. It is within this 

context that Web Services have become important as well as a key grouping of technology 

for the future of enterprises. Web Services are supported by most of the key players in the 

web technology arena such as Microsoft, Sun and IBM thus guaranteeing that Web Services 

technology has a future and that Web Services are here to stay (Brydon et al., 2004). 

 

2.1. Web Services Evolve 

In order to attain a comprehensive understanding of Web Services it is essential to consider 

the history and the evolution of the technology itself. This is due to the fact that the various 

alliances (Ariba, BEA, Userland) and major vendors (Microsoft, IBM, Sun Microsystems) 

that have become prominent in the development of the technology are in fact the major 

driving forces behind Web Services. Also, these same groupings currently have and will 

continue to have a strong influence on the future direction of Web Services. Indeed, a 

reoccurring theme is that of the different vendors and consortiums endeavouring to place 

its offering to the forefront of the Web Services marketplace to highlight that vendorõs core 

competency. In this unpredictable environment the development and future paths of Web 

Services may not be driven by what is in the best interests for the development of the 

technology but rather what suits the vendor, which at any given stage of development has 

the edge over its competitors. This is stated in subsection 2.1.1, where Hewlett Packard 

(HP) actually suppressed a theoretically superior technology in favour of technologies that 

were not as consistent but which had more widespread industry backing and developer 

support at that particular moment in time.  
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2.1.1.  Pioneering Web Services 

In the early to mid 90õs HP pioneered how to reduce the well documented technical and 

cost problems related to distributed systems. HP moved from its own high-end UNIX 

platform, minicomputer Electronic Data Interchange (EDI) and distributed client/server 

computing to modern Web Services. This led to HP's ôe-Speakõ being released in late 

1999. This was probably the first Web Services technology and it was the first 

commercially marketed Web Services implementation. It utilised protocols such as HTTP 

and an XML data representation method, which were generic in nature. This offered a 

type of ôe-servicesõ which could be rapidly and easily deployed. However, even though this 

ôe-Speakõ technology was much more consistent and a far more flexible service than what 

was then being offered, HP abandoned ôe-Speakõ in favour of the more mainstream Web 

Service technologies (Ogbuji, 2003).  

 

Around the same time period Dave Winer, the head of the less corporate web based 

community called ôUserlandõ, developed XML-RPC (eXtensible Mark-up Language-

Remote Procedural Call). It was an especially simple approach for calling functions on a 

remote server, using HTTP and XML technologies. The entire specification was only a 

few pages long and XML-RPC was very popular at the initial stages of Web Services 

development. This was due to the development of many open, low cost and license-free 

implementations which led to high levels of interoperability. But due to its lack of funding 

and early arrival, XML-RPC failed. It had some deficiencies in meeting certain 

requirements, an example being its reliance on ASCII strings alone meaning it is suitable 

in English-only contexts (Ogbuji, 2003). 

 

While XML-RPC was being developed, it became apparent to the EDI industry that by 

utilising XML and Internet protocols, initially EDI over email (SMTP) and the internet 

(HTTP) avoided significant overheads and expenses associated with technologies such as 

Value-Added Networks (VANs). The European based European Committee for 

Standardization/Information Society Standardization System (CEN/ISSS) and US based 

XML/EDI group were working on different and more reliable ways to encode EDI  

transactions over the internet as these would generally resemble line noise as XML. All 
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this work led to a formal standard for e-business XML (ebXML). Sun Microsystems, at 

the end of 1999 were involved in a self-imposed eighteen-month development period and 

embarked on a joint project with OASIS, an XML pioneer, and the United Nations 

Centre for Trade Facilitation and Electronic Business (UN/CEFACT), a key organization 

in the development of traditional EDI which led to another version called Sun ebXML 

(Ogbuji, 2003). 

 

2.1.2. Genesis of Current Technologies 

In 1998, a small specification which allowed for structured exchange of XML documents 

began to take shape among a small group of corporations, including Microsoft. This was 

called SOAP and due to various political reasons it was not released to the public in its 

original forms (Ogbuji, 2003). The current approved version of SOAP (version 1.2) at the 

time of writing was released in 2003, the latest status of this can be checked at 

http://www.w3.org/2000/xp/Group/ 

 

Initially there was competition for positioning of SOAP (which was publicly led by 

Microsoft) and ebXML (which was publicly led by Sun Microsystems) as the standard 

protocol for delivering data over HTTP. It was apparent that the major corporations 

realised that Web Services were seen as the ônext big thingõ. SOAP was endorsed by the 

ôgrass-rootsõ, through support that started in Userland, the same community as XML-

RPC. This was due to the fact that it was not as simple as XML-RPC and it addressed 

most of XML-RPCõs shortcomings (Ogbuji, 2003). It is noticeable to point out that all the 

major commercial corporations backed an open specification which is extremely unusual 

in the ultra competitive technological sector.  

 

As SOAP is a communications protocol, a specialised language was then required to 

normalise Web Services metadata. One of the earlier efforts, Web Interface Definition 

Language (WIDL) was geared towards the first-generation of Web Services systems such 

as XML-RPC. WIDL was designed to imitate the function of Interface Definition 

Languages (IDLõs) that are used by CORBA and COM, but in XML form (MSDN, 2003). 
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Microsoft and IBM created competing specifications to solve this problem. Microsoftõs 

was called Service Description Language (SDL) and SOAP Contract Language (SCL) and 

IBMõs was called the Network Accessible Service Specification Language (NASSL). Both 

of these technologies paralleled each other however, after some procrastination and 

coupled with a similar technology from Ariba, a proprietary technology company, all 

stakeholders united to form WSDL, which is now the accepted standard (MSDN, 2003). 

 

The next problem to be addressed was the problem of discovery, what was required was a 

system of directories. That is a type of ôyellow pagesõ for Web Services which would 

enable required services to be ôfoundõ over HTTP. The same three corporations 

Microsoft, IBM and Ariba which worked on WSDL also worked together on a way of 

merging their different discovery systems into one which became UDDI  (Ogbuji, 2003) 

(UDDI, 2003). 
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Figure 2 - Distributed Computing Timeline (Adapted, Ogbuji, 2003) 

 

Figure 2 shows a graphical representation of the timeline of the evolution of major Web  

Service technologies. It starts initially from simple email and EDI and gradually developed 

to the current Web Service Technologies. Current developments regarding these 

technologies such as WS-Security are also shown in Figure 2.  
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2.1.3. Consolidation and Competition 

In order to stabilise the Web Services approach to delivering robust, secure and 

interoperable systems, the past few years have seen a period of consolidation for the 

industry. Major vendors and corporations have converged together to work on the widely 

accepted and established core technologies of Web Services that emerged since its 

inception in the mid to late 1990õs, namely, XML, SOAP, WSDL and UDDI. These major 

vendors (IBM, Microsoft, SUN, HP and Oracle) and not-for-profit standards 

organisations (OASIS, W3C) all working together established the idea of a ôWeb Services 

stackõ. This encompassed the different layers that all contribute to delivering Web Service, 

from physical network, middleware and right up to protocols and technologies.  

 

Another not-for-profit organisation also sprang up, the Web Services Interoperability 

Organisation (WS-I) but rather than creating new standards this organisation concentrated 

on delivering a ôprofileõ of standards derived from OASIS, the W3C and similar bodies. 

Yet even with all these attempts to resolve ongoing discontent between corporations and 

standards organisations there are still contentious issues arising, all this occurring while the 

development of Web Services continues. Issues such as the W3Cõs committee based 

structure, which by its nature slows down the development and adoption of new 

technologies. There are differing schools of thought arising here as some feel it is better to 

allow Web Services to develop as it has done previously and not restrict what is seen as 

progress while others feel a more structured approach is required to attain certain levels of 

reliability. Other issues regarding intellectual property rights and Sun Microsystems 

omission from WS-I for political reasons have all aided the slowing down the progress of 

the Web Services stack and it appears these will be ongoing for at least the immediate 

future. What is essentially required for consolidation of Web Service is for the Web 

Services stack to be filled out. Security is currently being addressed but also business 

process integration and  integration into software development tools must be examined if 

Web Services are to succeed in meeting the goals that their initial development were 

intended to satisfy. 
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2.2. Advantages of Web Services 

This section will discuss the benefits offered by Web Services. There are many advantages 

for both the developer and organisation. Web Services are seen as the natural heir to EDI 

in the electronic business to business market (Brydon et al., 2004) and from a historical 

perspective, they represent the convergence between the service-orientated architecture and 

the web. A Systinet (A major Web Services solution provider) White Paper, entitled Web 

Services: A Practical Introduction, states that òWeb Services have emerged as a powerful mechanism 

for integrating disparate IT systems and assets. They work using widely accepted technologies and are 

governed by commonly adopted standards. Web Services can be adopted incrementally with little risk and at 

low costó (Systinet, 2003). The following are descriptions of key advantages offered by Web 

Services.  

 

2.2.1. Interoperability 

Interoperability is a key advantage of the Web Service concept. It enables a variety of 

software platforms and architectures to run different distributed services. Systems and 

solutions are often added by organisations over time as they are required. These 

commonly cannot communicate with each other while it may become necessary in time 

for these systems to interact with each other (Brydon et al., 2004). The addition of new 

systems and solutions can be achieved on a planned basis involving large overheads or on 

an ad-hoc basis involving poor planning. Web Services offers a solution to both of these 

issues by lowering the overhead required and negating the future proof requirement of a 

system (Curbera et al., 2001). Web Services offer this interoperability that may be required, 

provided the systems can be web enabled (Brydon et al., 2004). 
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2.2.2. Flexibility  

Web Services also offer an organisation the ability to be flexible within its business area as 

new alliances (joint partnerships offering synergy), can be dynamically generated due to 

Web Services complete interoperability (Adam, 2002). This characteristic can also be 

reversed to enable decoupling, for example the changing of supplier in a supply chain 

management system. Tools developed to support Web Services provide the ability for 

developers and organisations to move quickly and easily from one configuration to 

another (Brydon et al., 2004). This offers new market opportunities, greater freedom to a 

dynamic enterprise and the opportunity to develop dynamic value chain businesses. 

 

2.2.3. Utilisation of the Web 

Business can utilise the readily available medium of the World Wide Web to assist in the 

businesses operations. An example of this may be for a supply organisation to make its 

database of its inventory available to its vendors through a Web Service. The flexibility 

offered by Web Services will lead to an improvement in supply chain management 

(Brydon et al., 2004). The ready availability of this medium also enables an organisation to 

concentrate on focused and value added tasks rather than having the burden of 

developing an application specific medium (Farrell and Ferris, 2003).   

 

2.2.4. Integration 

Legacy systems exist in most companies and it may not be economical to completely 

disregard an old system and migrate to a new system. Web Services provide developers 

with standard ways to access middle tier and back end services such as database 

management systems and then in turn integrate them with other applications (Brydon et 

al., 2004). A key benefit offered by the implementation of Web Services is this greater 

agility and flexibility to interact with existing legacy systems (Curbera et al., 2001). 
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2.2.5. Freedom of Choice 

Web Services offer a new emerging market place for developing tools, products and 

technologies. This has led to organisations being offered a wide variety of choices and 

allowed them to choose configurations that are best suited to those individual 

organisations needs. A Web Service can help expand applications and services to reach a 

wider base of client types, regardless of which platform the client is based. Examples of 

this can be a Java platform, Microsoft platform or even a wireless platform (Brydon et al., 

2004). This is enabled as Web Services are largely based on commonly agreed 

specifications. These specifications relate to structured data exchange, messaging, 

discovery of services, interface description, and business process orchestration (Adam, 

2002). This is achieved through various technologies that are explained in greater detail in 

section 2.3 of this Dissertation.  

 

2.2.6. Programming Productivity 

A key success factor in the software development area is the ability of developers to 

reduce the time-to-market of a product. It is necessary for applications to rapidly develop 

from prototype to production and even after production, to evolve further and 

continuously update the software. Before the advent of Web Services, development teams 

had no standard means to access services required by multi-tier applications or of 

accessing various different clients. This was a major inhibitor to software developers. Web 

Services, by using standard and accepted commonalities help to improve programming 

productivity (Brydon et al., 2004). This benefit also relates to the interoperability benefit as 

outlined in section 2.2.1, more specifically regarding the negating of issues of overhead 

and poor planning. Web Services allow for encapsulation of code and this can be 

delivered as streams of services and offer ubiquitous access (Adam, 2002). Previously, 

application development was significantly complicated by the necessity that individual 

applications offer support uniquely to one specific client. For proprietary technology to 

offer support to several types simultaneously, separate and unique clients needed to be 

developed for each platform. What Web Services offers is to resolve this particular aspect 

of the application development process where only one client needs to be developed. 
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2.3. Web Services Core Protocols and Standards 

To fully understand the benefits offered to organisations by Web Services, it is beneficial to 

examine the underlying protocols and standards which Web Services rely on to inter-

communicate. Web Services are built upon open and already industry standard protocols 

such as HTTP and XML. These standards are typically set and maintained by independent, 

not for profit standards organisations composed of a diverse membership. Members submit 

various requirements for the standard and agree to a specification after many review phases, 

resulting in a free and open standard upon which any group can build Web Service 

compliant applications and tools. A critical component to enable Web Services functionality 

and ultimate success is the creation and support of common standards for Web Services 

(Kreger, 2003). 

 

Three of the major Web Services standards groups are listed as follows. Firstly, World Wide 

Web Consortium (W3C) is the de-facto leader behind the largest number of adopted 

standards in the Web Services area including the web building blocks such as HTML. The 

W3C Workshop on Web Services (WSWS), in April of 2001, attempted to plan the future 

of Web Services. Web Services until now, had been developed outside of the W3C, either 

by individual corporations or by separate consortia.  Bringing Web Services under the 

umbrella of other web standards such as HTML and XML was agreed and the W3C 

undertook this task. (Ogbuji, 2003). Secondly, OASIS, another consortium of vested 

interests and the source of the original specification from which XML evolved, as well as 

the home of the current XML and Universal Description, Discovery and Integration 

(UDDI) specification. Finally, Web Services Interoperability Organisation acts as a 

watchdog group to ensure interoperability between implementations of Web Services 

standards (Rogue, 2004). 
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2.3.1. XML  

As with humans, Web Services can communicate because they all speak the same 

language, in this case called XML or eXtensible Mark-up Language. XML provides a 

standard way to describe information sent between two systems. Previous to the 

development of XML there was a hybrid called XML-RPC. The XML language that is 

used today was developed in 1996. XML is a meta-language, meaning it is a language for 

defining mark-up languages like HTML. It uses tags to mark pieces of data, each tag 

attempts to assign meaning to the data associated with it, that is, transform the data into 

information (Coyle, 2002). The main feature of XML is that its syntax is flexible by intent 

and this enables the definition of service description languages and protocols. As a result 

of this there are a number of different languages derived from XML, such as ebXML and 

Weather Observation Mark-up Format (OMF) (Band, 2003 b). Even though XML 

documents are not principally designed or intended to be read by humans, the XML 

specification clearly states as one of its goals that òXML documents should be human-legible and 

reasonably clear.ó (Bray et al., 2006). However XML alone can not guarantee this trouble-

free communication and a family of three XML based standards have emerged as the de-

facto standard for implementing Web Services. These are WSDL, SOAP and UDDI 

(Laws, 2003). 

 

2.3.2. WSDL 

The WC3 defines WSDL or Web Services Description Language as òAn XML format for 

describing network services as a set of endpoints operating on messages containing either document-oriented 

or procedure-oriented information. The operations and messages are described abstractly, and then bound to 

a concrete network protocol and message format to define an endpoint. Related concrete endpoints are 

combined into abstract endpoints (services).ó (Booth et al., 2004). WSDL was developed in 

September 2000 by Microsoft and IBM. It is a standard mechanism, written in an XML 

vocabulary to describe what a Web Service can do, where it resides and how its methods 

can be invoked. WSDL is an XML document that defines both the inputs and outputs of 

a Web Service, describes what functionality a Web Service offers and acts as an interface 

for other applications (Curbera et al., 2002). This makes the developers job much easier as 
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all the developer needs to know to utilise available Web Services is the WSDL file (Band, 

2003 b). The WSDL file defines each service offered in the form of an end point or a 

port, leading to a network of ports where each port supports a collection of different 

operations specific to that end point. The actual operation of WSDL contains five 

elements. The <type> element, as its name suggests defines the data types that are used 

within messages. The <message> element states the format of the message, for example 

input or output structures for the Web Service. A <portType> element defines a set of 

operations while a <binding> element maps the operations defined in a port type to a 

protocol and a data format. (Laws, 2003). 

 

 

2.3.3. SOAP 

SOAP or Simple Object Access Protocol is an XML based protocol. A Reuters Business 

Insight paper on Technology and eCommerce in 2003 describes SOAP as a simple and 

lightweight mechanism for creating structured data packages to be sent between network 

applications. This is suitable as the current SOAP version 1.2 framework issued by the 

W3c states that òTwo major design goals for SOAP are simplicity and extensibility. SOAP attempts 

to meet these goals by omitting, from the messaging framework, features that are often found in distributed 

systems. Such features include but are not limited to "reliability", "security", "correlation", "routing", and 

"Message Exchange Patterns" (MEPs).ó (Gudgin et al., 2003). In-order to enable Web 

Services, both sides of a communicating process must agree on some set of rules for 

talking to each other. HTTP was not designed to support this capability and as Web 

Services utilises the World Wide Web to communicate it was necessary to generate a 

means to accomplish this. SOAP was created to accomplish this. One of the main 

implications of SOAP is a change in mind set regarding how distributed computing 

operates (Curbera et al., 2002). Previous to the development of SOAP, there were three 

options for achieving distributed computing. These were Microsoftõs Distributed 

Component Object Model (DCOM), Sun Microsystems Remote Method Invocation 

(RMI) or Object Management Groupõs Common Object Request Broker Architecture 

(CORBA). All of these technologies are still extensively used. Their limitation lies in the 

fact that they restrict the potential reach of the enterprise due to ôtight-couplingõ, that is 

inflexibility due to dependencies on vendor implementations and platforms. Also none of 
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these protocols operate effectively over HTTP. With SOAP, the potential area of 

interconnection encompasses the World Wide Web, which is why there is such intense 

interest in technologies that can leverage the power of SOAP (Coyle, 2002). One of the 

technological solutions offering this leveraging capability is Web Services. This is what 

SOAP is and it is the standard for XML messaging for a number of different reasons. 

SOAP is a relatively simple protocol, defining a thin layer that builds on top of existing 

World Wide Web or HTTP technology already broadly implemented. Also, SOAP is 

flexible and extensible in that it does not try to solve all of the various issues developers 

may face when constructing Web Services but it provides an extensible framework that 

allows solutions to be incrementally applied as required. Another point to note is that 

SOAP enjoys broad industry and developer community support (Booth et al., 2004) 

(Band, 2003 b) (Laws, 2003). 

 

2.3.4. UDDI  

UDDI or Universal Description, Discovery and Integration, which is governed by 

UDDI.org which states òThe Universal Description, Discovery and Integration specification describes 

a conceptual cloud of Web Services and a programmatic interface that define a simple framework for 

describing any kind of Web Service. The specification consists of several related documents and an XML 

schema that defines a SOAP based programming protocol for registering and discovering Web Services.ó 

(UDDI, 2003). The UDDI has two components. Firstly as Web Services utilise the 

internet as a medium, there must be a universally accepted mechanism for services to find 

each other over this medium, namely a òspecification for distributed web-based information 

registries of Web Services.ó (UDDI, 2003). Secondly, there needs to be some mechanism to 

learn what Web Services are available, a òpublicly accessible set of implementations of the 

specification that allow businesses to register information about the Web Services they offer so that other 

businesses can find them.ó (UDDI, 2003). Within UDDI, an XML file is employed to describe 

a business entity and its Web Service offering. The information provided in this UDDI 

Web Services entry is in theory divided into three separate sections, these are ôwhite 

pagesõ, ôyellow pagesõ and ôgreen pagesõ. White pages contain address, contact and known 

unique identifier details. Yellow pages contains grouping information based on industry 

wide standard classification and green pages include, if required pointers to file and URL 

discovery systems as well as references to specifications for Web Services. In essence the 



Page | 38  
 

UDDI creates a common place for storing and accessing information like what services 

are available, what their interfaces look like and where they can be found (Band, 2003 b) 

(Laws, 2003). 

 

2.3.5. How XML, SOAP, WSDL and UDDI Amalgamate 

When a service provider wants to make an application or service available to a client, 

WSDL is used as an interface to define this particular Web Serviceõs capabilities (Band, 

2003 a). This service is then registered in the UDDI registry. UDDI provides a way for 

clients to identify Web Services on offer. Typically the client of a service accesses this 

UDDI registry to learn what Web Services are available to them and their location. Once 

it has located the service that corresponds to its requirements, it acquires the WSDL 

description of the service and the access point of the service. The client then uses this 

WSDL description to generate a SOAP message to invoke the required methods. The 

client then encodes this information and communicates it over standard web protocols 

using XML interfaces and XML messages which any application in turn can decode 

(Laws, 2003) (Curbera et al., 2002).  

 

 

 

Figure 3 - Web Services Stack (Author) 

 

Figure 3 shows how each protocol or standard builds on the preceding standard or 

protocol, which leads to the formation of a Web Services ôStackõ. 

 

Common Internet Protocols (HTTP, TCP/IP)  

eXtensible Markup Language (XML)  

Universal Description, Discovery and  
Integration (UDDI)  

Stack  

The Next Layer  ôWS- I / WS -Security / Compositionõ 

Simple Object Access Protocol (SOAP)  
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2.4. Commercial approaches to Web Services 

Web Services offer many uses to organisations including direct access to applications on 

the internet, internet based application to application (A to A) and business to business (B 

to B) integration on intranets. If a technology solved or overcame even one of these 

problems, it would be interesting to corporations who develop and sell this technology. 

However, a technology that solves all of these is certainly of interest to the bigger 

information technology organisations and leading players in emerging technologies. It is 

worth taking a look at how each different major information technology vendor has 

approached Web Services. Most have endorsed the key technologies XML, WSDL, SOAP 

and UDDI and are exploiting these technologies but all have in their own way developed 

Web Services in a way that highlights that organisations core competences. What follows 

are five different major vendors approaches to Web Services, these are (i) IBM, (ii) Oracle, 

(iii) Hewlett Packard, (iv) Sun Microsystems and (v) Microsoft. 

 

2.4.1. IBM  

IBM was one of the first corporations to see the value and capability that Web Services 

could offer. In seeing the potential, the corporation for first time since the 1970õs worked 

with Microsoft from the beginning. IBM implements its Web Services technology under 

WebSphere, a brand which is IBMõs blue chip enterprise software. IBMõs current focus in 

relation to Web Services is using it to allow for diverse applications both business to 

business and application to application software integration (Band, 2003 a) (Gottschalk, 

2000). 

 

2.4.2. Oracle 

Oracle, typically have taken a more database orientated view of Web Services, given that 

Oracleõs core competency is in the database market. ôDynamic Servicesõ was developed, 

which exposes operations on data, utilising Web Services and SOAP. This seamless 

integration offers organisations the ability to re-engineer any legacy database systems and 

also utilise Oracles superior knowledge of database applications. This was possibly the 

initial reason for investing in an Oracle based system (Band, 2003 a). 
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2.4.3. Hewlett-Packard 

Some of the original concepts involved in Web Services were pioneered with what 

Hewlett Packard called ôe-Speakõ. This was very similar to what is now called Web 

Services. The initial proprietary technology associated with e-Speak has now mainly 

disappeared and been replaced by SOAP and WSDL. This was due to the fact that HP 

could not attract the required support of the mainstream IT corporations for the 

technology (Band, 2003 a). Now e-Speak has been re-branded e-Services and it supports 

SOAP, this shows exactly how important it is for a corporation which has developed a 

technology to have it gain widespread IT community support and therefore make it 

standard (EMA, 2006). 

 

2.4.4. Sun Microsystems 

Sun Microsystems, as the owners of Java, is seen as the major rival or competitor to 

Microsoft. This may be a reason why Sun was initially reluctant to the ideas of Web 

Services. Web Services were seen as a Microsoft dominated technology and in conjunction 

with IBM were leading the technology development and pushing their own standards. 

Eventually these self promoted specifications did become the Web Services standard. The 

core Web Services technologies are multi-vendor and Sun developed an Open Net 

Environment (Sun ONE). In doing so, Sun then became a supporter of WSDL, SOAP 

and UDDI. An example of how each corporation tries to push its own technology to the 

fore front of Web Services is Suns attempt to position Java as the standard for creating 

Web Services (Band, 2003 a). 

 

2.4.5. Microsoft 

Microsoftõs .NET initiative is very focused on Web Services and Microsoft has pushed the 

core Web Services technologies from the beginning. This .NET framework provides huge 

support for implementing Web Services. The main aspect is ASP.NET, with which 

developers can write applications and then expose these as Web Services. With .NET, 

there is no need to create a WSDL interface or write code to accept SOAP calls. By 

placing the key word ôWeb Methodõ in front of an application method, the method is then 
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exposed with ASP.NET automatically initiating the generation of a WSDL interface and 

writing the code to allow SOAP access. The Visual Stuido.NET development tool fully 

supports Web Services and allows developers to create clients much easier. All this 

support positions Microsoft to be at the leading edge of developing Web Services (Band, 

2003 a). 

 

2.5. What Next for Web Services 

It is difficult to assess definitively what the future holds for Web Services as the technology 

is constantly evolving. Many differing opinions have surfaced regarding the entire spectrum 

of Web Services, its fundamental technologies and its future development. It is hard to get a 

consensus or general agreement on Web Services other than the opinion that the 

technology will continue to be utilised as a distributed computing solution in the future. 

This is due to a number of factors but most significantly due to major vendorõs investment 

in the technology. Whether this will be as a stand alone idea that services are exposed and 

client access them or as part of an overall SOA. 

 

The Author contends that SOA is a conceptual style of delivering an overall loosely 

coupled IS architecture for an organisation. It involves merging service provider and service 

consumers to achieve a goal. SOA is also an architecture that supports integration across 

diverse systems. SOA reorganises information systems as independent and reusable services 

that can create a flexible environment which an organisation can successfully operate in. 

Business and technical services are published using industry accepted, open protocols and 

standards that can be utilised regardless of the underlying platform.  This technical 

independence offers the standardisation of business processes and collaborations both 

internal and external to an organisation (Papazoglou, 2003 a). SOA is not a new theory 

derived after the emergence of Web Services, however SOA has now emerged to 

encompass Web Services due to Web Services ability to offer the required encapsulation of 

reusable programs that is required by SOA (Sprott, 2004).  
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The evolution from mainframe and tightly coupled, to Web Services and SOA distinctly 

reflects the change in perceptions of business processes and information systems. SOA is 

both a business transformation and an evolving information system solution. Business 

opportunities arising from SOA can radically alter an organisations approach to its business. 

Equally SOA offers opportunities to enable technical capabilities beyond platform 

independence thus enabling added functionality. SOA capabilities are flexible in both 

business functional and technological terms (Sprott, 2004). 

 

Various industry commentators have varying opinions on the direction, use and credibility 

of the technology in its current incarnation. What is certain is that all major software 

vendors are delving into Web Services to some extent. Anne Thomas Manes, in her book 

ô"Web Services: A Manager's Guide" supports this viewpoint by stating, òIt seems as if everyone 

is at least playing with Web Services. Almost every software vendor is building support for Web Services 

into its platforms, languages, and tools. Web Services enable any-to-any integration, supporting any 

programming language, any runtime platform, and any network transport.ó This can be interpreted as 

showing that vendorõs intent is shown by their inclusion of support for Web Services within 

their software products (Manes, 2003). 

 

Robert Wagner, the director of solutions for RCG IT's Web Services, a provider of IT 

professional services is of the opinion that business driving forces will be a major factor in 

the delivery of Web Services. òThe major business drivers include increased market share; offloading 

non-core business functionality; quick and easy business process integration and adaptability; and 

centralized, real-time availability of services regardless of platform. Web Services are the business-enabling 

tool to extend the enterprise é these drivers have the potential to make this happen.ó 
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Eric Newcomer, Chief Technology Officer with Iona Technologies has predicted the total 

integration of Web Services to a comparable level with Microsoft Office. òOver the next three 

to five years, IT departments will specialize more on developing Web Services for specific functions such as 

accounting and billing, while business departments will take on development of Web Services for actual 

applications such as order entry, inventory management or claims processing. Why? Because Web Services 

tools will become as simple as Microsoft Office tools are today. The high-level editor tools will evolve toward 

the orchestration of services and will be usable by knowledge workers.ó (Newcomer, 2003). 

 

Neil Macehiter and Neil Ward-Dutton in a white paper called ôReal SOA: Critical Success 

Factorsõ contend that the idea behind SOA is not in actual fact all new, recognising that the 

basic ideas encompassed in service-oriented architecture, as it applies to application 

architecture have roots stretching back at least thirty years. David Parnasõ 1972 paper òOn 

the Criteria to Be Used in Decomposing Systems Into Modulesó refers to, or relies on, key ideas that 

are commonly expressed in todayõs notion of SOA. They contend that òWeb Services 

technology has added new colour to the SOA picture, because it has the potential to enable software 

integration and development to be carried out flexibly and rapidly, at multiple different levels of scope and 

abstraction ð independently of the underlying implementation technology. Whereas most earlier middleware 

technologies provided development and integration flexibility benefits at the levels of individual compiled 

programs or possibly distributed systems, Web Services technology has the potential to glue software together 

across industry, organisation and geographical boundaries as well as across application, system and program 

boundaries.ó (Macehiter and Ward-Dutton, 2005) (Parnas, 1972). 

 

As Web Service implementations are now common place in an organisations application 

design and integration, A Gartner report in 2005 predicts that these organisations are now 

consolidating and looking for predictability and continued simplicity from their existing 

Web Service implementation. As an organisation accesses this first generation of Web 

Services this means the implementation of ônext-generationõ Web Services will for the 

immediate future be subdued. The report states that òfewer new intended Web Services standards 

will be introduced in 2009 than were introduced in 2005 (0.8 probability). By then, though, fresh ideas on 

standards will emerge from unfamiliar quartersó (Biscotti et al., 2005). This means that Gartner 

predicts that established vendors such as those mentioned in Section 2.4 above have 

dictated the direction and standards up until now, that ôdot-cometsõ such as eBay and 
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Amazon will become more influential by the year end 2008 and will contribute and further 

develop the standards process in the future (0.7 probability) (Biscotti et al., 2005). Also this 

report states that as Web Services are so widely available that organisations are currently 

exploring these with out actually realising it, òWeb Services that are externally available are 

increasingly common and attractive, and enterprises will explore them, almost without knowing it, at a 

global level. By year-end 2007, 25 percent of the Global 2000 will employ an external Web service in a 

strategic application (0.6 probability).ó 

 

2.6. Summary 

One of the most prominent developments in information technology in the past 10 years is 

the idea of Web Services, an innovation that is backed by all of the major stakeholders in 

the information technology sector. Web Services are standards and protocols for 

developing and deploying software applications while utilising the internet. Web Services 

utilise existing technologies and infrastructure such as XML and the internet by adding new 

technologies such as SOAP, UDDI and WSD. These together deliver a platform 

independent mechanism for offering integration, flexibility and interoperability internally 

within organisations and wilt external organisations. There are six main areas that Web 

Services offer benefits to an organisation, these are Interoperability, Flexibility, Integration, 

Utilise Web, Freedom of Choice and Programming Productivity. 

 

These new technologies have taken time to develop and become industry standard. Not for 

profit standards bodies such as W3C and OASIS along with major software vendors have 

for the past 10 years been creating and establishing new technologies and standards which 

will enable Web Services to deliver on the technologies initial potential. These standards 

and technologies are still currently evolving to offer more secure and process specific task 

driven Web Services.   
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The core technologies of XML, SOAP, UDDI and WSDL operating over the internet are 

the basic premise for any Web Service implementation. Each major vendor has developed 

its own commercial offering based on these core standards but offering its own aspect, 

mainly in an effort to highlight that vendorõs core competency. An example of this is Oracle 

offering a database specific approach to Web Services as database technology is Oracles 

core competency. 

 

While it is noticeable that Web Services have evolved from humble beginnings to offer 

large multination and global organisations a mechanism to achieve a level of business 

flexibility never offered before by an information system, what is also evident is that the 

technology is ever evolving. This can only be good for the Web Services paradigm as 

vendors are striving to offer more secure, robust and task specific delivery of Web Services.  

 

In the next Chapter organisational factors will be addressed by the Author. The link 

between information systems and business strategy will be examined and a model is 

presented to the reader which aids the understanding of this. The effect that an information 

system can have on an organisation will be examined through separate sections on (i) How 

Information Systems Add Value, (ii) Systems that Enable Competitive Advantage and (iii) 

Problems Integrating Information Systems and Corporate Strategy. 
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3. Organisational Factors: Information Systems and Business 
Strategy 
 
In Chapter 2, the Author addressed technological aspects of Web Services, such as protocols 

and standards. Along with this, Chapter 2 examined the history of Web Services and the 

evolution of Web Services technology. Chapter 2 also identified to the reader the advantages 

that are offered by a Web Service based implementation. In Chapter 3, the Author presents 

organisational factors to the reader. The link between information systems and business 

strategy is examined and a model is presented, which aids the understanding of this link. The 

effect that an information system can have on an organisation is also shown through 

separate sections on (i) How Information Systems Add Value, (ii) Systems that Enable 

Competitive Advantage and (iii) Problems Integrating Information Systems and Corporate 

Strategy. 

 

Information systems and business strategy are inextricably linked. The strategic impact of an 

information system is difficult to quantify but it exists all the same. The effect of information 

systems and technology on an organisations strategy can create a competitive advantage for 

that organisation. Information systems and technology together with the correct business 

strategy can put an organisation in a stronger position to be more competitive and successful 

in their chosen area over other organisations (Nickerson, 2003).  
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3.1. Information Systems Adapting to Changing Marketplace 

Change has emerged as a major characteristic of the current market forces and business 

environment. Changes in both business and technology are requiring rapid adoption of 

roles and structure for organisations. Information systems are therefore central to an 

organisations initiatives such as re-engineering, knowledge management, the creation of 

electronic channels of distribution and in the recent past, the development of digital 

business strategies (DiRomualdo and Gurbaxani, 1998). The most noticeable example of 

this is shown by the Dell computer corporation (Dell, 1999). The ROI in information 

systems is a contentious issue, while there is evidence to support a positive return there is 

still a huge amount of scepticism surrounding the issue of whether information systems 

creates value for individual corporations (Kramer et al., 1999 a). Indeed, one of the reasons 

that an organisation gives when holding back on the research or implementation of Web 

Services is due to the fact that it is difficult to measure the ROI on any new technology. 

The effect of this reasoning is two-fold. In one instance it protects an organisation from 

wasting investment in technologies that may prove to be a waste of capital, and on the 

other hand it may deny an organisation the opportunity to take full advantage of an 

innovative technology which can benefit an organisation (Andrews and Hotle, 2003). 

 

3.1.1. Changing Role of Information Systems 

The role of information systems has evolved since information systems were first 

developed. The initial idea consisted of automating the existing manual and pre-computer 

mechanical processes, which was quickly succeeded by the rationalisation and integration 

of systems. Traditionally in these forms, information systems were regarded primarily as 

an operational support tool, and secondarily as a service to management (Clarke, 1995) 

and was not even considered as a core competency of the organisation. However during 

the 1980s, another capability was recognised. Information systems had become, in some 

cases been critical to, the implementation of an organisations strategy. This led to the 

development of the term strategic information system.  
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A strategic information system is an information system which supports an organisation in 

fulfilling its business goals (Clarke, 1995). An alternative interpretation of the term is that 

it is not necessary a particular information system, but rather the combination of those 

parts of an organisations cluster of information systems which provide information into 

its strategic planning processes (Higgins, 1989). 

 

Organisations are currently experiencing more volatile marketplaces, global competition, 

shortened product life cycles, customer pressures for tailored offerings and tighter 

performance standards They increasingly depend on new information systems to gain or 

maintain competitive advantage. The information system components in business 

solutions must be constructed rapidly and effectively despite the massive changes in 

information systems product capability, a restructured supply industry, potential shifts in 

system development approaches, and new ambiguities in terms of what should be 

regarded as a business-side versus a technical specialist task (Feeney and Willcocks, 1998). 

It is essential that an organisations ability to change and be flexible is dynamic in the 

current economic environment. The underlying idea is that in the context of ever 

increasing competitive environments, organisations require higher levels of strategic 

flexibility (Brynjolfsson and Hitt, 1996). This in turn demands more flexible organisations 

and processes, which in turn requires more flexible underlying information technology 

infrastructures to accommodate this (Broadbent and Weill, 1997). 

 

3.1.2. Flexibility and Information Systems 

The need for flexibility in organisational arrangements and alliances is prompting a move 

away from tight integration toward loosely coupled arrangements (Sanchez, 1997). In 

information systems terms this would correspond to a mainframe, a traditional 

ômonolithicõ, inflexible, stable and tightly coupled system to a technology such as Web 

Services, a proprietary, loosely coupled, hybrid and flexible system. A Web Services 

implementation is a type of information system and can be viewed as the adoption of 

loosely coupled technologies to implement loosely coupled strategic and organisational 

arrangements.  
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It is important to recognise that the use of information systems alone does not derive 

business benefits, benefits flow from the use of information systems. Web Services 

implementation enables people and organisations to do things differently and these 

actions produce the benefits. To realise this potential it is necessary to identify the role of 

a Web Service implementation (key practices) and identify how this type of information 

system can be utilised and exploited in order to gain competitive advantage (Kearns, 

1997). 

 

3.2. Relationship between Information Systems and Business Strategy 

The diagram presented in Figure 4 shows a simple graphical representation of the 

relationship between business strategy and an information system. It shows how both can 

dictate each other and vice versa. Then this leads into creating value and therefore realising 

the organisations objectives. In Figure 4, Web Services is depicted as the information 

system in question. This model is developed further and explained in detail in Chapter 5.1 

of this Dissertation. 
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Figure 4 - Information Systems/Business Strategy - Relationship Model (Author) 

 
 

Underutilisation of information systems is a serious problem for many organisations. Many 

technology based competitive opportunities can be over looked due to a number of factors 

such as (i) ignorance of information systems and its potential uses, (ii) poor 

communications and understanding between the informationõs systems group and the rest 

of the business, (iii) resistance to change from both information systems personnel and 

business personnel, (iv) lack of focus on opportunities for competitive advantage and (v) 

lack of methods to measure benefits (Mooney et al., 2001) (Bakos and Treacy, 1986). All of 

these factors can be applied in relation to an implementation of Web Services, for example 

not utilising the full potential that Web Services offers. 
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Alignment of overall information systems strategy with business strategy is an important 

objective if organisations are to use Web Services effectively (CSC, 2000). The alignment of 

business strategy and information systems in organisations is defined by Luftman as 

òapplying Information Technology (IT) in an appropriate and timely way, in harmony with businesses 

strategies, goals, and needsó (Prairie, 1996). This means that it is necessary for information 

systems and the general direction of the information system departmentsõ goals to be 

consistent with the general business strategy. An example of Web Services achieving 

strategic alignment is where business strategy would correspond to sell products globally, 

and then the implemented Web Service strategy would provide a global sales information 

system to facilitate the selling of these goods globally (Nickerson, 2003). Table 1 presented, 

displays the linkage between business strategy and goals for information systems.  

 

Business Strategy Goals for Web Services 

Operational Effectiveness 

    Efficiency 

    Effectiveness 

Internal 

Reduce costs, increase productivity and speed 

Enhance overall organisational effectiveness 

Strategic Positioning 

    Reach 

    Structure 

External 

Extend existing market and geographical reach 

Change industry or market practices 

 

Table 1 - Business Strategy and Goals for Web Services (Kramer et al., 1999 a) 

 

Although information systems spending growth was down at the beginning of the decade, 

estimates for US spending growth in 2003 average 4% to 6% and this continues to grow. 

Estimates for worldwide spending growth are 5% to 7%, to be precise European 

information technology spending growth was be 3.8% in 2006, up to û448 billion (Bartels 

and Parker, 2006). An organisations information systems spending utilises a considerable 

percentage of the annual operating budget (Bye and Rau, 2003). This indicates that 

information systems have become a major resource for an organisation attempting to fulfil 

its strategic goals (Earl et al., 1996). Alignment is especially important for companies which 

use information technology as a strategic resource (Venkatrman et al., 2003). Strategic 

alignment is a two way process. Firstly, it is necessary for information systems management 
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to become formally or informally involved in top level management and be present when 

business strategies are decided. Secondly, it is essential for information systems 

management to contribute to overall management philosophy and thinking through 

identifying business threats and opportunities (Earl et al., 1996). Business strategy and 

information systems strategy are often treated as separate and Henderson and Venkatraman 

(Henderson and Venkatrman, 1993) and Prairie (Prairie, 1996) suggests that a corporations 

inability to realise sufficient value from information systems is in part due to an absence of 

strategic alignment. Figure 5 shows how strategic alignment works.  

 

Business Pr i or i t i es

Technology  Trends

Business St rat egy IS St rat egy

 

Figure 5 - Strategic Alignment (Earl et al., 1996) 

 

Despite significant progress in evaluating the productivity payoffs from information 

systems, business executives remain critical of information systems performance. It is 

necessary in order to attempt to improve understanding of information systems return, to 

analyse the impact of information systems on key business activities (Kramer et al., 1999 a). 

A business can gain competitive advantage when it can provide some activities in the value 

chain (Porter, 1980) so that, value to customer is increased, or cost of performing activity is 

decreased. These can be achieved through the use of information systems. Investment in 

information systems that provides value or decreases cost can be strategic (Nickerson, 

2003). There are a number of well known success stories, most notably the Galileo system. 

ôGalileo Web Servicesõ is a Web Service implementation which uses internet based 

connections to support data transfer between client side travel applications and the Apollo 

and Galileo Global Distribution Systems (GDS), this connects more than 42,000 travel 
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agency locations to 37 car rental companies, 47,000 hotels and 350 tour operators (Van der 

Aalst, 2003) and the American Airlines SABRE reservation system. However, it must be 

noted that there is a lack of evidence linking information systems investment and 

businesses performance, what is afforded, is the enabling of business efficiencies and cost 

reductions along with the capability to create custom functions and applications to support 

business operations. 

 

3.3. How Information Systems Add Value 

Organisations that are heavily dependent on information systems for transaction 

processing, product development, marketing and delivery spend large percentages of their 

operating budgets on information systems to support business activities (Roberts and 

Meehan, 2006). Web Services are increasing being utilised to allow for integration with 

existing systems. How do the organisations stakeholders know that all this investment is 

worth it? To provide metrics in relation to this, it is necessary to understand and identify 

where and how any information system can add value. This can involve metrics to evaluate 

information technology benefits and information technology adding value to an 

organisation. Depending on the strategic focus of a particular organisation, value 

definitions may change. According to Bye and Rau (2003) there are four  generic areas 

where information systems can and should add value (Bye and Rau, 2003). These four areas 

are (i) Expense Containment, (ii) Process Improvement, (iii) Customer Advantage and (iv) 

Talent Leverage. These are explained in subsections of Chapter 3.3. 

 

3.3.1. Expense Containment 

Traditionally the idea of this was to reduce or replace high cost manpower with lower 

cost, more efficient and reliable technology. This goes back to the original focus of most 

data processing applications. In todayõs modern computing environment, expense 

containment can mean achieving a level of flexibility or loose coupling offered by Web 

Services. Such coupling allows a corporation to adapt or change quickly in order to 

incorporate new technologies or align with new business alliances without disrupting 

existing business infrastructure (Bye and Rau, 2003). A flexible supply chain management 
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system would be an example of an information system that limits expense. Financial 

metrics exist which can be used to gauge the profitability of an organisation. These 

approaches generally take the form of ôbottom lineõ evaluation. Two such techniques are 

Cost-Benefit Analysis and ROI. Cost-Benefit involves examining the difference between 

the cost incurred and the benefits obtained from an investment. For a system to be 

deemed successful it is necessary for benefit to outweigh the costs, however this is not 

always possible to do. Estimating initial costs such as hardware, software, consulting and 

accompanying costs including training, maintenance, licensing and upgrades is possible to 

some extent. Estimating benefits is much more difficult, benefits may come in the form of 

productivity or customer value which is not tangible (Devaraj and Kohli, 1966). Solely 

from a financial perspective, for a system to be declared a success, an organisation would 

require the benefits to exceed the investment costs (Hagel III, 2002 a).  

 

Another financial metric is ROI which is very similar to Cost-Benefit Analysis in the way 

it is measured by the total investment and the benefits obtained. The difference is in the 

expression of the benefits which are assumed to be a percentage incurred over time rather 

than putting an actual figure on it. A simplified example of this is: if a company invested 

û100,000 in a system and accrues a benefit of û12,000 per year, the annual ROI would be 

12%. This would need to be adjusted on a regular basis to incorporate initial capital outlay 

and depreciation (Devaraj and Kohli, 1966). 

  

3.3.2. Process Improvement 

Process improvement refers not to replicating a current business process but improving 

them, through the application of technology and systems to that particular process. 

Information systems have the ability to provide more focused and faster access to 

information which creates business intelligence. This more focused and relevant business 

intelligence leads to good decision making, and this is where competitive advantage can 

lie. Examples of were process improvement can add value include lowering product defect 

rates, improving information relevancy and speeding up the time-to-market (Bye and Rau, 

2003). It is within the time-to-market context that Web Services can offer process 

improvement in new and innovative ways. This improved productivity can vary from 
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organisation to organisation depending on the nature of the work and the industry. Web 

Services also offers process improvement by creating applications specific to requirements 

with additional web based tool offering flexibility. This can save time by consolidating files 

and information and taking quick action with automated notifications. Process 

improvement can be applied to two areas, efficiency and quality. Efficiency metrics are 

measured by the comparison of the output of an operation to the resources consumed. 

Improved quality of work that reduces rework of a product or service can have a value 

added impact on productivity (Hagel III and Seely Brown, 2001). Web Services can be 

implemented to increase efficiency and increase quality of data which will reduce errors 

and omissions and therefore reduce associated costs with incorrect data.  

 

3.3.3. Customer Advantage 

Often an organisation investing in an information system does not see direct benefits in 

profitability or productivity. However, the customer may directly or indirectly benefit 

from it. Previous applications of information systems related to limiting customer 

transaction errors and in this way limit the amount of customer complaints. This may 

have also led to the customerõs perception of the corporation being a ôreliableõ one. 

Information systems such as customer relationship management (CRM) are being utilised 

to build customer loyalty, gain long-term customer retention, improve customer 

productivity and perform a more focused marketing techniques (Bye and Rau, 2003). A 

Web Service based CRM solution will develop understanding of customers and markets 

which is critical. This Web Services based CRM system will also integrate any existing 

CRM system with new tools and capabilities which allows for greater market 

understanding and customer tracking from first contact to point of sale through to after 

sales service (Feinberg and Kadam, 2002). Web Services can offer this seamless link across 

systems and platforms within the organisation and also with partners and customers 

systems.  
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3.3.4. Talent Leverage 

Information systems can play a significant role in improving employees work environment 

and also foster innovation (Bye and Rau, 2003). This is an intangible but significant value 

added component of information systems. Information systems enable good corporations 

to be well positioned to maximise the talent within the corporation, through new 

hardware, software, networking tools and a virtual environment which is conductive to 

innovation (Bye and Rau, 2003). The value of reducing time and therefore increasing 

profit per employee must also be taken into account, this is one of the more reliable 

measures and can also be incorporated into improving productivity (Keen, 1991). Also the 

actual recruitment of staff can be improved by utilising Web Services. For example, a Web 

Service implementation can offer flexible options for integrating with existing ERP 

systems, legacy HR systems and any other HR solutions, such as background check 

services. This provides a flexible system which can respond to a change in an 

organisations functions or requirements and also enables partners or external 

organisations to provide additional services that may be required.  

 

From the Authors perspective, an interesting point to note under the heading of talent 

leveraging is that within a software development context. Web Services also benefits an 

organisation which develops these implementations by saving developers time in two 

ways. Firstly, as developers can access other developers code means that they do not have 

to write all the code themselves and secondly, because Web Services are designed in a 

standard way across the board, developers don't have to rewrite their code for different 

organisations. In this way, organisations which are developing, promoting and selling the 

use of Web Service technologies are also benefiting directly themselves through the use of 

Web Services.  

 

3.4. Sustainable Competitive Advantage through Web Services 

Sustainable competitive advantage derives from a core competency of an organisation. It is 

an outcome of competitiveness, i.e. cultivating the unique strengths and competences of an 

organisation and defending them against imitation by rival organisations (Agasti et al., 

2003). Obvious examples are the Coca-Cola brand and Microsoft's control and domination 
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of the personal computer operating system market. As Web Services enables organisations 

to be both strategically flexible and technologically flexible, these strengths and 

competences can become an organisations competitive advantage. There are two basic 

types of competitive advantage an organisation can possess. These are low cost or 

differentiation. These two types, combined with the scope of activities for which an 

organisation seeks to achieve them leads to three generic strategies for achieving the above 

average performance which is required to gain competitive advantage in an industry. They 

are cost leadership, differentiation, and focus. The focus strategy has two variants, cost 

focus and differentiation focus (Porter, 1985).  

 

Lower  Cost

Cost  Leadersh ip Di f feren t i at i on

Cost  Focus
Di f feren t i at i on

Focus

Di f feren t i at i on

Com pet i t i ve Advan t age

Broad Target

Nar row Target

Com pet i t i ve

Scope

 

Figure 6 - Three Generic Strategies (Porter, 1985) 

 

Porter devised a framework which shows the generic strategies that organisations can use to 

gain competitive advantage. There is a difficulty in trying to sustain an organisations 

competitive advantage as competitors will try to imitate or substitute another organisations 

competitive advantage. Competitive strategy is the choice of how an organisation or 

business unit is going to compete in its particular industry or market (Porter, 1985). Figure 

6 shows and explains Portersõ Generic Strategies. A method on how to evaluate these 

strategies is explained in sub section 3.4.4. 
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3.4.1. Cost Leadership 

In cost leadership, an organisation specifically sets out to become the low cost producer in 

its industry. The sources of cost advantage are varied and depend on the structure of the 

industry. They may include the pursuit of economies of scale, proprietary technology, 

preferential access to raw materials and other factors. A low cost producer must find and 

exploit all sources of cost advantage. Low cost producers typically sell a standard, no frills 

product and place emphasis on scale or quantity. If an organisation can achieve and 

sustain overall cost leadership, then it will be an above average performer in its industry, 

provided it can command prices at or near the industry average (Porter, 1985). The airline 

industry has recently utilised cost leadership with companies such as Ryanair and easyJet 

(Thompson and Strickland, 2001). Both of these companies have utilised Web Services as 

one of the factors in achieving this cost leadership through e-ticketing systems, sourcing 

supplies and seamless baggage management.  

 

3.4.2. Differentiation 

In a differentiation strategy an organisation seeks to be unique in its industry along some 

dimensions that are perceived to be widely valued by buyers. It selects one or more 

attributes that many buyers in an industry perceive as important, and uniquely positions 

itself to meet those needs. It is rewarded for its uniqueness with a premium price. There 

are diverse methods by which differentiation may be applied depending on the particular 

industry. Differentiation can be based on such factors as the product itself, the delivery 

system by which it is sold or the marketing approach (Porter, 1985). Companies can 

pursue differentiation from many unique angles for example, Dr. Pepperõs unique taste, 

superior engineering and design of Mercedes cars or the prestige and distinctiveness of 

Rolex (Thompson and Strickland, 2001).  
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3.4.3. Cost and Differentiation Focus 

The generic strategy of focus rests on the choice of a narrow competitive scope within an 

industry. The focuser selects a segment or group of segments in the industry and tailors its 

strategy to serving them to the exclusion of others. By doing this the corporation gains a 

competitive advantage in its chosen market segment while at the same time not possessing 

any advantage in the market overall. The focus strategy has two variations, cost and 

differentiation. In cost focus an organisation seeks a cost advantage in its target segment, 

while in differentiation focus a firm seeks differentiation in its target segment. Both 

variants of the focus strategy rest on differences between a focuser's target segment and 

other segments in the industry. The target segments must either have buyers with unusual 

needs or else the production and delivery system that best serves the target segment must 

differ from that of other industry segments. Cost focus exploits differences in cost 

behaviour in some segments, while differentiation focus exploits the special needs of 

buyers in certain segments (Porter, 1985). An example of focused strategy is Cannondale 

in top of the range mountain bike and Callaway in top of the range golf equipment. Both 

of these corporations invested heavily in research and development to make high quality 

equipment that can command a premium price (Thompson and Strickland, 2001). 

 

3.4.4. Evaluation of Strategy  

To gain competitive advantage over its rivals a firm must either provide comparable value 

to the customer but perform activities more efficiently that its competitors (lower cost) or 

perform activities in a unique way that creates greater buyer value and commands a 

premium price (differentiation) (Porter, 1980). The common function in all of these 

strategies is that of ôvalue creationõ. A method to evaluate value created is Porters Value 

Chain which is presented in Figure 7 (Porter, 1980). 
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Figure 7 - Porters Value Chain (Porter, 1980) 

 

The main or primary value adding activities of an organisation are activities surrounding 

production, marketing, inbound and outbound delivery and servicing of a product or 

service (Agasti et al., 2003). In Porters model they are viewed or linked as a chain. Support 

activities include purchased inputs to the corporation, such as technology, human 

resources and overall infrastructure functions to support the primary activities for 

example the actual operations or sales and marketing (Porter, 1980).  

 

Through coordination of linked activities a corporation should be able to reduce 

transaction costs, gather better information for control purposes, substitute less costly 

operations in one activity for more costly ones elsewhere and reduce the combined time 

required to perform these activities, thus creating value for the corporation. When the 

ATM was first developed and put into use by financial institutions, they offered a perfect 

example of a competitive advantage based on technology. This offered customerõs easier 

access to services, therefore increasing service requirement levels and the automation had 

a knock on effect of requiring reduced over the counter transactions which added value by 

reducing the required level of employees, while also maintaining and actually increasing 

service provided. This advantage however was not sustainable, competitors successfully 

deployed the same ATM technology and in doing so made an ATM an expected service 

for the customer or a hygiene factor.  
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Combining this information with what has already been shown about the advantages of 

Web Services in Section 2.2, it can be stated that while Web Services alone cannot offer a 

company a sustainable competitive advantage, it can provide this in tandem with 

ideologies and successful implementations. It can achieve this by reducing transaction 

costs, enabling better and more accurate information discovery, substitute more costly 

suppliers for less costly ones and overall reduce the combined time required to perform all 

of these activities. Short term advantage can be attained by Web Services alone due to it 

being a loosely coupled technology. Yet another way that Web Services can create 

competitive advantage is that of Amazon.com. Amazon has created a leading brand name 

in online selling but this success was easily replicated by others and as such it was not a 

sustainable competitive advantage. To maintain its status as one of the leading online 

sellers, Amazon developed a Web Service implementation which allowed other sellers to 

access its database of good from their own web site. This is beneficial in two ways, firstly 

it offers price comparisons between Amazon and different online sellers, and secondly a 

product that is bought through one website may have actually been sourced through 

Amazon.com unknown to the end user of the product (Wusteman, 2006).  

 

 

3.5. Systems that Enable Competitive Advantage 

Gaining competitive advantage requires that an organisationõs value chain be administered 

as a system and not as a collection of independent and separate parts. Therefore 

coordination is increasingly essential in order to gain competitive advantage. Sustainable 

competitive advantage can flow from the effective use of information and an effective 

information system provides this information. This means an organisation can sustain 

competitive advantage though this information even though rival organisations may have 

access to the same technology. Information systems that allow an organisation to create 

value and sustain competitive advantage are (i) Enterprise Resource Planning systems, (ii) 

Customer Relationship Management systems, (iii) Supply Chain Management systems, (iv) 

Business Intelligence systems and (v) Knowledge Management systems.  
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3.5.1. Enterprise Resource Planning 

Enterprise Resource Planning or ERP is a software application which integrates all of an 

organisations departments and functions into one central database (Koch, 2001). An 

organisation typically has many departments, for example sales department, human 

resources and finance department which in turn have their own information systems. ERP 

attempts to automate the tasks necessary to perform a business process (Shang and 

Seddon, 2000). A typical example such as order fulfilment would involve taking an order 

from a customer, distribution of the order and invoicing for it. ERP would allow for when 

a customer service representative takes an order, from system setup all the required 

information is on a central database. Details such as the credit rating and order history of 

the customer are available, also inventory levels are immediately available. All appropriate 

users in the organisation can view the same information and have access to the central 

database that holds the information. When one department finishes with the order, it is 

automatically routed via the ERP system to the next department. It is possible to track the 

order at any point by logging on to the system (Koch, 2001).  

 

As is typical with most technologies, ERP has gone through a ôwaveõ or a series of 

incarnations building on and differing from its original source. ERP utilising Web Services 

technology has been described as the ôThird Waveõ in ERP development (Fletcher and 

Waterhouse, 2002). There are two leading advantages of offering an ERP solution in 

conjunction with the capabilities of a Web Service implementation. Namely, ease of 

integration and reduction of costs. Integration is one of the major expenses incurred when 

implementing an ERP solution, figures from the Meta Group show that Global 2000 

organisations rely on an average 49 different enterprise applications and 33% of their 

budget is spent on trying to get these to interact (Fletcher and Waterhouse, 2002). Web 

Services offer a low cost solution to integration issues with seamless web based transport 

of data, making it possible to expose the required data to authenticated users at the correct 

time. The use of a Web Service implementation with ERP can also lead to a reduction of 

costs as organisations are now not fixed to one vendorõs legacy proprietary system. 

Therefore there is flexibility in the sourcing of an update to any existing ERP system by 

any vendor. There is also a benefit with regards to Web Services technology providing a 

ônew lease of lifeõ to an existing ERP solution. 
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The future of ERP and Web Services is promising. Vendors have introduced what are 

known as ôWeb Service broker hubsõ. These are portals which offer an interface for 

customers where they can perform a number of different tasks that may be required such 

as discovery, testing, subscribing, cancelling and manage Web Services available to them. 

Examples include Oracle offering them for its Oracle E-Business suite and SAP offering a 

broker hub for its ômySAPõ solution (Fletcher and Waterhouse, 2002). 

 

3.5.2. Customer Relationship Management 

The idea of Customer Relationship Management (CRM) is that it helps an organisation 

utilise technology and human resources to gain insight into the behaviour of customers 

and the value of those customers (Waligum, 2002). CRM has many technological 

components to it but overall it is a strategy used to learn more about customers' needs and 

behaviours in order to develop stronger relationships with them. This in turn then leads to 

an organisation gaining competitive advantage. CRM offers many potential benefits such 

as providing better customer service, making call centres more efficient, cross selling 

products more effectively, assisting sales staff close deals faster, simplifying marketing and 

sales processes, discovering new customers and increasing customer revenues (Waligum, 

2002). Apart from the technical aspect of CRM systems it is also essential that the 

corporation decides on the kind or type of customer information it is looking for and it 

must decide what it intends to do with that information. A CRM system is ineffective or 

will not add value if the information that it holds about customers is not relevant to the 

organisation (Feinberg and Kadam, 2002). 

 

With regards to CRM the ultimate goal is to gain a ôsingle viewõ of a customer through 

unifying marketing, sales and CRM databases. Web Services technology is becoming the 

de-facto standard for achieving this, the benefit to the organisation being the development 

of a more precise selling strategy and it delivers more detailed customer sales and 

purchasing histories. 
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3.5.3. Supply Chain Management 

Supply Chain Management (SCM) is an attempt to coordinate the processes involved in 

sourcing, manufacturing, and distributing goods or services through Information systems. 

More specifically it generally applies to large corporations with large suppliers and is 

concerned with improving the way the organisation finds the raw components it needs to 

make a product or service, how it manufactures that product or service and then delivers 

it to its customers (Papazoglou and Georgakopoulos, 2003 b).  

 

Technological development has previously not only improved SCM but totally 

transformed it. Just In Time (JIT) manufacturing, which when introduced by Japanese 

manufacturers in the early 1980õs was an innovation which completely restructured the 

manufacturing methodology. This would not have been possible without the development 

of computing platforms, new communication protocols and hardware (Worthen, 2002). 

Web Services implementation is not going to revolutionise any existing SCM system to 

this extent, however Web Services can aid and benefit existing SCM by changing the way 

the decision makers manage and synchronise the production and distribution of both sales 

and services (Burger, 2006). 

 

3.5.4. Business Intelligence 

Business Intelligence systems or BI systems provide directed background data and 

reporting tools to support and improve an organisationõs decision making process. The 

intent of BI is to gather and analyse data to determine what is needed to increase business 

process efficiency. Business Intelligence systems are normally used in conjunction with 

Knowledge Management systems.  

 

Web Services technology has the potential to increase the collaboration between 

customers, suppliers, organisational partners and employees to become active participants 

in a decision making process. Web Services offer more to BI than merely sharing 

information through a web browser. The volume of data captured by an organisations 

information system is vast and this data is then used by BI systems to assist decision 
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makers. However, sometimes decision makers are note notified of potential opportunities 

or threats. As Web Services can in theory operate in real time, information can be 

monitored and dynamically processed to deliver targeted alerts, reports and specific 

analysis of data. This ability is of benefit to the organisation with regards to goal setting 

and organisation planning (Everett, 2003).  

 

3.5.5. Knowledge Management 

Knowledge Management (KM) is the process through which a corporation generates 

value from its intellectual and knowledge-based assets (information). A knowledge 

management system is defined as òa comprehensive Information and Communications Technology 

platform for collaboration and knowledge sharing with advanced knowledge services built on top that are 

contextualized, integrated on the basis of a shared ontology and accessed in a personalized way by 

participants networked in communitiesó (Maier, 2004). In general terms this means generating 

value from such assets involves sharing them among employees, departments and even 

with other companies in an effort to devise best practices. It is important to note that 

while KM is often facilitated by information systems, information systems by themselves 

are not KM systems (Levinson, 2001). A KM program should help an organisation do one 

or more of the following (i) foster innovation by encouraging the free flow of ideas, (ii) 

improve customer service by streamlining response time, (iii) boost revenues by getting 

products and services to market faster, (iv) enhance employee retention rates by 

recognising the value of employees' knowledge and rewarding them for it and finally (v) 

streamline operations and reduce costs by eliminating redundant or unnecessary 

processes. A creative approach to KM can result in improved efficiency, higher 

productivity and increased revenues in practically any business function (Willcocks, 1994). 

 

The goal of a KM system is to get the right information to the right people at the right 

time. This will increase efficiency leading to a competitive advantage for the organisation. 

Web Services offers KM systems document centric integration, that is, representation of 

both structured and unstructured data. Structured data is designed for machines, for 

example a database while un-structured data is suited primarily for people, for example 

HTML documents. Previous instances of KM before the advent of Web Services were 
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intended primary for structured data. Web Services extend XML as it was originally only 

designed for un-structured data. This enabled Web Services to deal with structured and 

un-structured data. This requirement to deal both with structured and un-structured data 

is one of the essential requirements that any KM system must incorporate (Daconta et al., 

2003). 

 

It is necessary to point out that the descriptions and explanations of the information 

systems presented that enable competitive advantage are only brief. Each of these systems 

has many different capabilities, functions and technological requirements. There are 

numerous different vendors and user communities that have specialised within each of 

theses systems and each one can be developed and examined further.  

 

3.6. Problems Integrating Information Systems and Corporate Strategy 

For an organisation to enable corporate strategy to its greatest extent, that organisation 

must exploit the competencies that it has to its maximum potential. Information systems 

can be a critical catalyst for corporate strategy and it is beneficial that it is fully utilised 

(Rooney, 2003). Information systems have previously offered corporations a way to 

develop new offerings, proactively improve customer experiences, and build collaborative 

structures internally within the corporation. Currently Web Services implementations are 

offering these benefits to organisations and all these different initiatives are important 

benefits from IS but they do not align strategy and IS (Rooney, 2003). There are a number 

of different challenges facing corporations in focusing strategic attention to its IS 

competencies. Four of these challenges according to Rooney (2003), are set out now. 
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3.6.1. Business Sponsorship 

Without showing explicitly the manner in which Web Services will reduce cost, increase 

efficiency or promote collaboration the business unit budget owners, being non technical 

personnel may allocate only minimal resources and spending power for any information 

systems project or development. It is difficult to offer this in quantitative terms relevant to 

a business unit manager as it is hard to measure the bottom line impact of any information 

system including a Web Service implementation on an organisation. (Rooney, 2003). For a 

Web Service implementation to be successful and live up to the ôhypeõ there must be 

complete business support for the implementation project.  

 

3.6.2. Resource Allocation and Prioritisation 

There must be a system in place to prioritise available resources, albeit monetary or a 

human resource. Without a system, small, less valued and more focused projects will be 

completed, while more long term, strategic and a cross organisational beneficial project 

like a Web Service implementation can be neglected and may never be fully completed or 

implemented (Rooney, 2003).  

 

3.6.3. Culture Adoption 

To maximise its technology investments it is essential for the users of the information 

system to adopt and appreciate the value it adds to the corporation. If the users fail to do 

this, the full potential of the information system will never be fully realised (Rooney, 

2003).  

 

3.6.4. Technology Readiness 

It is inadvisable for a corporation to leap in and aggressively pursue a policy of investment 

in information systems without having a sufficient base to initially start from. A strong 

technological foundation is an advisable pre-cursor before a corporation can begin to 

initiate strategy through the use of information systems (Rooney, 2003). 
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3.7. Summary 

The relationship between an organisationõs information system and its business strategy is a 

core element of any organisation. Achieving an understanding of this relationship is 

essential for an organisation to exploit its information system to the maximum in order to 

achieve its full potential. Strategic flexibility and strategic alignment have become 

increasingly important to organisations in creating core competencies in the current 

dynamic global market place. A de-coupling has occurred from traditional assumptions 

regarding business process and it is due to this that such flexibility is required. 

 

Web Services as an information system offers an organisation the ability to achieve this 

dynamic flexibility in-order to attain competitive advantage over competitors. Information 

systems alone do not offer direct benefits, benefits flow corm the correct usage of an 

information system to support an organisations strategy. Goals of Web Services involve 

reducing costs, increasing productivity and enhancing overall organisational effectiveness.  

 

There are four generic areas where Web Services can and should add value to an 

organisation. These are Expense Containment, Process Improvement, Customer Advantage 

and Talent Leverage. Management tools are a useful mechanism to present relevant metrics 

and benefits to business unit manager who are responsible for budgets used for investment 

in information systems. To show how sustainable competitive advantage can be achieved 

Porters Generic Strategies can be employed and to highlight value adding factors Porters 

Value Chain can be utilised.  

 

There are a number of different information systems that can be used to enable competitive 

advantage, namely Enterprise Resource Planning, Customer Relationship Management, 

Supply Chain Management, Business Intelligence and Knowledge Management. These 

information systems when implemented correctly can offer benefits to an organisation. As 

with all information systems there are issues regarding the integration of these information 

systems or Web Services within the organisation. Issues including business support, 

resourcing, culture adoption and technological capabilities must be addressed and 

overcome in order to achieve full potential benefits from any information system. 
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In the next Chapter, the Author examines negative factors associated with Web Services 

and the corresponding technologies. Security aspects will be addressed and divided into 

different contexts. The proliferation of Web Services standards and protocols is also 

explored in Chapter 4. Finally, issues regarding the governance of Web Services will be 

highlighted. These issues relate to the composition, execution and verification of Web 

Services.  
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4. Negative Aspects of  Web Services 

In Chapter 3, the Author presented organisational factors relating to information systems to 

the reader. The link between information systems and business strategy was examined and a 

model presented, to assist the understanding of this link. The effect that an information 

system can have on an organisation was shown through sections on (i) How Information 

Systems Add Value, (ii) Systems that Enable Competitive Advantage and (iii) Problems 

Integrating Information Systems and Corporate Strategy. The Author, in this Chapter 

examines negative factors associated with Web Services and the corresponding technologies. 

Security aspects are addressed and divided into different contexts. The proliferation of Web 

Services standards and protocols is also explored. Finally in Chapter 4, issues regarding the 

governance of Web Services are highlighted. These issues relate to the composition, 

execution and verification of Web Services.  

 

Since their inception, Web Services had initially received massive hype within the industry 

and this has continued to the present day. This enthusiasm was generated by a number of 

factors including vendorsõ aggressive promotion, the open standards based idealism and the 

need to provide a flexible solution to the problem of platform independent application 

integration. Organisations (after being ôsoldõ on the advantages of simple Web Services) 

raised their expectations regarding Web Services impact on increased productivity, better 
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return on an organisations investment and the improved ease of access to systems that can 

be offered by a Web Service implementation. Such expectations and opportunistic use of 

Web Services technologies will remain opportunistic unless the development of Web 

Services is accompanied by a balanced view of what can and cannot be achieved by 

implementation of a Web Service based architecture (Plummer, 2005). However, this 

forward thinking ôpromotionõ of Web Services has also been accompanied by a ôsecond tierõ 

of thinking regarding Web Services. This thinking advocates a more cautious approach to 

Web Services and the implementation of Web Services technologies. The continued 

development of Web Services has been, on various occasions stunted by a few obstinate 

issues, such as security (Wang et al., 2004). 

 

The early adopters of Web Services technologies encountered some areas of concern, for 

example from a purely business perspective the early implementations of Web Services were 

typically created on an ad-hoc basis and were seen more as opportunistic (Hagel III, 2003). 

Putting this in real terms, the first steps into Web Services for an organisation may have been 

deployed with short term gains in mind but lacking planning and the utilisation of Web 

Services in order to gain long term and sustainable benefits and advantage. This near 

sightedness failed to target areas with the highest potential return on an organisations 

investment in Web Services technology. One of the domain experts in the Web Services 

area, John Hagel states that òOpportunistic, one-off deployments of the technology may solve near-term 

business problems but, unless they are designed to be consistent with a broader architectural vision, they will 

contribute nothing towards longer-term value creation.ó (Hagel III, 2003). It is easy to see the promise 

that Web Services offers an organisation due in part to the benefits of Web Services detailed 

in Section 2.2, but also due to the hype and attention that Web Services has received since 

the late 1990õs. Even after examining all the technological concerns, such as interoperability 

issues, constantly evolving standards, and securing Web Services, the business case must 

then be addressed.  
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In their book ôWeb Services: Concepts, Architectures and Applicationsõ,  (Alonso et al., 

2004) undertook a study to gauge software managerõs opinion on identifying the major 

obstacles to deploying Web Services implementations. The results showed that nearly half of 

the managers identified security (47%) as a major inhibitor to implementing Web Services. 

This figure was more than twice the percentage of other issues that were stated. Bandwidth 

and access issues were rated 21% and interoperability issues rated at 13%. The issues of 

vendor rivalries and ever evolving standards and specifications were not even mentioned. It 

is within this context that negative aspects of Web Services will be examined, focusing 

attention on the issue of security that has perceptively, the most cause for concern. Other 

issues will also be examined along with the concern regarding standards and rival vendors 

jostling for positioning.  

 

4.1. Security and Web Services 

In the modern computer environment the trustworthiness of any computer system is 

essential. For a system to not only be perceived as but also be reliable and fit for its purpose 

it is necessary to create trust. Security and dependability are used to create this trust. Public 

awareness of the need for security has dramatically increased since the World Wide Web 

became more commonly accessible and due to the number of different virus, mal-ware, 

spy-ware and ôhacksõ that have occurred in recent times. This is proven by the fact that the 

CERT coordination centre at Carnegie Mellon University, which tracks security related 

events, had 21,756 incidents reported to them in 2000. This figure increased to 137,529 

incidents reported in 2003 (CERT, 2006). The use of HTTP in Web Services is, in one 

instance an advantage of the technology of a ready made and easily accessible transport 

medium, however it can also be viewed as a weakness or a draw back due to this ease of 

accessibility. Awareness of the need for security within the business world has existed for 

some time. Since the technological development of the WWW, large, medium and small 

businesses cannot function without networks or systems of computers. Within this context 

a ôsystemõ will involve one or more computer(s) and one or more network(s). In the past 

security was much simpler. The only people you wanted accessing your system were your 

own employees so your security system consisted of secure firewalls that kept others 

external to the company out and possibly used digital encryption technology to secure files 

passing in and out of the system. Proxy servers may also have been used to give a limited 
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number of people access external to the network. This is no longer the case, networks are 

designed and built to facilitate the sharing and distribution of data and information. 

Controlling access to these resources can become a problem because it is necessary to 

balance the requirement for access to free information with the value of the content of that 

information.  

 

4.1.1. Defining Security and Integrity 

Due to the factors stated in Section 4.1, adequate security has become much more 

difficult to realise. Some information may be more sensitive or valuable in nature than 

other information. This leads to an increase in the need for security. In modern terms IT 

security has progressed beyond just user names and passwords. It now may involve digital 

identities, biometric authentication methods and organisational wide security strategies.  

 

Computer security is defined as òthe protection afforded to an automated information system in order 

to attain the applicable objectives of preserving the integrity, availability and confidentially of information 

system resourcesó (NIST, 1996). This means that the term ôComputer Securityõ, rather than a 

technology is a concept that data entered into a computer today, that the exact same data 

will be retrievable at a later time and only by those who are authorised to do so. It is 

necessary to point out that in the above definition the term integrity is used. Within the 

computer security field, integrity often has two aspects: data integrity and system integrity.  

 

Data integrity is òa requirement that information and programs are changed only in a specified and 

authorized manneró (NRC, 1991). System integrity is a requirement that a system òperforms its 

intended function in an unimpaired manner, free from deliberate or inadvertent unauthorized manipulation 

of the systemó (NRC, 1991). 

 

For businesses to fully exploit the ability of Web Services for their own use there must be 

effective security. As with most newly developed and emerging technologies, 

organisations are inclined to resist migration to these technologies until they are proven to 

be ôfit for purposeõ, reliable and secure. Without effective security Web Services are no 
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where near as beneficial as they can be. When security is mentioned, this means that the 

technology sufficiently offers protection against unauthorised reading, modification or 

destruction of information. As Web Services use HTTP and expose Web Service methods 

over the World Wide Web, this means that the protection afforded needs to be of the 

highest quality. There are several questions that need to be considered. What exactly needs 

to be accomplished, such as the restriction of access, authorising users and protecting the 

Web Service methods from all other unauthorized users. How are these desired effects 

going to be achieved, over the transport layers (physical, data link or network) or at the 

application level.  

 

4.1.2. Web Services Security Contexts 

Security exists in so many different forms, from most basic to highly advanced. Security 

may be advanced data encryption techniques used on data. Security may be an operating 

system programmed to prevent users from accessing data they are not authorised to 

access. Security may be procedures followed by computer users, an example being 

disposing of any printout material in shredders. Security may be the basic idea of locks on 

doors and alarm systems in place to physically protect computer equipment.  

 

To examine Web Services security properly it is beneficial to categorise Web Services 

security into different contexts or environments, namely the transport medium (World 

Wide Web) and the self contained, modular Web Service applications that are exposed. 

Within both of these contexts there are two states of data, ôdata transmissionõ security and 

ôdata storageõ security (Alonso et al., 2004).  

 

The Author proposes that two categories of Web Service implementations exist. These are 

shown in Table 2, namely a simple Web Service from a provider to a consumer and a 

complex Web Service from a provider to a consumer via one (or many) intermediaries. 

These are both explained further in Section 4.1.3 and 4.1.4 
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 Simple Web Services Complex Web Services 

Data Transmission Essential Essential 

Data Storage  Can be required Essential 

Time Not required Essential 

 

Table 2 - Web Services Security Contexts (Author) 

 

These contexts for both simple and complex Web Services are concerned with five 

essential factors on how information can become compromised. These are show in Figure 

8, namely integrity, confidentiality, availability, authentication and authorisation. These 

factors are the common drivers of not only Web Services security but of all information 

systems security (Pescatore, 2001). 

 

Can you do what you need to do
when you want to do it?

Availability:

Authentication:
Who are you?

Authorization:
What are you allowed 

(wanted) to do?

Privacy:
Can we protect

your data?

Integrity
Can we prove you did it?

 

Figure 8 - Drivers of Security Framework (Pescatore, 2001) 

 

4.1.3. Data Transmission Security 

Data Transmission Security, as shown in Table 2, refers to data being transmitted over 

HTTP or can be called simply internet security. It is concerned with ôdata in transitõ, that 

is data sent over the medium of the internet from a sender to a receiver. This data in 

transit can be compromised by a range of different threats, also subjected to various 

forms of attack and susceptible to different vulnerabilities. Threats can be seen as 

potential violations of security. These threats exist because of weaknesses or 
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vulnerabilities in a system. There are two main types of threats, (i) from humans both 

malicious and non-malicious and, (ii) from natural disasters. An attack is an intentional 

threat and is an action performed by an entity with the intention of violating security. 

There are many common attack methods. Some are more advanced methods and require 

more knowledge than others. For some of these methods of attack it is often necessary to 

conduct one type initially, before conducting another.  These attacks can be targeted 

against all network addressable clients and servers (Benson, 2000 b) (Moran, 2001). A 

vulnerability may be described as a weak point or a loophole in the security of a system 

that an attacker exploits in order to gain unauthorised access to a system. It is important 

to note that vulnerability is not the actual attack. As all systems differ in structure and 

design there is no set list of vulnerabilities common to all systems. There are some 

however that are generic to most systems (Benson, 2000 b) (Leestma, 2002).  

 

In relation to Web Services, data transmission security has got two facets to it depending 

on the complexity of the Web Service implementation, namely these are simple Web 

Service instances and more complex Web Service instances. There are essential differences 

to the security requirements of both of these two implementations. Firstly, a simple Web 

Service from a Service Provider A to a Service Consumer B can utilise simple data 

encryption to pass data, this is shown in Figure 9 (Alonso et al., 2004). 

 

 

Encrypt

Servi ce 

Provi der  A
WXYZ WXYZ

Decrypt

òc3p0ó

Secur i t y  Cont ext

Servi ce 

Consum er  B

 

Figure 9 - Simple Data Encryption (Adapted, Alonso et al., 2004) 
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However, in a more complex, synchronous Web Service environment there is an 

increased overhead of security required due to the existence of one (or many) 

intermediary(s), which a Web Service may communicate through, as is shown in Figure 10 

(Alonso et al., 2004). 

Encrypt

Servi ce 

Provi der  AWXYZ WXYZ

Decrypt

Secur i t y  Cont ext

òc3p0ó

Decrypt Encrypt

In t erm ediat e C
Servi ce 

Consum er  B

òr2d2ó

 

Figure 10 - More Complex Data Encryption (Adapted, Alonso et al., 2004) 

 
 

In the simple Service Provider A to Service Consumer B example shown in Figure 10, 

Secure Sockets Layer (SSL), which was originally published by Netscape, allows a Web 

Service to have verified encrypted communications across a network and this level of 

security would suffice in this instance. SSL has many uses, mainly in internet based 

security as SSL protects information sent between a web browser and a web server. SSL 

also ensures that the data came from the source it is supposed to have originated from 

and that the information was not tampered with while it was in transit, i.e. it authenticates 

and confirms the integrity of the information (Benson, 2000 a). Any web site address that 

starts with "https" means that the browser is actually running the http protocol over SSL. 

The SSL protocol protects HTTP transmissions over the internet by adding a layer of 

encryption which ensures that any transaction is not susceptible to interception by a third 

party. For those wishing to conduct secure transactions over the internet, SSL provides a 

sophisticated level of security and privacy. This is particularly useful for companies 

wishing to conduct business over the internet and can be used to secure simple Web 

Services. Also a user doesnõt have to do anything to start an SSL connection as the client 

portion of SSL is built into web browsers. SSL ensures point-to-point encrypted 

transmission and it is a transport layer security mechanism (Schepers, 1998).  
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For the example in Figure 10, from Service Provider A to Service Consumer B via 

Intermediate C there are a number of different requirements that renders SSL inadequate 

for use in securing Web Services. The first and main requirement that shows the 

inadequacies of SSL is the requirement of multiple transmissions. More complex Web 

Services can have many intermediary ôstopsõ along the way to sourcing its final service 

provider. Along the way some of the transmitted data may need to be viewed and 

processed by an intermediary prior to being re-transmitted while the rest of the data 

should remain encrypted. As SSL is a point-to-point encryption all of the data will be 

decrypted, therefore exposing data that should be encoded. Another inadequacy, shown in 

Figure 10, is when data needs to be sent from Service Provider A to Service Consumer B 

but is required to go via Intermediate C, this doubles the amount of encryption and 

decryption required and this can continue on depending on how many intermediaries that 

are required to complete the Web Service that was invoked (Alonso et al., 2004). 

  

4.1.4. Data Storage Security 

SSL is adequate for data transmission but the security provided is only valid while the 

actual data itself is in transit. SSL provides no mechanism for securing data residing with a 

consumer or a provider before it was sent or after it was received (Alonso et al., 2004). 

Data storage security is not strictly relevant to simple Web Services, a consumer sends a 

request and a provider processes this and then returns a response. There is no 

requirement to store data by the provider for retrieval at a later date. For data sent in a 

complex Web Services structure, as in Figure 10, the security context is more expansive. 

Data may need to be stored on the Intermediate C at some stage of the transaction or 

stored by the eventual destination of the data, in this case the Service Provider B. This can 

become more complicated depending on how complex the Web Service implementation 

is or the amount of intermediaries that exist. As SSL decrypts data once it is no longer in 

transmission, if this data that is sent is required to be confidential then it is necessary to 

encrypt the data again, even if the data is only temporarily residing there. The more 

complex the Web Services implementation the more demanding the security requirement 

becomes and therefore more overhead is required. SSL can guarantee the integrity of data 
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sent directly between two endpoints, Service Consumer A to Service Provider B, but once 

the data has been decrypted by Intermediate C SSL cannot guarantee the integrity of the 

data. This is a shortcoming of trying to ensure data integrity at the transport layer (Alonso 

et al., 2004). 

 

A factor that expands the security context further is time. It must be established how 

ôlongõ security must be applied to data. With more complex Web Services security must be 

applied for the entire duration that data is stored which can be any length of time 

potentially. This is also equally relevant to data that is temporarily stored on any 

intermediary. For simple Web Services this is not an issue, as in Figure 9, Service 

Consumer A sends a request to Service Provider B, Service Provider B processes this and 

returns a response to Service Consumer A. This is then the end of this particular 

transaction between the two endpoints. The issue for complex Web Services is the 

requirement that the security afforded to a complex Web Service implementation must be 

persistent and also maintained over the period of time that it takes to complete the 

interaction. SSL offers no solution to this problem and it was never designed to be a Web 

Services security protocol and the above examples shows how these requirements for 

Web Services security shows a deviation between web security and Web Services security 

(Alonso et al., 2004). 

 

4.1.5. Web Services Security (WS - Security) 

WS-Security, rather than being a technology, is more of a roadmap or a strategy for 

implementing a secure Web Service environment. WS-Security builds upon the 

foundations of SOAP to provide quality of protection through message integrity and 

message conditionality. It utilises existing technologies and specifications to achieve this. 

Kerberos and X.509 (with X.509 already using PKI for its key management) are an 

example of two methods of authenticating that are in existence and already in use within 

the WS-Security model, in order to achieve the required level of security. XML Encryption 

and XML Signature describe ways of encrypting and signing the contents of XML 

messages. What WS-Security adds to existing specifications is a framework to embed these 

mechanisms into a SOAP message. This is done in a transport-neutral fashion (MSDN, 
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2003). Security Assertion Mark-up Language (SAML) is an example of a standard for 

interoperability among Web Services security products. It works with both XML and 

SOAP to deliver a secure online environment from end to end for Web Services. òSAML 

defines XML/Simple Object Access Protocol-based protocol interactions that support real-time 

authentication and authorization across federated Web Services environments. The standard defines request 

and response messages that security domains use to exchange authentication, attribute and authorization 

information in the form of trust-assertion messages about named users and resources. Users log on to their 

home domains through authentication techniques such as ID/password or Kerberos, and this 

authentication is communicated to a federated destination site through a SAML authentication assertion.ó 

(Kobielus, 2003). 

 

4.2. Proliferation of Web Services Standards 

Web Services have, over the past decade developed at a rapid pace and have now become 

an important component of many organisations long term growth strategies. This is due to 

a number of factors, mainly the aggressive promotion and hype the technology has 

received. They are viewed as an evolutionary step in an organisations continued 

development. While all this promotion has been in the public domain, behind the scenes 

standards and protocol development has been proceeding at a much slower pace. This 

leads to the conclusion that Web Services, while in existence for a decade, are still an 

immature technology (Stevens, 2004). Standardisation of Web Services is not simply 

beneficial but it is a necessity. The process of standardisation has not been unproblematic 

and it can be argued that developing the actual standard can be easier than getting across 

the board support for it and therefore getting it standardised. The main factor in achieving 

this standardisation is when all relevant stakeholders agree to support the same 

specification. This occurred for the core group of standards and specifications on relation 

to Web Services which are SOAP, WSDL and UDDI. Historically it was easier to get broad 

consensus on these technologies but trying to achieve agreement on higher level 

specifications regarding issues such as security, transactions and reliability are proving to be 

much more difficult (Newcomer, 2003).  
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Web Services standards have been developed and driven by the major vendors namely 

Microsoft, Sun Microsystems, Oracle, Hewlett Packard and IBM. Other stakeholders exist 

that have had an input to the standards process, these are not for profit Web Services 

standards bodies such as the World Wide Web Consortium (W3C) and Organisation for 

the Advancement of Structured Information Standards (OASIS). Also web based 

ôcommunitiesõ exist with grassroots support in certain areas, for example Userland, which 

was responsible for developing the initial XML-RPC specification which led to XML. It is 

essential that these vendors, in conjunction with the other stakeholders work together to 

develop further those standards already developed into a stable and open form but also to 

continue to work to develop further standards and protocols that encompass the Web 

Services ôopenõ standards and specifications (Box, 2002).  

 

For an organisation to implement Web Services technology they must have confidence in 

the vendors that they are not just going to implement across the platform open standards 

but that they are also going to embrace these standards regardless of their origins (Nukala 

and Rangaswami, 2003). 

 

There is an issue with the proliferation of too many XML specifications by standards 

bodies, on too many platforms offered by vendors. Also, with all of these vendors working 

in either conflicting directions or even duplicating work being carried out has led to 

confusion from a technical and a business viewpoint. This has led to each vendor 

developing its own unique or proprietary XML format and what has followed has left XML 

standards and specifications in disarray (Leavitt, 2004). This also leads to deviating 

implementations of specifications which are appearing without any backing or support 

excluding the vendor that developed it. In the absence of a distinct and multi-platform 

specification development and support, Web Services standards will remain in disarray and 

will not be able to realise the full potential that interoperability can offer an organisation. 

This is stated by Richard Stevens, an analyst with Capient who specialise in Web Services, 

òAn ideal environment of standardized Web Services would enable companies all over the world to quickly 

build and share business process capabilities, even in ways that none of us has imagined yet. When you 
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greatly expand the number of companies that can come into contact with a business process in a 

standardized fashion at a fraction of the implementation cost, you will have created unprecedented partnering 

opportunities. More corporate resources will be available to channel toward building and maintaining 

personal, customer-focused business relationships. Less capital will be needed for continuous IT 

reinvestmentó (Stevens, 2004). 

 

Standardisation across Web Services is especially essential in relation to integration projects 

between different organisations or in relation to integration with a legacy system. The very 

reason that an integration project may now be required is due to the fact that the original 

application developed used proprietary technology and not technology based on open 

standards that are interoperable. It is a major concern among IT developers and managers 

that òWeb Services will be difficult to use for integration projects because of the immature and sometimes 

overlapping standardsó (Sliwa, 2002). 

 

The major vendorõs approaches have also played an intrinsic role in the standards 

entanglement that has ensued. All the foremost vendors commercial Web Services based 

products, (Microsoftõs .Net, IBM WebSphere, Sun ONE, HPõs e-Speak and The Oracle 

Application Server) appearing to be completely vendor neutral seems to suggest a change in 

approach by these big vendors to the marketplace. It is more likely that each vendor has 

realised that it is within their best interests to make their implementations vendor neutral 

(Newcomer, 2003). When a Web Service implementation becomes widely accepted it then 

becomes the dominant technology, vendors can then sell add on tools and servers to 

complement their implementation due to the fact that they are the authority on that 

particular Web Service technology. Also this will force rival vendors to enable their 

accompanying technologies to interact with this dominant implementation, which then 

becomes the de-facto standard. Historically while implementations have been largely based 

on open standards there have also been patents withheld on key technologies underlying 

some implementations. This forces competitors to pay a licensing fee if they wish to 

develop their own implementation based on what is a ôsupposedlyõ open standard 

implementation of a Web Service. Example technologies where patents may be withheld 

are login methods and transport mechanisms (Leavitt, 2004). 
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Another direction that major vendors can take is by allowing the release of some of the 

source code of their implementation. Smaller vendors or individual developers can then 

create additional software that runs in conjunction with the vendorõs implementation which 

can add functionality and therefore value to the initial implementation. This additional 

software which modifies the original source code must be available on an open based 

licence and if the software is commercialised a licence fee must be paid for the use of the 

source code. As all the major vendors are in competition it is reasonable to conclude that 

each will endeavour to highlight their Web Service implementations benefits and 

advantages over others in an effort to increase sales and therefore profits (Stevens, 2004). 

Vendors have often innovated in the past the accepted open standards to offer extra 

functionality beyond what others are offering in an attempt to gain a competitive 

advantage. This capitalistic act is not within the idea of open source and cross platform 

interoperability but it exists all the same. In the same way, vendors will obviously make 

their Web Service operate seamlessly with its other technologies in an effort to promote but 

a Web Service implementation and also its own platform. The best example of this is 

Microsoftõs .Net platform which is by Bill Gates own admission ònot a platform independent 

strategyéJust like the Windows platform. Windows was built on standards but it was a Microsoft 

platform too. .Net is a Microsoft platform. The tools that we create, the user interface, the office productivity 

applications ð those will be build [sic] around .Netó (Gates, 2001).  

 

The independent, not-for-profit organisations which have tried to establish across the 

board development and acceptance of Web Services specifications and protocols have had 

issues that affect the past and future directions of Web Services, the specifications and 

standards (Ogbuji, 2003). At various stages of development different standards and 

specifications were put forward to standards bodies for approval, for example in 1999 there 

were 15 proposed specifications put forward to the W3C for consideration as a standard 

XML communications protocol. In the end Microsoftõs SOAP offering was successful but 

not until after 10 companies submitted SOAP v1.1 to the W3C in May 2000. At this time 

there was active co-operation between the major vendors, with Microsoft and IBM working 

together through an intermediary, namely Ariba and with Sun and Oracle joining an XML 

Working Group which led to support for UDDI and WSDL. Previously this was not 

always the case and since this initial harmony, vendors have now reverted to preceding 
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states of discord. Often vendor competition, rivalries and politics got in the way of 

standards being approved or rejected for the wrong reasons. Microsoft, Sun and IBM have 

all fallen in and out of favour with the work of the W3C and OASIS depending on which 

standard or stance suited them at that moment in time. The demise of ebXML led to a 

falling out between Sun and Microsoft/IBM and then with the development of the 

BPEL4WS (Business Process Execution Language for Web Services) specification further 

tied Microsoft and IBM together as both had at the time differing specifications. Microsoft 

had XLANG and IBM had WSFL (Newcomer, 2003).  

 

Microsoft in particular was leveraging its dominance in the sector by initialising the WS-

Security Technical Committee at OASIS instead of within the scope of the W3C. This was 

due to W3Cõs insistence that all specifications should not be burdened by intellectual 

property rights resulting in the existence of patents and therefore royalty rights. This was 

the first specification to be submitted to OASIS and not the W3C. This action of forcing 

standards bodies into competition led to an undermining and compromising of the work 

carried out by both the W3C and OASIS (Newcomer, 2003).  

 

Standardisation is a contentious issue with many factors affecting it. Two aspects are in play 

here, firstly the developers who are concerned with the integration that Web Services offers 

and secondly with the end users, where the actual service provided is important. Within an 

industry that views proprietary technology as a competitive advantage the ultimate barrier 

to cross platform and open specifications will be the ability of vendors to work collectively 

to establish this homogeny that is essential to the continued success of Web Services. This 

can be negated by the fact that the end focus with Web Services is with the actual services 

offered themselves and not the underlying platform and competitive advantage should then 

come from ease of use and functionality (Leavitt, 2004).  
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4.3. Composing, Executing and Verifying Web Services 

An organisationõs business dealings or processes normally involve multiple interactions 

both internally and between various partners and these can require long execution 

processes. The required level of support for these business processes results in some issues 

which exist regarding the functionality of a Web Service. This is because a Web Service 

needs to be ôdescribedõ with additional information that enables the Web Service to be 

utilised accordingly and correctly. Current Web Service implementations offer a basic 

syntactical solution and is lacking in the semantic aspect. This additional information relates 

to what it does (the service offered), how it behaves (how outputs are generated) and 

information on how to discover it (promotion).  

 

What is also required is a method of verification of Web Services or a form of governance 

for Web Services that are exposed and available for invocation. These are two separate 

requirements that results in increased overheads in relation to the running of a Web Service 

implementation which can be a major drawback. The Author contends that without these 

the full potential of Web Services, beyond enterprise application integration will not be 

realised.  

 

4.3.1. Web Service Composition 

Two types of Web Service invocations are in existence. These are separate and distinct 

from the Web Services contexts presented in Section 4.1, which were for use within a 

Security aspect. These are only decipherable in an implementation environment and are 

irrelevant to the consumer of the Web Service. A basic Web Service is a Web Service that 

is implemented locally by the local system. A composite Web Service is a Web Service 

implemented by invoking another Web Service on a different system and possibly 

provided by different organisations. Within this idea, Web Services themselves can create 

new functionality in the form of web processes i.e. the ability to take existing services and 

combine them to create a new service (Sheth and Miller, 2003). The exponential growth of 

the availability of Web Service implementations and due to an organisationõs business 

environment requiring newer applications has led to an increased overhead arising in the 

form of Web Service composition technologies (Alonso et al., 2004).  
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There are two schools of thought in relation to approaching the issue of Web Service 

composition, (i) a semantic annotation of what a Web Service does and (ii) a functional 

annotation of how a Web Service behaves (Wang et al., 2004).  

 

On one side of these approaches, the semantic based approach, also referred to as the 

ôplanning approachõ, involves applying semantic notations to be associated with each Web 

Service. It is primarily based within the perspective of a ôsemantic webõ, which is not a 

ônew webõ, it is simply an extension to the ôexisting webõ but which gives meaning to 

information and enables computers and people to work seamlessly (Wang et al., 2004). In 

this context semantic Web Services are a part of the overall semantic web. This method 

focuses on explicitly declaring their prerequisites and outcomes which are declared 

precisely. These then correspond to declared domain concepts in the Resource 

Description Format (RDF) using terms from a predefined and agreed ontology. For 

information purposes, the technologies that are used are RDF/DAML-S (DARPA Agent 

Markup Language) and Golog/Planning (a logical programming language based on the 

situation calculus) (Milanovic and Malek, 2004). As a result of this approach, 

understanding the meaning of any messages is simplified and can be logically inferred as 

the ôsemantic webõ will provide both pre and post conditions in addition to basic 

functional information. The ontologies upon which it relies on are shared between 

services (Sirvastava and Koehler, 2004). 

 

The second school of thought involves flow composition and execution and is referred to 

as the functional or ôindustry approachõ. All stakeholders involved in Web Services have 

contributed to developing many XML based standards which enable and normalise the 

operation of Web Services. This is the syntactical approach where Web Services interfaces 

similar to Remote Procedural Calls and treated like RPC's and where interaction protocols 

are manually written. The technologies involved in this approach are WSDL and 

BPEL4WS. These Web Services ôcompositionõ or ôflowõ languages provides an XML 

based grammar which defines the structure and behaviour of a pair or a group of Web 

Services that when joined together implement a business solution (Ferguson et al., 2003). 

BPEL4WS is in effect operating above of WSDL at the application layer. In theory this 

approach is a standardised and systematic way of representing business processes and 



Page | 87  
 

interactions and transferring this representation into a format that can be utilised by Web 

Services. What occurs in this approach is, a Web Service is described in WSDL format 

which provides a function centric outline of what input the Web Service expects, what 

output it returns and any exception handlers that exist (Sirvastava and Koehler, 2004). 

 

What is necessary is to develop this Web Service composition capability in order to enable 

an organisation to exploit the full benefits of Web Services. In simple Web Services this is 

not essential but as the number of Web Services available continues to grow and the 

business interaction becomes more complex, this will increasingly be an issue for 

organisations planning on utilising a Web Services based implementation. The director of 

the W3C, Tim Berners-Lee in his opening keynote of the Twelfth international World 

Wide Web conference stated that òWeb Services meet immediate technology needs, while the 

Semantic web has the potential for future exponential growth. There are many ways in which the two areas 

could interact in the future and the W3C does not intend to limit their work in one area or the other.ó 

(Staab et al., 2003). In the immediate future enterprise-wide Web Services can be created 

by implementing a Web Service version or idea of workflow management technology. In 

the long term by adding semantics to the existing Web Services standards to enable 

dynamic discovery, composition and execution of Web Services it seems that this 

semantic web may eventually offer the necessary infrastructure to fulfil the requirements 

of an internet-wide Web Service interaction which can support a truly global Web Service 

implementation (Benjamins, 2003). 

 

4.3.2. Executing and Verifying Web Services 

Another aspect which is missing from the Web Services architecture that is required to 

gain full use and benefits from Web Service implementations is a method of verification 

for Web Services. This is a step further from describing the core standards with Web 

Services and tackling issues at the application layer. As Web Services can be exposed over 

the internet, there needs to be a method or process for verifying Web Service 

implementations that are offered. As WSDL simply represents what a Web Service can 

do, there is no process to verify that the WSDL file is correct and that the offered Web 

Service actually ôdoes what it says can doõ. For WSDL and UDDI to offer assured 
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services, some form of quality assurance will have to be implemented. This is essential for 

basic Web Services and is even more critical for complex Web Services where data is 

travelling from point-to-point-to-point. Each intermediary Web Service needs to be 

verified and data returned needs to be in the correct syntax and format. For Web Services 

to adapt within the environment they are operating, they need to be able to discover 

appropriate services automatically to òpaint futuristic visions of enterprises using Web Services 

standards to dynamically compose new applications to address the specific needs of the business at any point 

in time, generally these visions suggest that many micro-services will be knit together to create broader 

application services tailored to specific enterprises or even specific transactionsó (Hagel III and Seely 

Brown, 2003).   

 

Essentially what is needed is a distributed Web Services auditing function to address issues 

such as robustness, reliability and performance and as part of a Web Service based 

architecture a service grid addresses this. This governance is currently lacking and has 

been described by two of the most prominent experts in the Web Services domain, John 

Seely Brown and John Hagel as the òMissing link in Web Servicesó, causing a headache for 

organisations hoping to take full advantage of the offering of Web Services (Hagel III, 

2002 b).  

 

These service grids can be viewed as an authority that offers administrative services to 

Web Services as well as verification methods, more robust data transfer connections and 

critical security utilities that are required. For example, within the security context, issues 

arising such as aligning security policies between all interactions in a complex Web Service 

are in existence. Another example of an overhead that a service grid can manage is the 

issue of response time. As a Web Service is invoked it is assumed that a response is 

required. Various factors may affect this response time such as complexity of Web Service 

and network capabilities. What is required to be managed in this situation is the length of 

time required to wait or indeed if a failure in transmission occurs and a request is not 

received by a Web Service and therefore the Web Service was never invoked (Pautasso 

and Alonso, 2003).   
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The only way that Web Services will be fully utilised by an organisation is if they are 

implemented in business critical functions. An organisation would be irresponsible if it 

proceeded to introduce a Web Services system without the support of a service grid 

infrastructure to guarantee reliability as business critical applications must be available at 

all times. Any other implementation of Web Services without this support would simply 

be in marginal, non critical activities and in effect, a waste of resources. There is normally 

a major technological component to these service grids and the overhead can be quite 

large. Ensuring connections, monitoring performance, addressing short fallings and 

routing data all add to the overhead required. All this increased overhead must result in 

economic value to be added and the full economic impact of Web Services needs to be 

evaluated. Service grids can make it feasible to attain qualitative as well as quantitative data 

regarding the use of Web Services and make it possible to generate revenue from this. 

Service grids are also required to enable the easy location and discovery of an appropriate 

Web Service and can be involved in supporting and developing discovery directories 

(Pautasso and Alonso, 2003).  

 

There are four aspects or responsibility areas in relation to service grids, these are (i) 

shared utilities, (ii) service management, (iii) resource knowledge management and (iv) 

transport management. Within these four areas service grids coordinate Web Services 

infrastructure, Figure 11 shows how they operate and where they are placed within the 

Web Services infrastructure (SRDC, 2002). 
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Figure 11 - Web Service Architecture with Service Grids (Adapted, SRDC 2002) 

 

 

Shared utilities provide support for not just the application level but also for the service 

utilities within the entire service grid. Services such as security, auditing of performance and 

business processing occur here. An example of this is billing and charging for the use of the 

Web Service. Transport management utilities facilitate robust and reliable transmission of 

data between services which enables the assembly of complex Web Services both within an 

organisation and from external providers. Resource knowledge management contain 

registries and directories that describe the services available and states correct syntax of 

interaction with them. Another capability within the scope of resource management is to 

convert data stated in one format to a format decipherable by the implementation it is 

providing a service to. Service management provides for the management of the grid itself, 

it also monitors quality of service and any service level agreements that may be in existence 

(Parastatidis, 2003).  
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4.4. Summary 

As with any technology, along with potential benefits, potential pitfalls also exist. Issues 

regarding the technology implemented and concerns regarding the standards and protocols 

implemented. Throughout all the initial hype and promotion surrounding Web Services 

organisations remained sceptical of the actual benefits on offer. While these benefits are 

real and not in question what has occasionally halted Web Services meteoric rise has been 

concerns over various security and standards issues.  

 

Security is of the utmost importance for any organisation implementing any information 

system and even more so for an organisation hoping to implement Web Services. This is 

due to Web Services exposing encapsulated methods over the internet. Web Services 

security must be proven to be fit for the purpose, reliable and secure and without this 

effective security they cannot offer full benefits to an organisation. Also without this 

assurance required organisations will not utilise Web Services for is business critical 

processes, this negates the value added capacity that Web Services offer in business process 

re-engineering.  

 

With regards to Web Services there are two facets of security, called data transmission 

security and data storage security. As the names indicate, data transmission security means 

applying effective security on data while it is in transit, protecting from interception, 

sniffing and hijacking attack methods. This is especially important for a Web Service 

implementation. Data security similarly is concerned with applying security measures to 

data that is in storage. SSL can provide some level of security as it can guarantee point to 

point security however it is not suitable for Web Services that require an intermediary as 

SSL immediately decrypts data upon arrival at a destination regardless of that destination 

only being an intermediary and not the eventual destination. Also SSL only provides 

security for data in transit and therefore is also not able to offer adequate security on data 

that is in storage from attack.  
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The active and aggressive promotion of Web Services has led to issues arising regarding 

standards and protocols that were developed to support Web Services. Aggressive 

promotion by each individual vendor of their own standards and specifications has led to a 

Web Services standard entanglement. The core technologies took the best part of a decade 

to gain industry wide acceptance and be universally open source. However there are still 

emerging standards, specification and protocols that are still emerging and maturing that 

will also have to go though a long and inter-vendor political path to gain industry 

acceptance. 

 

Composition, execution and verification of Web Services are needed to be addressed. 

There are two approaches to the question of composition. The semantic based approach 

also referred to as the ôplanning approachõ involves applying semantic notations to be 

associated with each Web Service. The second school of thought involves flow 

composition and execution and is referred to as the ôindustry approachõ. This involves 

XML based standards which enable and normalise the operation of Web Services. 

 

To gain full use and benefits from Web Service implementations, a method of verification 

for Web Services is required. As Web Services can be exposed over the internet, there 

needs to be a method or process for verifying these service implementations that are 

offered. As WSDL simply represents what a Web Service can do, there is no process to 

verify that the WSDL file is correct and that the offered Web Service actually ôdoes what it 

says can doõ. For Web Services to offer assured services, some form of quality assurance 

will have to be implemented.  

 

In the next Chapter, the Author will present three stages that have been identified through 

the course of this study. These stages, which the Author proposes can enable an 

organisation to (i) successfully attain understanding of the interaction between information 

systems and business strategy, (ii) provide a method to evaluate the benefits of a Web 

Service based implementation and (iii) assist the development of an adequate security policy 

for an organisation.  
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The Web Services and Business Strategy Interaction model will be presented to the reader.  

This will illustrate how Web Services supports Business Strategy and how Business Strategy 

utilises Web Services. Web Service Value Chain Analysis will be undertaken and explained 

for each of the five primary activities in Porters Value Chain. Finally in Chapter 5, a series 

of Web Services Security Checklists will be presented to the reader and it will explain how 

these can assist in providing adequate security policy for an organisation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Page | 94  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

5. Successful Utilisation of  Web Services Technology 

In Chapter 4, the Author examined the negative factors encountered with regards to Web 

Services and the corresponding technologies. Security issues were addressed and divided into 

separate contexts. The proliferation of Web Services standards and protocols was also 

explored in the last Chapter. Finally, issues regarding the governance of Web Services were 

highlighted. These issues relate to the composition, execution and verification of Web 

Services.  

 

For integration of a Web Service implementation into an organisations structure to be 

successful, the overall approach that is undertaken must be staged in incremental steps. What 

is described in this Chapter is divided into three stages that have been identified throughout 

the course of this study. Firstly, the interlinking of information systems and business strategy 

will be examined. This will allow for understanding of the thought and methodology behind 

the Web Services paradigm. It will show how Web Services can be implemented as a loosely 

coupled information system which will both support and enable strategic flexibility for the 

organisation. A model is developed and presented to show the workings of this interaction 

and it is this relationship that is critical to the underlying theory being presented of Web 

Services enabling strategic flexibility for an organisation. It is essential that alignment occurs 

between an organisations information system and an organisation business strategy. This in 

turn will then result in the benefits of Web Services being achieved. 
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To successfully show the benefits of Web Services and offer a tangible assessment of an 

implementation a metric approach is presented. This approach utilises the benefits of Web 

Services and generic areas that information systems can add value as variables. These 

variables are then scored in relation to a well know management tool, Porters Value Chain 

(Porter, 1990) to produce five score cards for each of the five primary value adding activates 

undertaken by an organisation. The score cards presented and the graphing of these will 

allow an organisation to rationalise the idea of Web Services to budget holders and therefore 

release funds to invest in implementing and expanding this enabling technology. This 

technology will not only include the organisations internal value chain but also the 

organisations extended value chain. 

 

A security checklist will be introduced which when employed will offer a guide to an 

organisation to develop an adequate security policy, which is required when pursuing a Web 

Services based approach. Without effective security that offers integrity and reliability, Web 

Services cannot offer the full benefits that the technology can potentially offer. These 

benefits are mainly interoperability internally with legacy systems, interoperability externally 

with other organisations information systems and Web Services utilisation of the web as a 

transport medium. 

 

The stages presented, working together will allow an organisation to decide whether Web 

Services offers an information system that is suitable within the context of the organisations 

strategy and therefore suitable for the organisation to implement. It also addresses the 

reliability that is required for an information system that manages business critical processes 

and will offer the project sponsor of a Web Service implementation a mechanism to evaluate 

and show a metric in gauging the benefits offered to an organisation by Web Services as an 

information system. 
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5.1. Web Services and Business Strategy Interaction Model 

The Web Services/Business Strategy Interaction Model (WS/BS-I Model), presented in 

Figure 12 is a further development of the IS/BS-R Model presented previously in Figure 4. 

In the third chapter it was stated that information systems and business strategy are 

inextricably linked and Figure 4 was developed to illustrate this. This relationship is the core 

inter-relationship that exists in any organisation. This IS/BS-R Model has been developed 

further in-order to show more details and factors which affect the workings of the inter-

relationship. An organisation that wishes to implement Web Services as an information 

system with a view to gaining sustainable competitive advantage must devise and analyse its 

business strategy within the context of this inter-relationship. With the utilisation of Web 

Services, sustainable competitive advantage cannot be fully achieved without the co-

ordination and alignment of both the information system and the organisations business 

strategy. There are two facets or vistas to look at this core inter-relationship from and this 

is shown in the WS/BS-I Model in Figure 12.   

 

The first facet shown in Figure 12 is where the capabilities of an organisationõs information 

system actively support the organisationõs business strategy, in this case Web Services 

supporting a loosely coupled strategy. The second aspect of this inter-relationship is where 

the business strategy utilises an information system to either achieve a competency or to 

support an organisations existing core competency and thus attain a competitive advantage, 

in this case a strategically flexible strategy utilises the Web Service implementation.   

 



Page | 97  
 

Business St rat egy

Util ises Web Services

In form at i on  Syst em s

Supports Loose Coupling

Ach ieve Object i ves

Web Servi ces

Informat ion Systems
Business St rat egy

Loose Coupling

Al i gnm ent  of  

In form at i on  Syst em s &  

Business St rat egy

Corporate 

Strategy

Technology 

Environment 

and 

Opportunities

Technology 

Driven 

Business 

Change

Strategic 

Capability

Web Services Value 

Chain Analysis

 

Figure 12 - Web Services/Business Strategy - Interaction Model (Author) 
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5.1.1. Web Services Supporting Business Strategy 

There are a number of external factors which influence an organisations information 

system. In the WS/BS-I model presented in Figure 12, these are divided into two 

segments (i) technology driven business change and (ii) technology environment and 

opportunities. A Web Service implementation is a perfect example of all these factors. 

Leading edge hardware or software that may enable an organisation to do things 

differently and thus gain a competency or competitive advantage, if implemented 

correctly, will have a major effect on an organisation. Firstly, how Web Service technology 

has driven a change in the way organisations do business and the processes that underlines 

the business. Also, how organisations leverage the strategic flexibility afforded by 

implementing Web Services to the organisations advantage. A new technology, such as 

Web Services, offers an organisation an opportunity to exploit that new technology to its 

advantage. Web Services have driven a change of business approach that organisations are 

taking, due to the interoperability and flexibility offered by Web Services. Web Services 

have completely revolutionised the distributed computing paradigm. Through the enabling 

technology of Web Services and the theory of loose coupling, they have driven and 

fundamentally changed the way that organisations business processes work.  

 

Secondly, how Web Services have both had an affect on the technology environment and 

offered new opportunities for organisations to develop further. Both technology 

environment and technology opportunity have been grouped together as they each 

interact and are not mutually exclusive. Any new technology can be conceived from the 

state of the current innovative technology environment and this is shown in an EDS 

consultancy report revealed that 75% of companies with revenues ranging from less than 

US$50 million to more than US$1 billion have already deployed some form of a Web 

Service (Rosenberg, 2003). While the majority of the actual underlying technology that 

Web Services utilises is not new, the paradigm and application of the technology coupled 

with the emergence of new protocols and standards allows Web Services to be viewed as a 

ônewõ technology. Web Services have had a major affect on the technology and distributed 

computing environment, not only with them being widely hyped but also due a type of re-

engineering for the industry. The initial development and major hype for Web Services 

came after the dot com bust and due to this initial hype the perception of organisations 
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was understandably cautious. Web Services offered to solve ôallõ issues in relation to legacy 

systems, integration and offering flexibility and was promoted as such. However, Web 

Services were only in its infancy of development and standards and protocols needed to 

be established. This approach of caution on behalf of organisations has aided the long 

term development of Web Services as organisations required more assurances before 

investing in the technology. Therefore, the proliferation of standards, specifications and 

protocols that were bound to emerge were forced to, in theory prove themselves to be 

sustaining. This means that the standards bodies and vendors had to produce stable, 

robust and industry accepted specifications before organisations proceeded with 

investment in Web Services. In this case the technological environment at the time, a 

perception of an industry in turmoil and vendors losses mounting forced the industry into 

a type of re-engineering. By utilising established transport medium (the internet) and 

protocols (HTTP and TCP/IP) and adding another level of functionality to it actually 

generated the notion that became Web Services. Web Services development offers an 

example that shows how the state of the current technology environment is a factor. 

However, it can be reversed and if investment capital is not available for research and 

development in the future then innovative new hardware or software may not be 

developed. 

 

5.1.2. Business Strategy Utilising Web Services 

The second vista of the core inter-relationship presented in Figure 12 involves an 

organisations business strategy utilising the capabilities of an information system to 

support its overall organisational strategy, however, in a reverse fashion. There are two 

external factors which have been identified that affect an organisations business strategy, 

these are (i) corporate strategy and (ii) strategic capability. Corporate strategy exists at the 

highest level of an organisation and encompasses the scope of the entire organisations 

strategies. A strategic capability involves the enabling or utilisation of an organisations 

ability to achieve a goal or objective.   
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Corporate strategy exists at the highest level of an organisation. It encompasses the scope 

of the entire organisational strategy and the relationship between separate parts of the 

business, for example manufacturing, financial and sales, and how the corporate centre 

adds value to various different parts. This can be done through increasing efficiency and 

expertise, synergies between different divisions or rollout of standards and performance 

assessments (Johnson and Scholes, 1984). Business strategy exists at a level just below 

corporate strategy. Business strategy requires the identification of bases of competitive 

advantage arising from an understanding of both markets and customers, and special 

competences that the organisation has. This may take the form of different strategies such 

as ôno frillsõ, low price, differentiation, hybrid or a focused differentiation (Porter, 1980). 

Business strategy takes place within the context of a single line of the entire organisations 

business and concerns the approach taken to ensure value adding in one specific unit of 

the organisation. In doing this it attempts to build and secure an organisations sustainable 

competitive advantage in the long term. Organisations may take different directions to 

achieve this, for example one organisation may expand by diversification and others may 

seek to concentrate on the existing market and grow market share. Also, options in this 

direction can be to enter new products or enter new markets and methods may include 

expanding by merger/acquisition, alliances or internally (Johnson and Scholes, 1984). A 

business strategy can utilise the benefits and capabilities offered by the implementation of 

Web Services in-order to achieve its goals. For example, business strategy can use Web 

Services in tandem with Porters Value Chain to add value throughout the organisation. 

The primary activities inbound logistics, operations, outbound logistics, marketing and 

sales and services can be seamlessly integrated from the flexibility offered in the sourcing 

of raw materials to the efficiency that can be offered through after sales support. An 

analysis of this is presented in Section 5.2 of this dissertation. 

 

Strategic capability means developing organisational capabilities which in turn develop an 

organisations ability to do something. With experience this capability can then begin to 

translate into a competence for the organisation. With success the organisation refines the 

capability beyond its rivals and it becomes a distinctive or core competence (Martsolf, 

2004). An organisation using the correct business strategy can, utilising the capability and 

flexibility of Web Services generate this competence. Strategic capability is a term 
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generally used in conjunction with SWOT (Strengths, Weaknesses, Opportunities and 

Threats) analysis. SWOT analysis provides information that is used to match an 

organisations resources and capabilities to the competitive environment in which it 

operates. It is an instrument of strategy formulation and selection. SWOT analysis is a 

basic, straightforward model that provides direction and serves as a basis for the 

development of strategic capability. It accomplishes this by assessing an organisations 

strengths (what an organisation can do) and weaknesses (what an organisation cannot do) 

in addition to opportunities (potential favourable conditions for an organisation) and 

threats (potential unfavourable conditions for an organisation) (Danka, 2000). The role of 

SWOT analysis is to take the information from the environmental analysis and separate it 

into internal issues (strengths and weaknesses) and external issues (opportunities and 

threats). Once this is completed, SWOT analysis determines if the information indicates 

something that will assist the firm in accomplishing its objectives (a strength or 

opportunity), or if it indicates an obstacle that must be overcome or minimized to achieve 

desired results (weakness or threat) (Thompson and Strickland, 2001). 

 

There is also an aspect whereby in some cases business strategy can dictate information 

systems direction and also information systems can dictate business strategy. In this 

instance where a Web Service implementation is the information system in question it is 

essential to plan and manage changes that are required right throughout the organisation. 

These changes can occur at various levels and areas right through out the entire 

organisation. Changes can also affect externally through extended interconnections, for 

example, extended supply chains, organisational partnerships and any outsourced aspects 

of the organisation. The changes will also occur within different contexts such as 

technical, organisational, process and project related (Thompson and Strickland, 2001).  

 

 

 

 

 

 

 

 



Page | 102  
 

5.2. Web Services Value Chain Analysis 

To put the WS/BS-I model presented in Figure 12 into practical use is it necessary to 

perform analysis and provide metrics of the benefits offered. Understating the relationship 

and alignment of Web Services and business strategy is essential but is futile without also 

utilising and turning this knowledge into tangible results, namely value creation. The 

management tool utilised to achieve this analysis and provide metrics have been described 

in Chapter 2 and Chapter 3 of this Dissertation. 

 

The first variable that is used to analyse value creation is discussed in Chapter 2. Presented 

in Section 2.2 are the advantages offered to an organisation by the implementation of a 

Web Service based information system. The six stated are (i) Interoperability, (ii) Flexibility, 

(iii) Utilise Web, (iv) Integration, (v) Freedom of Choice and (vi) Programming 

Productivity. The second variable that is required, also presented in Chapter 3.2, describes 

four generic areas where information systems can and should add value. These four areas 

are (i) Expense Containment, (ii) Process Improvement, (iii) Customer Advantage and (iv) 

Talent Leverage. Finally, the tool that is employed to put the returned metrics into context 

is Porters Value Chain which is shown and explained in sub section 3.3.2 of Chapter 3. 

 

Each of the six benefits of Web Services are analysed against each of the five primary 

activities as stated in Porters Value Chain, namely (i) Inbound Logistics, (ii) Operations, (iii) 

Outbound Logistics, (iv) Marketing and Sales and (v) After Sales Service. These main or 

primary value adding activities of an organisation are activities surrounding production, 

marketing, inbound and outbound delivery and servicing of a product or service (Agasti et 

al., 2003). In Porters model they are viewed or linked as a chain. The context that each of 

the benefits of Web Services and primary activities of the value chain are scored in relation 

to, the four generic areas where information systems can and should add value. Essentially 

what is being asked is the question ôHow does the [benefit of Web Services] improve [how 

information system offers value creation] in relation to [each support activity in the value 

chain]'?  
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A scorecard can provide an organisation with information regarding any specified business 

or strategic areas within an organisation. It is a method of gauging the impact of any one 

variable on another and can be put into a context that is relevant to a decision or 

proposition being made. Depending on what variables are being used they can provide 

essential decision making information and knowledge which can then be put to practical 

use. As a management tool they offer a guide and direction to business managers to 

understand a contribution that is being made to an organisation. Along with benchmarking 

scores, goals and targets can also be developed which an organisation can aspire to 

achieving.  

 

Generic Scorecard 1 to Generic Scorecard 5 are presented in non-specific terms, these can 

then be graphed to show which of the primary activities of an organisation can benefit the 

most from an implementation of a Web Service based information system architecture. For 

Generic Scorecards 1 to 5, Table 3 shows a list of the Impacts of Web Services that are 

used to evaluate each value adding area and their corresponding metric values. Therefore, 

for each of the six individual benefits of Web Services a maximum scoring of eight is 

available. Overall, scoring for each of the primary activities in the value chain, for all six 

benefits will be out of a total of 48 as they are mapped against the four areas that offer 

value adding benefits. 

 

 

Impact of Web Services Score 

Direct Impact 2 

Indirect Impact  1 

Negligible Impact  0 

 
Table 3 - Scoring Metrics for Impact of Web Services (Author) 
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5.2.1. Web Services Value Chain Scorecard for Inbound Logistics 

It can be stated from Generic Scorecard 1, for Inbound Logistics that most benefit and 

value added factors in this primary activity comes from the benefit of Web Services 

Utilising of the Web as its transport medium. Direct impact upon all value adding factors 

can be realised by Utilising of the Web, which leads to a maximum scoring of 8 out of 8. 

The internet is an existing medium therefore no new investment is required which 

improves expense containment. The use of the internet also offers process improvement 

as there can be ôany timeõ, ôany whereõ and ôany platformõ access to the most up-to-date 

data in real-time. Customer perceptions can be improved by offering portals where 

customers can go and check the status of their order and get an estimated delivery time 

and talent is leveraged with the organisation due to the re-use of Web Service methods 

that are exposed over the internet. Interoperability and Integration score well in Generic 

Scorecard 1, indicating that these benefits of Web Services offer a number of direct 

impacts and also some indirect impacts which add value for an organisation.  

Advantage of Web Services Inbound Logistics Score 

Interoperability 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
2 
1 
0 

Flexibility  
 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
2 
1 
0 

Utilisation of the Web 
 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
2 
2 
2 

Integration 
 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
2 
1 
2 

Freedom of Choice 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
2 
2 
0 

Programming Productivity 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

0 
0 
0 
2 

 

Generic Scorecard 1 - Inbound Logistics 
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5.2.2. Web Services Value Chain Scorecard for Operations 

Both Integration and Utilisation of the Web score favourably in relation to Generic 

Scorecard 2, for Operations activities in the Value Chain. Operations scored the lowest 

from the analysis of all five primary activities in the Value Chain, only scoring 22 out of a 

possible 48, less than half. Re-engineering of existing systems or Web Services providing 

some automation of existing processes to contain expense and improve processes can be 

employed. Operations is for the most part concerned with the actual business of an 

organisation and this can explain the low scoring, as this has probably been streamlined 

and value added to the maximum already. One option to improve this is to outsource 

operations and then utilise Web Services to integrate the organisations systems with the 

outsourced organisations information system. Most notably from Generic Scorecard 2 it 

can be said that across all the six benefits of Web Services, the most consistent value 

adding area is that of Process Improvement with a direct impact in relation to four of the 

benefits of Web Services.  

Advantage of Web Services Operations Score 

Interoperability 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

0 
2 
1 
2 

Flexibility  
 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

1 
1 
0 
0 

Utilisation of the Web 
 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
2 
1 
0 

Integration 
 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
2 
1 
0 

Freedom of Choice 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

0 
2 
1 
0 

Programming Productivity 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

0 
0 
0 
2 

 
 

Generic Scorecard 2 - Operations 
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5.2.3. Web Services Value Chain Scorecard for Outbound Logistics 

Generic Scorecard 3 results for Outbound Logistics are exactly the same as the scoring of 

Generic Scorecard 1 for Inbound Logistics, with Utilisation of the Web offering direct 

impacts in all value adding areas. This is due to the fact that they are both concerned with 

the distribution of an organisations product or service. Outbound logistics are concerned 

with the outbound distribution channels whereas Inbound Logistics are concerned with 

the incoming sourcing channels. Again the Utilisation of the Web is a major benefit here 

but with subtle changes. For example, direct impact can be obtainable by creating and 

utilising portals, then offer these over the internet which gives customers the opportunity 

to look at their order in real time. Similarly here the organisation can proved the same 

service but in this instance as a delivery time to a re-seller. Freedom of Choice enables an 

organisation to expand existing markets and also to explore new avenues where the 

organisations market can be expanded as any re-seller or vendor can now easily interact 

with the organisations sales mechanism. 

Advantage of Web Services Outbound Logistics Score 

Interoperability 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
2 
1 
0 

Flexibility  
 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
2 
1 
0 

Utilisation of the Web 
 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
2 
2 
2 

Integration 
 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
2 
1 
2 

Freedom of Choice 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
2 
2 
0 

Programming Productivity 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

0 
0 
0 
2 

 

Generic Scorecard 3 - Outbound Logistics 
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5.2.4. Web Services Value Chain Scorecard for Marketing and Sales 

Marketing and Sales main benefits arise from the Flexibility offered by Web Services and 

this is shown in Generic Scorecard 4. Web Services offer more sales channels with 

minimal integration costs, which show expense containment and a direct impact on the 

value adding of Web Services. Web Services also offer wider access to data and 

information regardless of the data sources platform. Marketing and Sales departments can 

then use this greater data to build an improved customer profile enabling the organisation 

to focus on its target market better and provide a product or service that the customer 

requires. As this occurs unknown to the customer, it therefore only offers an indirect 

advantage to the customer but is still of benefit to an organisation. This also releases talent 

leverage as marketing and sales employees will be enabled to increase markets and sales 

and increase customer retention levels with this increased data. 

 

 
Advantage of Web Services Marketing and Sales 

Logistics 
Score 

Interoperability 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
0 
1 
2 

Flexibility  
 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
2 
1 
2 

Utilisation of the Web 
 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

0 
2 
2 
2 

Integration 
 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
2 
0 
0 

Freedom of Choice 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
2 
0 
0 

Programming Productivity 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

0 
0 
0 
2 

 
Generic Scorecard 4 - Marketing and Sales 
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5.2.5. Web Services Value Chain Scorecard for After Sales Service 

After Sales Service, in Generic Scorecard 5 achieved very similar results to that of 

Marketing and Sales Generic Scorecard 4. This is not surprising as the two are focused on 

one area, the customer, but in different contexts. The benefits offered through the 

Utilisation of the Web and the Integration aspect are the main benefits achieved here, 

where Web Services offers a direct aspect on all four value adding areas. Factors such as 

more proactive after sales service and ease of access for the customer looking for support 

is achieved though the use of the internet. Other areas that benefit involve the integration 

of systems throughout the organisation to better handle customer returns and inventory 

levels, this again shows how Web Services can have a direct impact on value adding areas 

in the Value Chain. 

 

 
Advantage of Web Services After Sales Service Score 

Interoperability 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
2 
1 
2 

Flexibility  
 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
0 
0 
0 

Utilisation of the Web 
 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
2 
2 
2 

Integration 
 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

2 
2 
2 
2 

Freedom of Choice 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

0 
1 
1 
0 

Programming Productivity 
 
 

Expense Containment 
Process Improvement 
Customer Advantage 
Talent Leverage 

0 
0 
0 
2 

 

 
Generic Scorecard 5 - After Sales Service 
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5.2.6. Further Scorecard Analysis 

The results shown in the Web Services Value Chain Generic Scorecards 1 to 5 can further 

be analysed by graphing the metrics. This is presented in Figure 13 and from this it is 

shown that the majority of value adding to an organisation is offered by Utilisation of the 

Web and Integration, and closely followed by Flexibility and Interoperability. Freedom of 

Choice and particularly Programming productivity offer the least value adding capabilities 

for an organisation.  

 

 

Figure 13 - Analysis of Web Services Value Chain Generic Scorecards 

 

 

The five Generic Scorecards presented in sub sections 5.2.1 to 5.2.5 inclusively and the 

resulting Figure 13 which are generated in non specific terms, where words such as ôcouldõ 

and ôcanõ are used. For an organisation to successfully evaluate and implement Web 

Services and achieve all the corresponding benefits, which in turn generates value adding 

components the generic aspect must be removed. Validation of this approach of analysing 

benefits can only occur when an industry or sector is evaluated. This leads to concrete 

aspects and areas being indisputably presented which will show exactly where and how a 

Web Service implementation can and should add value for an organisation. This is 

addressed in Chapter 6, where a specific industry and organisation is selected and 

evaluated. A Case Study is undertaken and actual examples are given as to how Web 

Services can benefit this organisation and real world examples are presented to show this.  
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5.3. Web Services Security Checklist 

A Web Service implementation may be successfully integrated within an organisation, its 

business processes and its business strategy. However, without adequate security the 

implementation will be left vulnerable to attack and become compromised. This leads to 

Web Services becoming unsuitable for any business critical process. Equally, if any data of a 

personal nature becomes obtainable by an unauthorised or unauthenticated third party, this 

can leave an organisation legally liable under the Data Protection Act (1988). 

 

Web Services security is still a ôwork in progressõ and due to the technologies evolutionary 

nature they will continue to do so. Web Services primary focus has been its ability to utilise 

the internet and its platform independence, this has caused security to be more viewed as 

an afterthought rather than an essential element. As Web Services are simply another 

paradigm to achieving a distributed computing environment, applying security can be put 

into the same context. The complexity of offering security lies in the differing nature of 

how a Web Service achieves its goal of a distributed computing environment. Figure 14 

shows three different types of security areas that can be distinguished between. These areas 

can offer gradual steps or stages in applying security measures. When these are applied 

within the context of Web Services, these stages can enable an organisation to achieve 

adequate security.  

 

Application Data Security

Transmission Security

System Security

Increasing 

Standards &

Complexity

Access &

Restriction

 

Figure 14 - Types of Security (Author) 
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In Figure 14, Systems Security is placed at the narrowest and lowest level of complexity as it 

involves enforcing the most basic of security measures afforded to any system namely 

restricted access, limiting personnel and applying software updates. Web Services standards 

and specifications are constantly evolving and developing. Currently the core of this 

development is within the application data security area. More standards are being 

developed and complex means of achieving different levels of security are emerging. The 

scope for application data security is increasing and this is why it is placed at the top level of 

Figure 14. As the name indicates, transmission level security is concerned with data in 

transit. Transmission security is placed at the intermediate level of Figure 14 as it is 

concerned with security afforded at the medium being utilised to exchange data. 

Transmission security and application data security are also concerned with authentication 

and this can be inherited from systems security.  

 

5.3.1. Systems Security 

Systems Security is concerned with basic level restriction and access control for any 

system. Physical access to equipment, platform and software updates as well as what a 

user can and can not do are applied here. Checklist 1, which is shown in Appendix A, can 

be utilised to ensure that only approved personnel have access to a system and what level 

of access or rights that they have. It also can ensure that platform and software 

vulnerabilities are up to date and patched. Systems Security is concerned with five areas, 

namely, (i) Hardware, (ii) Software, (iii) Authentication, (iv) Users/Groups and (v) 

Authorisation. 

 

The hardware area covered in Checklist 1 addresses physical access to equipment and 

possibly the monitoring of where equipment is located. It also involves limiting the 

personnel who can access or grant access to an area that houses equipment operating or 

storing sensitive data. PC, Local Area Network (LAN), Metropolitan Area Network 

(MAN) and Wide Area Network (WAN) can also be monitored and logs kept of access 

dates and time for tracking purposes.  
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The software aspect to Checklist 1 refers to tasks such as performing and scheduling 

software patches on server operating systems and updates on Internet Information Server 

or Apache or any web server software that is being utilised. It also covers anti-virus 

updates as well as an aspect for monitoring the updating of all operating systems, web 

servers and anti-virus applications to ensure all vulnerabilities are addressed on a regular 

and continuing basis.  

 

Authentication defines what method of authentication is to be utilised, Access Control 

Lists, LDAP Directory, Windows Authentication (for databases) or a Single Sign On 

method. Used in conjunction with this authentication is a method of assigning rights to 

different users based on requirements and user groupings. Within this context then 

Authorisation is achieved, after authentication has occurred, what users are authorised to 

do can then be applied based on the different user and groups that are enabled. 

 

5.3.2. Transmission Security 

Transmission Security is primarily concerned with the connections that are utilised to send 

messages from a service provider to a service consumer or vice-versa. This 

communication must guarantee that the data sent has not been subjected to any number 

of attacks including scanning, eavesdropping, manipulation, insertion and hijacking of 

messages in transmission, in other words transmission security must provide data 

integrity. Methods of ensuring this under the WS-Security framework are XML 

Encryption and XML Digital Signatures. Checklist 2, which is shown in Appendix A, can 

be utilised to record and confirm that relevant authentication, secure connections and 

SOAP protection is applied to data in transit. 
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Authentication, as in Checklist 1 is also a factor in Checklist 2. However authentication is 

attained in Checklist 1, it is also necessary to retain this authentication to enable secure 

transmission of data, as it must be established who is sending and receiving data. The 

security applied to the actual data in transmission is addressed in Checklist 2 and can 

utilise one or a combination of the methods listed. These are Secure Sockets Layer, 

Transport Security Layer, Proxy Server, Firewall or a Virtual Private Network. Protection 

must be afforded to the SOAP messages that are being transmitted from a service 

provider to service consumers. Checklist 2 lists two means that can be employed to 

achieve this, XML Encryption and XML Digital Signatures.  

 

5.3.3. Application Data Security 

Application Data Security is concerned with data that has been transmitted from 

consumer to provider or vice-versa gaining access to resources. The data must be 

validated through schema that ensure the data is from who it says it is from, that the data 

is in the correct syntax and that the data does not contain any malicious code that can 

inflict damage on a system. Application data security is the most complex level of security 

and also offers the most varied standards and methods of providing assurances.  

 

Checklist 3, presented in Appendix A, shows how security can be applied to Application 

Data Security. Authentication as with both Checklist 1 and Checklist 2 is required to 

ensure the application of security. Also addressed in Checklist 3 is XML Verification or 

methods to verify XML messages transmitted over the internet. This can involve the use 

of Username Tokens, X.509, Kerberos and/or Security Assertion Mark-up Language 

(SAML). These XML verification methods are currently the most widely accepted and 

utilised methods. Checklist 3 then introduces the aspect of XML Threat Awareness, which 

involves a list of attack methods that needs to be addressed however, this list is by no 

means exhaustive and can be expanded further. The threats listed are the most common 

threats that must be pro-actively accessed and addressed. Checklist 3 can be utilised to 

develop an acceptable security policy for application data security. 
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It is within the context of Figure 14 that Checklists 1 to 3 are presented. As issues such as 

software vulnerabilities, social engineering and malicious human threats will always exist, 

no level of security can 100% guarantee absolute security to an organisation in an 

implementation of any system. However these checklists can be utilised by an organisation 

and they will assist an organisation to enforce a successful Web Services implementation 

which is afforded the maximum security possible. In the future it is necessary to address 

issues such as auditing of Web Services implementations, intrusion detection for these 

systems and a form of governance for the whole area. 

 

5.4. Summary 

There are three aspects of application of security being presented to the reader in Chapter 

5. These are the inter-relationship between Web Services and Business Strategy, a method 

for scoring how Web Services add value to an organisation in conjunction with a flexible 

business strategy and a checklist which will assist an organisation in devising an adequate 

security policy when implementing a Web Services infrastructure. This is presented in a 

staged progression from background theory to actual scoring of benefits and finally to a 

method of negating the impact of security vulnerabilities.  

  

Central to Chapter 5 is the inter-relationship and theory behind the Web Services paradigm 

offering an organisation the ability to implement a loosely coupled and flexible business 

strategy. The WS/BS-I model presented in Figure 12 gives a graphical representation of 

this inter-relationship. An organisation that wishes to implement Web Services as an 

information system with a view to gaining sustainable competitive advantage must devise 

and analyse its business strategy within the context of this inter-relationship.   
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To put the WS/BS-I model into practical use is it necessary to perform analysis and 

provide metrics of the benefits offered. Understating the relationship and alignment of 

Web Services and business strategy is essential but is futile without also utilising and turning 

this knowledge into tangible results, namely value creation. Web Services Value Chain 

Analysis is undertaken in-order to achieve metrics. The results are presented in the form of 

five Generic Scorecards, one for each of the primary activities of an organisation as stated 

in Porters Value Chain (Porter, 1985). 

 

A Web Service implementation may be successfully integrated within an organisation, its 

business processes and its business strategy. However, without adequate security the 

implementation will be left vulnerable and will be unsuitable for any business critical 

process.  Checklist 1 to 3 are presented that will assist an organisation in creating a suitable 

security policy for its Web Service implementation. 

 

For an organisation to implement any information system it must examine the implications 

of such a move. There are many facets that can be examined and an unending list of 

positives and negatives that can be presented. Organisational benefits, customer benefits 

and environmental benefits and market benefits can all be gained from the implementation 

of a new information system. Ultimately however, as organisations are profit driven, 

financial benefits will be the deciding factor. Also financial merits will be the basis for most 

of the decisions such as resourcing, technology and investment regarding any project. 

 

In the next Chapter the Author will perform analysis of a case study on an information 

system which has been implemented by EBS (Educational Building Society), which utilises 

Web Services. Web Services Value Chain Analysis will be undertaken on this information 

system with the resulting Scorecards presented. Finally in Chapter 6, primary research, in 

the form of an interview with Mr. David Yeates, Senior IT Architect with EBS will be 

critically analysed and presented.  
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6. Case Study: Education Building Society 

In Chapter 5, the Author presented a model called The Web Services and Business Strategy 

Interaction model.  This model illustrated how Web Services supports Business Strategy and 

how Business Strategy utilises Web Services. Web Service Value Chain Analysis was 

undertaken and explained, for each of the five primary activities in Porters Value Chain. 

Finally in Chapter 5, a series of Web Services Security Checklists were presented and it was 

also explained how these can assist in providing adequate security policy for an organisation. 

In this Chapter, the Author will perform analysis of a case study on an information system 

which has been implemented by EBS (Educational Building Society), which utilises Web 

Services. Web Services Value Chain Analysis will be undertaken on this information system 

with the resulting Scorecards presented. Finally in Chapter 6, primary research, in the form 

of an interview with Mr. David Yeates, Senior IT Architect with EBS will be critically 

analysed and presented.  

 

 

 

 



Page | 117  
 

This Dissertation has, at its core three major assertions. These are (i) that information 

systems and business strategy are inextricably linked, (ii) that Web Services can add value to 

an organisation in conjunction with a flexible business strategy and (iii) that security is a 

major concern when implementing a Web Services infrastructure. What has been shown, 

devised and presented in Chapter 5 is (i) a model to show the interaction of Web Services as 

an information system supporting an organisations business strategy, (ii) a method for 

scoring the areas that Web Services can add value in relation to an organisations primary 

activities and (iii) a proposed checklist to aid devising a security policy for an organisation 

when implementing a Web Services infrastructure.  

 

A means of proving these assertions and examples in real world terms is now required. This 

will lead to validation and verification of these assertions. To provide this it is necessary to 

perform a case study on a specific organisation to demonstrate instances of the assertions in 

Chapter 5. The organisation chosen to perform this case study, after initial contact with 

relevant representatives of the organisation, is the Educational Building Society (EBS), which 

operates in the Irish Financial Services sector. Real world examples of the flexibility and the 

value adding capabilities of Web Services are drawn from this case study, along with an 

article in Knowledge Ireland, Issue 22 January/February 2007 by Gordon Smith, entitled 

òThe Story SOA Faró (Smith, 2007 a). Finally, an interview with Mr. David Yeates, Senior IT 

Architect with EBS. EBS is a Building Society that operates on co-operative mutual 

principals. It was founded in 1935 by Mr. Alex McCabe and other teachers with the aim of 

providing access to housing finance available to everyone. Today EBS still operates on a 

mutual basis, being run on behalf of its members and it has grown to command in excess of 

a 10 percent market share of the 26 billion Euro Irish home loan market (Smith, 2007 b).  
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6.1. Educational Building Society Background 

In the past and due to the organisations history, EBS operated exclusively through its 

traditional network of branches and franchised agents as opposed to offering products 

through brokers. The exponential growth in the Irish housing market since the 1990õs has 

led to a change in approach by consumers in seeking and sourcing mortgages. Recent 

trends have led to mortgage brokers to become an increasingly popular method to source a 

home loan. This led to a realisation that, for EBS to retain its significant segment of the 

Irish home loan market and to secure new customers, it would be necessary to interact with 

these brokers who in turn can then offer an EBS home loan product (Smith, 2007 b). 

 

Once the details of the politics and formalities of this course of action were established, 

what was then required was an on-demand mechanism for EBSõs information systems to 

connect seamlessly with independent brokers and/or an array of individually affiliated 

brokers. EBS, after consultations and examination selected a SOA approach, utilising Web 

Services as its preferred option to implement these requirements. SOA is the subject of 

Section 2.5 of this Dissertation. EBS engaged the services of IBM, one of the five major 

vendors continuously mentioned throughout this Dissertation to implement the SOA, 

which was built on IBMõs Web Services based enterprise product WebSphere, discussed in 

Sub-Section 2.4.1 of Chapter 2. IBMõs Global Business consultants were engaged to 

oversee this SOA and to ensure that EBSõs tailored SOA application will have the greatest 

possible impact on its ability to reach new customers and therefore maximise profitability 

(Smith, 2007 b). 

 

6.2. Enabling Flexibility and Enhancing Value with EBSõs SOA 

EBS had a two-fold requirement for any new information system. Firstly, EBS required 

integration of its existing information system with the information systems of the various 

mortgage brokers and intermediaries. This would then enable a new channel of business 

and therefore, increase the organisations ability stay competitive within the Irish home loan 

market. Secondly, as EBS was implementing a new information system it was essential that 

this system should enable the maximising of EBSõs profitability by adding value to the 

organisation (Smith, 2007 b).  
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6.2.1. Enabling Flexibility  

For EBS, SOA has enabled the organisation to become extremely flexible in relation to 

changing market requirements. Business processes, organisational goals and priorities can 

now easily adapt and evolve as is dictated by EBSõs needs. As SOA supports the concept 

of loose coupling thorough its use of Web Services, currently EBSõs information system 

actively supports this evolution. This flexibility and alignment of information systems and 

business strategy has allowed EBS to compete more effectively and òposition itself as a 

provider of choice for mortgage brokers because it can bring new services to markets fasteró (Smith, 2007 

b). EBS has utilised this flexibility further by actually making some of its own operational 

systems redundant. EBS achieved this through utilisation of another organisations service 

which was duplicating the service offered by EBS, by doing this EBS can sell another 

organisations product. This is achieved by SOA using Web Services to interact with a 

separate organisation, for example, an insurance firm (Smith, 2007 b). 

 

Web Services allows SOA to deliver seamless integration across EBS which enables 

flexibility in managing and changing business processes without requiring the need to 

rebuild an information system from scratch to support this change. An example of this is 

a credit check, a simple financial requirement undertaken by an information system. 

Previously, for each information system and within different contexts, separate programs 

would have been specifically written to complete this task. Credit checking is repeatedly 

required each time a loan application is made. Web Services enables SOA to manage and 

encapsulate a function like credit checking into a single entity that can be invoked by both 

EBSõs SOA and also by any number of business processes that may require this facility 

(Smith, 2007 b). 

 

The utilisation of SOA and Web Services enables EBS to compete with larger 

organisations. EBS has enabled this level playing field as it now possesses an information 

systems foundation which allows the organisation to react and adapt quickly to market 

conditions and bring new and innovate products to it target market quicker than was 

previously possible (Smith, 2007 b). 
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6.2.2. Enhancing Value 

This SOA implementation, utilising Web Services, facilitated a range of value adding 

benefits to the organisation. Process improvement is achieved by transforming and 

streamlining the loan approval process. Value is added through savings offered on the 

reduction of administration costs for both EBS and mortgage brokers. SOA also offered 

EBS a means of customer improvement by reducing the amount of time required by 

brokers and customers to gain mortgage approval. Due to the expanded market that the 

broker network offered, this added channel allowed EBS to better leverage its talent by 

ensuring that all avenues of market penetration were addressed by its workforce (Smith, 

2007 b). 

 

In the article mentioned at the beginning of Chapter 6, Mr David Yeates, Senior IT 

Architect with EBS describes what is involved regarding a mortgage application, òA 

mortgage is actually a portfolio of different products that includes the home loan, the life insurance, the 

house assurance and the title switchó (Smith, 2007 b). It is also explained how SOA adds value 

to EBSõs business process of creating a mortgage portfolio, òUsing SOA, EBSõs online 

mortgage processing system will now enable EBS and the brokers who use its system to easily exchange 

XML -formatted information in transactions that replaces faxes, emails and phone calls.ó (Smith, 2007 

b) 

 

6.3. Web Services Value Chain Analysis of EBSõs SOA Implementation 

Of these three core assertions, the most significant in the context of this Dissertation is the 

analysing of the benefits of Web Services within the context of value adding areas for 

information systems and then scoring this against the primary activities of an organisation 

as show in Porters Value Chain (Porter, 1985). What is shown in Scorecards 1 to 5 of 

Appendix B is an actual invocation of the Web Services Value Chain Analysis as described 

in Section 5.2 of Chapter 5. 
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Throughout research into this particular area of study and EBSõs SOA implementation, a 

number of direct benefits have been identified throughout the entire Value Chain. For 

example, the utilisation of the internet has a benefit on all primary activities in the Value 

Chain. This benefit of SOA applied through the use of Web Services allows EBS the 

opportunity to focus on the actual application and not have to invest time, talent and 

money into developing a specific data transport medium. Another facet of this analysis of 

undertaken research shows that each benefit of Web Services affords a direct or indirect 

value adding impact on customer advantage, as all tasks ultimately are executed with the 

aim of improving customerõs view of EBS and its products and services. Also equally, talent 

can be leveraged throughout the primary activities due to the fact that SOA enables the 

reuse of Web Services throughout the primary activities of an organisation.  

 

6.3.1. EBS Inbound Logistics Scorecard 

SOA and Web Services offer EBS a number of benefits and advantages in relation to its 

Inbound Logistics. As EBS products and portfolios are comprised of services this primary 

activity may not seem especially relevant to EBS. However there are a number of direct 

benefits offered to EBS by Web Services. EBS can now offer customers more services 

through externally providers without the associated overheads. An example of this is the 

linking of an EBS mortgage with life assurance policy proved by another organisation. 

This benefit if offered by the interoperability of Web Services. In addition to this, the 

flexibility of SOA, enabled through the use of Web Services allows for seamless 

integration between new suppliers of any 3rd party product or service. Freedom of Choice 

also has had a direct impact following the implementation of SOA for EBS. SOA allows 

flexibility for EBS to tender for new services and this freedom enables competition for 

contracts to provide EBS with services and lowers costs. The EBS Inbound Logistics 

scorecard presented in Appendix B 1.1 scored 23 out of a possible 48. 
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6.3.2. EBS Operations Scorecard 

Major value adding benefits offered in relation to Operations involve the interoperability 

of Web Services. Future proofing of current and new EBS equipment can be achieved 

thought the use of SOA. Automation of existing business processes both internally and 

externally to EBS reduces time and decreases costs for any home loan application received 

by EBS. As a consequence of this, workforce productivity is also improved enabling more 

talent leverage. Both the brokers and customers gain benefits, where the broker can now 

tailor portfolios to customerõs specific requirements and also the customer can retrieve 

general guideline on costs by using an online repayments calculator. EBS, through the use 

of SOA and Web Services has re-engineered its workflow and configuration of 

Operations which has enabled EBS to achieve process improvement. SOA also offers 

EBS the ability, should the organisation require it, to seamlessly integrate its information 

systems in the case of any merger or acquisition. The EBS Operations scorecard presented 

in Appendix B 1.2 scored 27 out of a possible 48. 

 

6.3.3. EBS Outbound Logistics Scorecard 

Scoring for EBS Outbound Logistics, presented in Appendix B 1.3 shows that the major 

value adding factors of EBSõs SOA approach is offered both by Web Services utilising the 

web and the freedom of choice offered by Web Services. EBS has increased its target 

market through the use of the Brokerage network. SOA and Web Services have enabled 

this extended market. EBS can now sell products through any broker, regardless of 

platform and have offered portals to both brokers and customers, giving more 

information to both. Within this context SOA also offers EBS the ability to reach a wider 

market through direct and indirect means, thus enabling increasing talent leveraging and 

increasing its customer base. SOA adds value by enabling the organisation to implement 

innovate new offerings and a better way of undertaking its business while also affording 

EBS the ability to tender for new services. This enables competition and therefore lowers 

costs, adding value to EBSõs Outbound Logistics. The Value Chain Analysis of EBSõs 

Outbound Logistics scored 30 out of a possible 48. 
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6.3.4. EBS Marketing and Sales Scorecard 

EBS has achieved added value to its organisation through SOA capability to offer benefits 

in relation to it one of its primary activates of Marketing and Sales. SOA has offered EBS 

increased data interchange between separate business units. EBS can now offer more 3rd 

party products and services and Web Services allows EBS to seamlessly integrate with the 

3rd party providers to achieve this. Leading on from this facet, EBS is also allowed more 

sales channels with minimal integration costs. The benefit of utilising the web offers EBS 

the maximum direct value adding capabilities for EBS, a scored of 8 out of 8 for this 

particular benefit. As for all primary activities, the existing medium enables expenses 

containment for EBS. However process improvement is offered through direct customer 

input to databases, customer advantage through enabling customerõs access to increased 

data in real time and talent leverage is achieved through brokerõs access to this same real 

time data enabling better customer profiling by the Marketing and Sales staff. SOA has 

enabled an inexpensive solution to business to business integration requirements for EBS 

and has improved the way EBS legacy system works by integrating new components and 

functions. The EBS Marketing and Sales scorecard presented in Appendix B 1.4 scored 34 

out of a possible 48. 

 

6.3.5. EBS After Sales Service Scorecard 

The final scorecard presented in Appendix B, 1.5 shows the results for Value Chain 

Analysis of the primary activity of After Sales Service for EBS. Primarily value is added to 

EBS through the Integration offered by SOA and Web Services. EBS has re-engineered 

its existing systems with new systems. SOA has offered the ability to improve its CRM 

system and management of its customerõs portfolios. Also the interoperability enabled by 

SOA and Web Services offers the customer the facility to access their portfolio anytime 

regardless of platform. SOA, through the use of Web Services also improves After Sales 

Service talent leverage by data delivered to staff which has enabled customer profiling and 

customer retention. The Flexibility offered by SOA allows EBS effortless capability to 

implement a reliable data management system. The Value Chain Analysis of EBSõs After 

Sales Service scored 28 out of a possible 48. 

 



Page | 124  
 

6.4. Further Analysis of EBSõs SOA Implementation 

As part of primary research undertaken during the course of this study, primary research, in 

the form of an interview with Mr. David Yeates, Senior IT Architect with EBS was 

undertaken. EBS has recently implemented an SOA information system which utilises Web 

Service technologies and methodologies to achieve this SOA. EBS was chosen after 

consultation and consideration to provide verification of the WS/BS-I Model presented in 

Chapter 5 and Web Services Value Chain Analysis, presented in Section 5.2 of Chapter 5 

and employed in the case of EBS in Section 6.3 of this Chapter. What is presented in sub-

section 6.4.1 is an analysis and dissection this interview, providing an insight into the 

benefits and value adding factors for EBS in utilising Web Services technologies through its 

SOA information system. A complete transcript of the interview held on Friday 2nd March 

2007, at 4pm in The EBS Building, Burlington Road, Dublin 2 is presented in Appendix C.  

 

6.4.1. Validation through use of Industry Based Primary Research 

EBS have utilised Web Services technologies to enable an over all SOA approach to 

implementing its information systems requirements. The development environment that 

EBS uses is IBM WebSphere and for security Vortelõs Director is used. EBS has an 

established information system consisting of IBM Z989 zOS mainframe, IBM CICS 

Transaction Server (mortgage originating system), Novell SLES Linux (Mainframe IFL 

and Intel X Series) infrastructure with Windows based application servers and Novell 

directory services. However during the interview it was discovered that SOA and Web 

Services fitted well into this diverse internal system due to the way financial services 

infrastructure had historically operated. As was stated during the interview: 

 

òWe had developed effectively, you can call it whatever your want but it was effectively SOA and we 

used it back in 1988. It was in common use within Financial Services because what happened was 

people were developing what were called ôfinancial terminalsõ connected back to mainframes but they 

were the whole concept behind encapsulating code, methods removing the whole delivery bits and all 

the rest of it, now that was built-in to that form that stage - intelligent peer to peer communication 

between different systems, we have always had to use that.ó 
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Due to these ôfinancial terminalsõ, initially EBS had been thinking along the SOA concept 

without even realising it. The main basis for the push to SOA stemmed from the 

requirement and time consuming aspect of integration. This was both a tactical and 

technology driven requirement as both simple internal integration and rich internal 

application and platform level peer-to-peer integration was required, as was described: 

 

òI suppose the best way to put it is we understood or were very aware of, going back a very long 

period the amount of time it takes to do basic integration and the amount of time that our 

development was taking up integrating between systems. Especially as they moved out into silos and 

continued on, so we had been looking at an approach to do this from an application integration space 

from around 1999.ó 

 

One of the main benefits offered by Web Services to EBSõs SOA was the fact that Web 

Services and the technologies are widely agreed and accepted. Regardless that Web 

Services ôfitõ so well into the SOA paradigm, SOA is still non-specific regarding transport 

mechanism. For EBS the most beneficial thing regarding Web Services was this 

agreement. This is show by two excerpts from the interview held:  

 

òIf you actually take Web Services and strip out what exactly they are in the end, all they are is a 

transport protocol with extra bits and the main thing that is important about Web Services is that 

everybody has agreed to use it, other than that it is just a technology and SOA is non-specific, you 

can achieve it over any protocol.ó 

 

òSo the important thing about Web Services is that people got together and agreed to use them. The 

technologies themselves SOAP etc are very basic but everyone for once agreed on something.ó 
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With the technical aspect addressed in the interview, the strategic and business aspect was 

then addressed regarding alignment between EBS business requirements and what SOA, 

through the use of Web Services could provide. This was described in the interview as the 

òbig pieceó that came into existence when EBS implemented SOA. Initially SOA was used 

technically as an integration facility, creating a òservice busó idea, a standard way of plugging 

everything into one encompassing piece. This enabled EBS to reduce some elements such 

as some coding and establishing formal adapters, which enable the orchestrating of 

processes.  

 

òThat was the big jump, step one is using one service bus with everything plugged into it and your 

able to connect, so youõve taken away the complexity of the spaghetti of everything. Second piece, 

using a common orchestration language like BEPL in order to work with that. Third thing is the 

relevance and presence of Web Services to enable you to communicate both internally and externally 

and not have to worry about each of the things like, itõs taken away all the transport related stuff 

completely for it.ó 

 

From the interview held, two very distinct and separate facets came to the fore. With SOA 

and utilising Web Services, EBS has transformed both its internal, technology driven 

integration requirements and its external, business driven integration requirements. Not 

only has EBS enable flexibility and streamlining of services internally. It now also has the 

ability to provide and consume services externally with business partners, this is shown by:  

 

òSOA starts to come into it because the technical issues are resolved, youõve got a standard way of 

doing it and youõve got a way of communicating with your business units and business usersó 

 

The first facet is shown, in an example stemming from EBSõs core business, a mortgage 

application. Previously this process had been time consuming, involved duplication of 

work and subject to change depending on business partners. The following excerpt 

explains the old process:  
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òWe have developed a system over the years which we have written our own code for insurance and 

assurance so effectively is you go into an EBS office and you want to buy a mortgage, you actually 

buy a portfolio of products, you buy your mortgage, you buy your house insurance, you buy your life 

assurance and for us to do a proper quotation weõd have to take the insurance and assurance rates 

and build a nice proposal document for people and have a system here for setting up direct debits and 

collecting money etcéó 

 

This process now involves less time, less duplication of work, real time clarification of 

data, more reuse of code and provides EBS the ability to consume other organisations 

services thus relieving itself of the requirement to replication systems in-house. All of 

these lead to value adding benefits for EBS. Customer advantage is achieve through the 

ability to offer new its own new products or its business partners new products quickly, 

this agility is afforded by EBSõs SOA, as explained by David Yeates:  

 

òWe have now changed that and with the different partners that we have, the life companies, we are 

using their system rather than having any system here [EBS Building] for it. So as your going 

through your process of generating a quotation, it goes through the EBS piece, it then goes off to, in 

our case Allianz and goes and looks after things like sub-area management so we are able to use 

details of their [Allianz] quotation engines rather than having to replicate the quotation engine here, 

and pass the data in real time and then moving on to the life assurance side, which has allowed us to 

get rid of the life assurance part of our application because that is done. The big difference for us is 

that we donõt have to code the quote here. We donõt have to change the code every time a change is 

required. They can bring out new products and new things and we are able to work with those 

products immediately in order to do it so. IT doesnõt become a drain on us because we are using their 

systems in order to do it.ó 
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So that has completely changed. It also has implications for things like system of record which can be 

taken right out - we have been able to reduce our lending origination in probably about 25-40% of 

the code that is here and all of the maintenance is actually gone as well. Speed to market of new 

products coming from Allianz etc., youõve got agility because your able to mix and match, you are 

able to reduce the maintenance overhead and your able to fit with new products as business bring out 

new products. These have all had an enormous impact on us.ó 

 

The second facet has led to the development of an entirely new market for EBS. This is 

the reverse of say, Allianz exposing services and EBSõs SOA accessing them, thus 

reducing overheads. EBS, through SOA and Web Services is now exposing services of its 

own and making them available for use by new business partners, more specifically 

Irelands mortgage brokers. Previously what occurred for any broker was the following:  

 

òFrom the broker perspective, what they used to have to do, is they would come along and fill in or 

capture information for their systems and then they would get people to fill in quotation forms and 

print them out and send then to each 8 or 9 different mortgage provides and they would key the data 

in and go through the mortgage approval process and send them back to them and then the fill in the 

mortgage application form.ó 

 

This was not applicable to EBS as EBS only operated out of its own network, however 

competition and a change in the Irish home loan services market forced a business 

requirement for EBS to adapt and compete in a new way. These market forces resulted in 

the following:  

 

òWe published an XML schema for it and we started off with one which was called Mortgage 

Brain which is used by about 50 brokers, IMC which is the largest broker in the country had their 

own individual system as well, another one call Broker CRM which services about 200 customers 

and brokerages and another one called PEBA which is another grouping of brokers. So, they all 

had individual systems for their automation of brokers practices, we then worked with the suppliers 

of each of those individual ones, to help them to communicate with us but we have also put in bi-

directional communication so, they come along they fill in a form with the customer there and then on 
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the spot, it is automatically sent to us, it comes into out existing mortgage originating system here 

[EBS Building], it goes through its approval, underwriting type things, we can go back and 

forward with clarifications practically immediately so we are able to turnaround, if someone comes in 

looking for approval in principal it can be turned around in 20 - 25 minutes.ó 

 

Previous to this EBS were not even in this market and since implementing SOA they have 

gone on to establish themselves, gaining a significant proportion of the market. EBS had 

no customers in this market space and as a new market entrant, put forward a business 

proposition to various broker networks which offered to compete on rates and 

commission and also to integrate with brokers existing systems. This independent broker 

channel which was established also offered brokers the ability to get decisions in minutes 

rather than days. The independent broker channel has not only enabled EBS to compete 

in this specific market, but has gone on to become a de-facto standard for the business 

interface which EBS own. Strategically in this way, EBS has created a new market place 

for itself through its innovative use of SOA and Web Services. As is stated during the 

interview:  

 

òWe have got a very large share of that mortgage brokerage market now primarily as a result of 

SOA and Web Services. And the interesting thing is that most competitors are trying to catch up 

with us - one or two are nearly there but we actually really own the interface, we are setting the 

standards, we have a new version coming out soon which provides for image transfers and all sort of 

other thing where the others are now trying to catch up again.ó 

 

From the interview it can be stated that EBSõs SOA is no longer simply a technical 

innovation but also a strategic and business asset. SOA and Web Services have enabled 

EBS to utilise other organisations services while at the same time opening up new avenues 

for market growth. The architecture shows the strategic and business value that 

technological innovation can bring to financial services organisations. 
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6.5. Summary 

Chapter 6 offers validation and verification of the models and figures presented in this 

Dissertation. EBS, a financial services organisation was chosen by the author to analyse the 

implementation of its information system which utilises Web Services technologies. EBS is 

a home loan provider operating in the Irish mortgage industry on a mutual basis since 1935. 

EBS has recently implemented a SOA approach to its information system, which utilises 

Web Services Technologies. 

 

This information system enables flexibility for EBS as SOA supports loose coupling 

through its use of Web Services. SOA also enhances value for the organisation, in the form 

of re-engineering of processes and expansion of EBS markets to include Irelandõs 

independent broker network.  

 

Web Services Value Chain Analysis as described in Chapter 5. 2, is undertaken for EBS and 

the resulting Scorecards are shown in Appendix B. The Scorecards illustrate how Web 

Services offer value adding benefits to the organisation. Most benefits from the use of this 

technology are derived in the primary activity of Marketing and Sales, where EBSõs SOA 

scored 30 out of a possible 48.  

 

Primary research, in the form of an interview with Mr. David Yeates, Senior IT Architect 

with EBS was undertaken. This resulted in the further dissection of EBSõs SOA 

implementation. From analysis and interpretation of this interview it can be stated and 

proved that Web Services have enabled EBS to achieve loose coupling of its information 

system and also that a new market space has opened up for the organisation.  

 

In the next Chapter, the Author will present a conclusion of this Dissertation. Chapter 7 

will include research evaluation, recommendations and the Authors suggestions regarding 

any future research.  
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7. Conclusions 

In Chapter 6, the Author performed analysis of a case study on an information system which 

has been implemented by EBS. This information system utilises Web Services. Web Services 

Value Chain Analysis was undertaken on this information system and the resulting 

Scorecards were presented. Finally in Chapter 6, primary research, in the form of an 

interview with Mr. David Yeates, Senior IT Architect with EBS was critically analysed and 

presented. This Chapter presents a cumulative review of the research undertaken through 

out the course of this study. The Author presents a conclusion of the Dissertation, this 

includes research evaluation, recommendations and the Authors suggestions regarding any 

future research. Also in Chapter 7 an overview of the findings are presented to the reader 

and the Author also examines the validation and verification offered in Chapter 6.  

 

Chapter 5 presents the core assertions of this Dissertation, taking the research from 

Chapters 2, 3 and 4 and correlating the findings into three deliverables, namely The WS/BS-

I Model, Web Services Value Chain Analysis and finally a series of Security Checklists. These 

correspond to the following findings, (i) that information systems and business strategy are 

inextricably linked, (ii) that Web Services can add value to an organisation and (iii) that 

security issues are the major weak link in the Web Services paradigm.  
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Chapter 6 utilises primary research in the form of a case study, an invocation of Web 

Services Value Chain Analysis and an interview with an industry representative to verify and 

validate the Dissertationõs findings. 

 

The research undertaken, deliverables and verification offered in the Dissertation are 

critically evaluated and recommendations are made. These recommendations are divided into 

two aspects namely (i) Organisational and (ii) Technological. Future research areas are 

identified and discussed by the author, with suggestions to where benefits can be gained by 

any further study. These future research areas are again divided into Organisational and 

Technological aspects. 

 

7.1. Research Evaluation 

Web Services have enabled a shift in thinking regarding the ability and benefit of 

information systems to an organisation. This Dissertation involved the researching of a 

number of diverse, yet inter-linked areas, specifically due to the wide ranging capabilities 

that are offered by Web Services technologies to an organisation. 

 

Chapter 2 addressed in detail technological factors relating to Web Services. Initially, the 

relevant technologies, how they were formulated and established within the industry was 

examined. A concise explanation of the core protocols and standards involved and a 

description of how they interacted to form a Web Service was delivered. A list of the 

benefits offered by Web Services was produced and each benefit explained to the reader. 

Finally in Chapter 2, major vendorõs approaches to the development and marketing of Web 

Services was addressed along with a number of domain expertõs opinions on the future 

direction of Web Services.  
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The literature review carried out in Chapter 2 delivered an insight to Web Services and 

provided an analysis of current technology. This was an aim set out by the Author in 

Chapter 1.2. What is also attained from this chapter of research is the list of benefits of 

Web Services, which is used in Chapter 5 as part of a method to evaluate the value adding 

benefits of Web Services. 

 

Chapter 3 is concerned with organisational factors relating to the relationship between 

information systems and business strategy. Organisational issues such as how information 

systems add value are identified and analysed. Also in Chapter 3, business factors such as 

sustainable competitive advantage, analysis of systems that enable competitive advantage 

and problems that organisations experience when reconciling a new information system 

and the organisations business strategy are addressed. Chapter 3 addressed a number of 

objectives and offered deliverables namely, the discovery of a dynamic between Web 

Services and Business Strategy and that Web Services can offer an organisation strategic 

flexibility. These aims and deliverables are stated in Chapter 2.1. 

 

The benefits offered in Chapter 3 are two-fold, firstly the synthesising of a model to 

visually demonstrate how information systems and business strategy are interlinked. This 

IS/BS-R Model presented in Figure 4 is then developed further in Chapter 5 and evolved 

to form the WS/BS-I Model presented in Figure 12. Secondly, the list generated on how 

information systems add value is utilised in Chapter 5. This list provides a basis for 

applying scores to the value adding benefits of Web Services in Web Services Value Chain 

Analysis proposed in Chapter 5.2. 

 

Negative aspects of Web Services and relating technologies are discovered and researched 

in Chapter 4. This Chapter satisfies another aim and deliverable as set out in Chapter 1.2, 

namely discover of negative factors related to Web Services. The research presented 

examined concerns regarding Web Services security issues, the proliferation of Web 

Services standards and the composition, execution and verification of Web Services 

themselves.  
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What is obtainable from this chapter of research to the Dissertation findings is the 

identification of various security contexts that exist with regards to Web Services. The 

identification of these security contexts formed the basis for the development of 3 Security 

Checklists presented to the reader in Chapter 5. 3. These contexts enabled the generation of 

Checklists for each of the security contexts which, when utilised, enables an organisation to 

approach the issue of applying adequate security from three perspectives.  

 

Deliverables offered by the Author, adding to the body of knowledge in the Web Services 

subject area are presented to the reader in Chapter 5. These deliverables are (i) WS/BS-I 

model, (ii) Web Services Value Chain Analysis and (iii) a series of Web Services Security 

Checklists. All of these deliverables satisfy aims and objectives set out in Chapter 1.2. 

 

Validation is offered to the reader in Chapter 6 through the use of a case study on an 

information system recently implemented which utilises Web Services Technology, the 

utilisation of Web Services Value Chain Analysis and an interview undertaken with an 

industry representative. By presenting Chapter 6, the Author has fulfilled the final aim and 

deliverable set out in Chapter 1.2, namely validation of the proposals put forward in the 

Dissertation.  

 

On review and evaluation of the research undertaken, the assertions made and the 

validation offered, the Author has identified two critiques of this Dissertation.  

 

The first critique offered by the Author is in relation to Web Services security in Chapter 

4.1. Security is a critical component of any information system and it must be implemented 

with utmost assurances possible. The Author proposes a series of Checklists which can 

assist an organisation in creating an adequate security policy for Web Services. However, 

these Checklists cannot guarantee the required level of security that is required for a Web 

Service based information system. The Author contends that as security is such a dynamic 

and vast subject area, to ensure the highest quality of security is afforded to a Web Service 

implementation a separate study on Web Services security would be beneficial.  
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The second critique identified by the Author is with regards to endorsement of the 

Verification and Validation offered in Chapter 6. Validation and Verification is offered to 

the reader in the form of a case study, an invocation of Web Services Value Chain Analysis 

and an interview with an industry representative. The Author contends that analysis and 

feedback from this industry representative regarding the proposed Web Services Value 

Analysis would be extremely beneficial to further Validate and Verify the Dissertation. 

 

7.2. Recommendations 

The key recommendations drawn from the relevant research carried out and from the 

knowledge generated through the composition of this Dissertation are divided in two 

groupings, (i) Organisational and (ii) Technological. 

 

7.2.1. Organisational 

Á Strategic alignment of information systems and business strategy is essential for any 

organisation, in-order to attain a competitive advantage. The understanding of the 

linkage between information systems and business strategy is also essential, as the 

role of information systems in organisations has evolved since its original inception. 

 

Á For successful implementation of a Web Services based information system, it must 

be implemented to support an organisations business strategy. Equally so, business 

strategy must be aligned so that Web Services is utilised by the organisation in 

achieving its goals and objectives. The WS/BS Model presented in Chapter 5.1 is 

beneficial in understanding and explaining this requirement.  

 

Á The method proposed in this Dissertation, Web Services Value Chain Analysis, can 

be utilised by an organisation in evaluating the value adding benefits that a Web 

Service based information system can achieve. This method enables a project 

sponsor to provide metrics to business unit managers and budget holders regarding 

the investment of money and resources into a Web Services based information 

system.  
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7.2.2. Technological 

Á The correct and appropriate application of security is, as with any information 

system of paramount importance. Without adequate security Web Services cannot be 

utilised for mission-critical business processes and any implementation will therefore 

be rendered inept and not fit for its purpose. There is also a legal requirement under 

the Data Protection Act to assure data confidentially. 

 

Á It is recommended that an organisation implementing a Web Service based 

information system select established and standardised protocols and specifications 

to engineer the Web Service implementation. The proliferation of protocols and 

specifications has led to the development of a Web Services standards ômessõ. In 

order to guarantee the benefits of interoperability, freedom of choice and integration, 

it is essential to select industry supported and open protocols and standards. 

 

 

Á Technology has now become integral part of organisations. Its role as a support tool 

has evolved to become a strategic enabler. Within this context the notion of SOA 

has emerged. SOA can utilise Web Service technologies as part of an overall 

information systems strategy. However it must be realised that SOA is not restricted 

to just the use of Web Service technologies. An SOA approach would be advisable as 

it not only utilises Web Services but the methodology can also supports and integrate 

any new method or technology devised for distributed systems into its paradigm. 

 

7.3. Future Research 

This Dissertation was established with a broad scope in mind and due to this there are 

different avenues of further research available to readers. The author has identified a 

number of these where further research can be undertaken in order to add to the existing 

body of knowledge regarding Web Services enabling strategic flexibility. Again the 

suggested future research areas can be divided into two groupings, (i) Organisational and 

(ii) Technological. 

 


