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Abstract

The term Web Services can be described as a technological innovation which can also be
positioned as a business innovation. Web Seav&cesset of innovative aodntinually

emerging teamlogies which havesignificantly expaed the role of automated
communication and data sharing between software tagdicen remote computers. Web
Serviceschievs this by integrating astgm of distributed computing witiee existing

infrastructureof the internet.

The effect of information systems and technology on the strategy of an organisation can
create a competitive advantage for that organisation. Web Services offer a solution to deliver
a dynamic, taskiven computing environment and stidrasiness processes, while also
reducing costs. Web Services have overturned many traditional assumptions about
information systems and have enabled innovations in organisations business strategy.
Organisations are continuing to experience more volatketplaces, global competition,
shortened product life cycles, customer pressures for tailored offerings and tighter
performance standards. Information systems are depended on to support the business

strategy of an organisation thus enabling it to gaiaintain competitive advantage.

At the core of this Dissertation is the premise that Web Services enables and supports a
loosely coupled and flexible business strategy. This alignment of information systems and
business strategy offers a considerahlegehin direction for organisations from robust,

monolithic and tightly coupled organisations to a chain of agile and flexible converged
business units operating under the same organisational banner. This Dissertation presents a
model, the WS/B$ Model (Web Services/Business Strategy Interaction Model) to show

this interaction and how competitive advantage cannot be fully achieved without the co
ordination and alignment of both the informn
strategy.

Page |ii



Understatig the relationship and alignmentVW€&b Serviceand business strategy is
essential but is futile withaalsoutilising and turning this knowledge into tangible results,
namely value creation. A method of validation of the premises presented irethasidiss

is proposed and described as Web Services Value Chain Analysis. This involves scoring the
benefits of Web Services and areas where information systems can add value in relation to
the value adding primary activities in Porters Value Chain.dfeveasds are presented

with metrics to show where value can be added within an organisation that utilises Web

Services as a loosely coupled technology to enable a flexible business strategy.

A Web Service implementation may be successfully integthtedan organisation, its
business processes and its business strategy. However, without adequate security the
implementation will be left vulnerable and will be unsuitable for any business critical process.
Three checklists are devised and preserdedvilh assist an organisation in creating a

suitable security policy for its Web Service implementation.

This Web Services Value Chain is then utilised to analyse a specific sector, namely the
Financial Services sector. Real examples of Web Servidtssabepeesented in relation to

the scoring of each value adding activity where applicable. The source of these real examples
comes from a case study undertaken on a Web Service implementation, a journal article on
this implementation and finally an v with the relevant IT Architect. A Web Services

Value Chain Scorecard is then presented in the context of a Web Service implementation for

this organisation.

Keywords:Web Services, Business strategy, Strategic flexibility, Loose coupling,
XML, SOAP, UDDI, WSDL, Interoperability, Flexibility, Integration, Strategic
alignment, IS/BS-R, Value adding, Sustainable competitive advantage, Value Chain,
WS/BS-I, Web Services Value Chain, SOA
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1.Introduction to Dissertation

The role of an information system has evolved exponentially since its original inception. The
initial model of automation of existing processes and thus reducing costs has completely
changed. Information systems and information technology departments have become more
intrinsic to both an organisations core business and to an organisations aenac@mp
Information systems have transformed from a useful tool which aids an organisation to
currently be viewed as a strategic enabler for an organisation. Further evolution of the
capabilities of an information system, is not only what they can o Ihatathey achieve

this. As markets and business units have become more dynamic and with ever evolving
practices, information systems have a requirement as they have had in the past, to evolve
even further. This Dissertation addresses such a technatogly, Web Services, which has
evolved from simple data exchange to be currently utilised to achieve both a strategic or
business flexibility and also, in information technology terms, a loosely coupled architecture.
Web Services technologies are ideht#fiel examined and the link between information
systems and business strategy is recognised. Negative factors of Web Service technologies

aredocumented, with particular emphasis placed on addressing adequate security.
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This Dissertation presents a sysitexl model, the WS/B3Model, which enables the
understanding of the interrelationship between information systems and business strategy.
Following on from this a method of evaluating the value adding benefits offered by such an
information system is @ented in Chapter 5.2. A series of Checklists are then presented,
which when utilised can aid an organisation in providing the required level of security for

such an information system.

Validation and verification is offered through the undertaking efke &udy on an
information system recently implemented, which utilises Web Services technologies to
achieve strategic flexibility and loose coupling. This information system is then analysed in
the context of the method presented in Chapter 5.2, resuisadysed in Chapter 6.3 and
presented complete in Appendix B. Further validation is offered through analysis of primary

research undertaken for the purposes of this Dissertation, this is presented in chapter 6.4

1.1.Introduction to Web Services

Web Servieeare an innovation that is supported by all the major ICT industry vendors,
namely Microsoft, IBM, Oracle, Hewlett Packard and Sun Microsystems. They involve a set
of standards and protocols for developing and deploying software applications while
utilishgthe internet as a transport medium. Web Services offer the best answer to deliver a
dynamic, loosely coupled computing environment and shared business processes. For the
purposes of this Dissertation, Web Services are examined within the contextic# a Se
Orientated Architecture (SOA), where Web Services technologiébsatkSOA is a

conceptual styleafe |l i ver i ng a nf@gmhatoo systény arclitecture lfoe ahd i
organisation. It involves merging service provider and service cors@atiges/e a goal.

SOA reorganises information systems as independent and reusable services that can create

a flexible environment which an organisation can successfully operate in.

One of the most distinguishing features of Web Services is that theyagitams rather
than humans to exchange information and commands in the form of XML (eXtensible
Markup Language) messad§fsb Services allow people to do things differently. It is
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within this context that web services have become important as welhasigdo be a

key technology for the future. It is important to recognize that the use of information
technology alone does not derive business benefits, benefits flow from how information
technology is actuallyilisedto benefit arorganisation

1.2.Research Aims and Objectives

The aim of this project is to examine the continuing opportunities and implications of Web
Services for strategic and information systems management. It will investigate the dynamic
between web services, viewed as a loosely coupled technology, atdifiexilsiness

strategy which is being increasingly achieved through the use of strategic business alliances.
It will propose a method of evaluating the value adding capabilities of a Web Service based
information system. This will then provide budgkteln® with metrics to base decisions

on. It will also examine problems that have been encountered with adopting Web Services,
most notably examining security issues and concerns. It will present and establish
Checklists that can be utilised to ensure atkeqgacurity is afforded to any Web Service
implementation. Resulting from these aims and objectives, a number of deliverables shall be

presented by the Author. These are set out as follows.

An insight into Web Services and an analysis of currentuaeddahnology
The examination of a dynamic between Web Services and Business Strategy

Discovery of negative factors that exist with regards to Web Services

> > > >

The design and synthesising of a model to illustrate the interaction of Web Services
and Businesdrategy

A A method of evaluating the utilisation of Web Services, a loosely coupled

technology in achieving value adding benefits for an organisation

A A series of Security Checklists which can be utilised to enable adequate security for

an organisation.
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1.3.Resarch Programme

To successfully realise the aims set out in the proposal, the research programme has been

divided into a number of tasks. The following outlines the proposed stages of the project:

A literature review and extensive secondary researchderaken. Investigation of the
existing body of knowledge on Wedrviges includingvailable eichnologies, business
strategy antlest practices for applgi security. Resources usedude library database

relevant journals, industry white papers,ergavent publications and information

technology publications

Leadingon from this analysis and explanation of what Vehcé& are and their
evolution, current technologies are addressedhatdMeb Services offan organisation

as an informatiosystemare presentedrganisational factors such as the linkage between
information systems and business strategy are addressed. Negative factors of Web Services
are identified and examined, paying particular attention to security concerns with Web
Servies.

Critical analysis is thapplied to the secondary research presented which results in the
development of three core assertions. These are (i) that information systems and business
strategy are inextricably linked, (ii) that Web Services can adol aaloeganisation in
conjunction with a flexible business strategy and (iii) that security is a major concern when
implementing a Web Services infrastructure.

A model is synthesised to show the interaction of Web Services as an information system
suppating an organisations business strategy. A method for scoring the areas that Web
Services can add value in relation to an organisations primary activities is devised and a
proposed checklist to aid devising a security policy for an organisation whemtingle

a Web Services infrastructure is presented.
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Primary research consistedh&f undertakingf a case study of the Educational Building
Society (EBS) SOA implementation which involved the use of Web Services Technologies.
An actual invocation of th&eb Services Value Chain Analysis for iEB®esented in

Section 5.2 of Chapter 5. Finally interview with Mr. David Yeates, Senior IT Architect

with EBSon the impact and benefits offeredB@A and Web Services.

1.4.Intellectual Challenge

There are a number of challenges encountered while approaching this proposed
Dissertation. Firstly, it is necessary to research, discover and understand not only current
Web Services and associated technologies but also new proprietary and leading edge

dewelopments that are continually evolving.

Secondly, it is required to understand business strategy and the theory of strategic flexibility
and then relate this back to utilising Web Services as a means of achieving this flexibility.
Synthesising a methdd evaluate Web Services value adding capabilities and to also
establish a mechanism to validate this method will provide a challenge to the Author.

Finally, developing a security checklist will also be challenging. Currently the degree of
security requed for information systems is extremely high and satisfying the security
concerns of an organisation will be a difficult task to realise. However, due to the increased
requirement of security, implementing any information system will be futile unless adequ

security is applied.
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1.5.Layout of Dissertation

The remaining Chapters are organised as follows. Chapter 2 addresses the technological
aspect and introduces the notion of Web Services. It provides various definitions from a
technical viewpoint tossmplified version. It also presents a graphical representation of a
simple Web Service. Section 2.1 explains a history of the evolution and pioneering of Web
Services, to the genesis of current technologies and future development which are
described in egunction with a distributed computing timeline.

Of significant importance for the reader in Chapter 2 is Section 2.2, which offers six
benefits of Web Services and these benefits are utilised in Chapter 5 of this Dissertation as

a means of evaluating M\&ervices value adding capabilities.

Four core standards and protocols are presented in Section 2.3, which forms the basis of
any Web Service implementation and it is shown how these four amalgamate to form a
Web Service. In Section 2.4 five major vsndpproach to offering a Web Service
implementation as a commercial package are discussed. Finally, presented in Section 2.5, is
a number of experts within the Web Services domain opinions on the future of Web
Services and possible directions that Welic&etechnology and industry may take. A

summary of Chapter 2 is presented in Section 2.6

Chapter 3 introduces the reader to the relationship between Information Systems and
Business Strategy. In Section 3.2 the IB/EBformation Systems/Business t8ta
Relationship) model is presented in Figure 4 to illustrate this relationship. The role of
information systems in an organisation has evolved over time, from being utilised
exclusively a support tool for an organisation to what is now capable oigeaseagiore
competency for an organisation. The ideas of strategic alignment and strategic flexibility are
presented and described within context of Web Services offering a loosely coupled

technology enabling a strategic flexible business strategy.
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NnChapter 3 it is important for the reader t
Systems Add Valued. This discusses four gen
should add value. These generic areas are used as metrics later in Chagtef B/eds pa

Services Value Chain Analysis, to score the value adding capabilities of a Web Service

implementation.

Section 3.4 introduces and illustrates two management tools, namely Porters Generic
strategies and The Value Chain. Also described sethien are strategic management
topics such as sustainable competitive advantage, evaluating strategy and problems
integration information systems. In Section 3.5 five examples of systems that when enabled
can add value to an organisation are presemady Section 3.6 briefly describes four
issues that can be encountered when integrating information systems and corporate

strategy. A summary of Chapter 3 is presented in Section 3.7

Chapter 4 presents some negative aspects of Web Services andetineintatipn. For

Web Services to fully reach their potential, various issues have caused organisations to take
a cautious approach to Web Service implementation. In Chapter 4, the issue of Web
Service security, Web Service standardisation issues amdpthgtion, execution and

verification of Web Services are all introduced.

Web Services require two security aspects to be applied which can then guarantee integrity,
this is shown in Section 4.1. As Web Services utilise the internet for data ttasport, t
security afforded to data in transmission must be robust and reliable. SSL is presented as a
means of providing internet security. SSL provides adequate security for simple Web
Services but it is also shown to be inadequate for more complex Web Hgureé&sand

Figure 10 are presented in-sabtion 4.1.3 to illustrate this. The second facet of security

for Web Services involves applying security on data that is in storage. Adequate security for
Web Services must include these two facetSedifdy is described in sub section 4.1.5

which is a roadmap of framework that offers protection through message integrity and

message confidentiality to deliver a secure Web Service environment.

Page [L8



Section 4.2 describes how the proliferation of Web Servicesdhts &n equal
proliferation of Web Services protocols, standards and specifications. It discusses how
standardisation and industry wide acceptance of specifications is essential to the future
development of Web Services. Section 4.2 also addressesekioddsta and driving
forces behind Web Services and how each of these affect the development and adoption of

Web Services standards and the not for profit bodies that endorse these standards.

Finally in Chapter 4.3, the issue of composing, executivgrdyithg Web Services is

examined. These issues relate to the support mechanism that needs to be established to
enable a Web Service implementation. Creat
accurately which will enable it to be utilised correctlisa addressed. Also discussed in

this section is the need for a form of governance over Web Services that are publicly made
available for invocation. A WSDL file simply represent what a Web Service does, there is a

requirement for a method to provids asr ance t hat a Web Service

says it doesd. To address this, Figure 11 g
Grids®6 which puts these reqguirements into &
reader.

Chapter 5 inveks three Sections which presents a three tier approach to successfully
implement a Web Services based architecture. This approach is a culmination of research
undertaken in Chapters 2, 3, and 4. The three sections in Chapter 5 represent (i) a
theoreticaunderstanding of a Web Services based architecture on an organisation, (i) a
practical method of evaluation the impact of Web Services and finally (iii) a series of

checklists to aid the development of an adequate security policy.

Section 5.1 presentsn@del that was synthesised to demonstrate the interaction between
We b Services and an organi sat-d dWebd Busi
Services/Business Stratéggraction) model is presented in Figure 12 and each element is
explained. The two facefstioe interaction shown in Figure 12 are described, namely how

Web Services supports Business Strategy and how Business Strategy utilises Web Services.
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What is presented in Section 5.2 is a practical method for evaluating the impact the Web

Services carafie on an organisation. Web Services Value Chain Analysis is undertaken and

Generic Scorecards 1 to 5 are presented for each of the five primary activities in Porters

Value Chain which provide a means of evaluating the value adding capabilities of a Web

Sevices based information system architecture. Further analysis is presented in Figure 13, a
graphing of the results of the Web Services Value Chain Analysis. This graph displays a
visual representation of which of the benefits of Web Servicethefigist value adding

capabilities for an organisation.

Figure 14 in Section 5.3 shows three diffe
applied in relation to Web Services. These layers form the basis for the development of a
series of Checklists wihican be utilised to enable a successful security mechanism for

Web Services. These Checklists for application of security at a System, Transmission and
Data Application levels are explained and described in detail. The checklists themselves are
presenteth Appendix A. A summary of Chapter 5 is then presented in Section 5.4.

Chapter 6 provides validation and verification of the assertions made in Chapter 5. It is
stated how this validation will be achieved. A Case Study is undertaken on The Educational
Building Society and a brief introduction to this organisation is presented. A journal article
and an interview are also used to provide the required validation.

Section 6.2 describes EBSO6s information sy
Services tdnology. It states how this SOA enables flexibility and enhances value for EBS

is described and discussed. A Web Services Value Chain Analysis is undertaken and
explained in Section 6.3. Five Scorecards are created and these are presented in Appendix

B. Fnally in Chapter 6, Section 6.4, an analysis of an interview undertaken with Mr. David
Yeates, Senior IT Architect with EBS is presented which shows and describes the
experience of EBS implementation of SOA which utilises Web Service technologies.
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Chaper 7 concludes the Dissertation. Section 7.1 provides an evaluation of the research
undertaken with examination and critical analysis presented. In Section 7.2 any
recommendations following on from the study are described. Finally in Chapter 7, future

resarch areas are identified in Section 7.3, followed by a summary of the Chapter, which is
described in Section 7.4
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2. Technology Factors: Web Services Evolution and History

Chapter 1 provided the reader with an introduction to the subject matter of this Dissertation,
namely Web Services. It also listed the Authors research aims, objectives and research
programme. Finally, Chapter 1 offered the reader insight to the iatelledtange offered

by the subject matter and an overview of the Dissertation layout. In this Chapter, the Author
addresses technological aspects of Web Services, along with the history of Web Service and
the evolution of Web Services technology. Cha@ptdso identifies to the reader the

advantages that are offered by a Web Service based implementation.

Since its inception in the mid tcanmméngte 1990
banded about as comput er & evolwianarponature gftaer gon 0 .
World Wide Web, information systems and business development the term Web Services

has not always been used within the same context or with the same meaning. Definitions of

Web Serviceat the present time vary from detailezhriecal definitions to generic, all

inclusive definitions that are expressed in broad terms. Therefore getting to the core of
substantiating O0What wexactly ar ebeffireths Ser vi c
Dissertation. The following are vasalefinitions of what Web Services are, what they offer

and how they achieve this.
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The World Wide Web Consortium (W3€)a groupingof organizatios with vested

interests in Web Services and which defines Web Services standards. Encompassed within
the WZ, he Web ServiceArchitecture Working Grougefines a Web Servicedg a

software system designed to support interopemsdat@ingaciigraction over a network. It has an
interface described in a-prachssable format (specificallyOM®DkYystems interact with the

Web Servicea manner prescribed by its description usesg3ag@#Rypically conveyed using
HTTP with an XML serialization in conjunction with -otieet Wedbe dBoatht e al.d ar ds . 0
2004)

Sincehe W3C working group notea technical documeatnore suitable definitiaao A

Web Servisa software application, accessible on the web through an URL that is accessed by clie
XML based protoseist over internet protocols. ClienWelr&syiggplication through its
interfaces and bindings, WébiSeited i eei d &€ foinn & c n
(Brydon et al., 2004)hisdefinition further explained, it can be stated that Web Sergces

program method#hich can be invoked over tmernet using widely adoptediustry
standardprotocols. h broader terms, Web Serviaes a set of innovative acohtinually

emerging échnologies which havseignificantly expaed the role of automated
communication and data sharing between software tagpdicen remote computers. Web
Serviceschieve this by integrating a system of distributed compuriagthe existing

infrastructue of the public interng¢iMysae, 2003jWusteman, 2006)

Since their development, Web Senhiegs beewontinually evolving and it is due to this

that they are still wieed aghe future of distributed computing solutions. ifiteal Web
Servicesechnologywh i ch or i gi nat ed (Ogbujit 20@8puinencandt o | at e
extended thelient server architecture which preWoladbeenbuilt upon the mainframe

distrituted solutior{iMysore, 2003nd this is continually being added to and supplemented

with new methodologies, standards and protocols.
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The commonly accepted meani nigbasicfterntinblegy areer m 0 We
services offered by one application to othercapipis via the World Wide Weblients of

these services can merge with them to form asendapplicatiortp enable busiise

transactions, or to create new Web Ser(\¢asteman, 20Q6\Web Services utdisand

adhere to a concept which is termed 0l oose ¢
independent, discoverable and are expressed wdlsselbing interfac@glysore, 2003)

As Web Servicesmphasise interadility, theyare based on open standards aired

independent of specific programming languagfesmitionsharing value chaiean be

easily formed between suppliers, organisations and custdhmrs expensive overhead

andaneed to rewrite afar implement compleienew system&requentlythey can just

quickly and inexpensively connect existing systems to other internal applieatiensabr

applications used bwriouspartnes and customef8rydon et al2004) This enableshe

unlockingof valueby preserving ingment in older applications and this is achieved by
connecting them to enterprise portals and integrating them with new applications. The ability

to create loosely gpled, dynamic arrdushle components also lets enterprises implement
innovative business models by offering so&wndemand as servid@ddysore, 2003This

is revealed in a CIO Magazine article which étitds Servicespr omi se i s t o ena
to integrate and reuse software glreadyédilt c e t he hass| dPattomd expen
2002) Web Serviceely mainly on thEML to define and represent these interfaces. XML

is an industrgtandard and system independent way of representifigycdata, 2003)

While the core technologies of Web Servacesrelativelyeasy andpredominantly
economical to implement, the difficultiespadvidingservice levelthat can be assured,
dependable network connections, vigiog secure communications and automating
businesgractice and relationships have only in the past few years come to terms with being
addressed anfdlly resolvedindeed these are constantly evolving in tandem with Web
Service technologies themsellitess widely accepted th#feb Servicessues such as
standards, manageability, and securityghaeen identified to be tiehighest priority for

an enterprise deploying Web SeryResg, 2002)
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Figure 1- Web Services Setup (Author, Adapted Castt@on, 2003)

Figure Ishows a basic graphical representation of a Wfababervicesetup. It shows the
interaction between client, server, interfaces and a directory. All of these interactions require
protocols or rules to exist. These @reXtensible Masap Language (XMLJii) Simple

Object Access ProtocoBQAB, (iii) UniversalDescription, Discovery and Integration
(UDDI) and (iv) Web Services Description LangualySL). These are explathén

greater detail in section.2.3

One of the st distinguishing features of Web Senrigcmat they allow programs rather
than humans to exchange information and commands arrtheffXML messages. In this
waythey resemble workflow software which is widely useddowntthe amount of time

organiations take to process documents.
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It is importan to recognise that the use of informatiechhology alone de not derive
business benefithenefits flow from the use of information technology. Information
technologyenables people to do things differently and thasasaproduce the hefits.

Web Serviceis a technology that enabpeple to do things differently.is within this

context that Web Servidesve become important as well as a key grouping of technology
for the future of enterprises. Web Seneacessupported by most the key players in the

web technologyrena such as Microsoft, Sun and IBM thus guaranteeing that Web Services
technology has a future and that Web Seaned®re to stgigrydon et al., 2004)

2.1.Web Services Kolve

In order to attain a comprehensive understanding of Web Services it is essential to consider
the history and the evolution of the technology itself. This is due to the fact that the various
alliances (Ariba, BEA, Userland) and major vendors (MicrodsftStB Microsystems)

that have become prominent in the development of the technology are in fact the major
driving forces behind Web Services. Also, these same groupings currently have and will
continue to have a strong influence on the future directigvebfServices. Indeed, a
reoccurring theme is that of the different vendors and consortiums endeavouring to place
its offering to the forefront of the Web Se
competency. In this unpredictable environmentiédvelopment and future paths of Web
Services may not be driven by what is in the best interests for the development of the
technology but rather what suits the vendor, which at any given stage of development has
the edge over its competitors. This itedtan subsection 2.1.1, where Hewlett Packard
(HP) actually suppressed a theoretically superior technology in favour of technologies that
were not as consistent but which had more widespread industry backing and developer

support at that particular momeéntime.
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2.1.1.Pioneering Web Services

Inthear | y t o poneereddd ® redtube the well documented technical and

cost problems related to distributed systems. HP moved from its ovemcighIX

platform, minicomputeElectronic DatdnterchangeEDI) and distributed @nt/server

computing to modern Web ServicesThi s | eSdp etack OHMb'ed n@e rel eas
199. This was probably the first Web Services technaludyyit was he first

commercially marketed Web Seniiopéementton. It utilisedprotocolssuch as HTTP

and an XML data representation method, which weeexig in nature. This offered a
typesefvibeesd which could be rapidly and ea
0-8peakd technol ogstentmadsa fanmofieliblenservice than ovimas |

was then being offered, HP abandoi&peakin favourof the more mainstream Web

Service technologi@3gbuji, 2003)

Around the same time period Dave Winer, the head of the less coxedrdiased
communiy called &Jserland , d e v e |-RPE e(eXtenXiWeL Matp Language
Remote Procedural Call). It veasespeciallgimpleapproacHor calling functions on a
remote server, using HTTP and XML technologies.entire specification was only a
few pages longnd XML-RPC was vg popular at the initial stages of Web Services
development. This was due to the development of many open, low cost ardekcense
implementations which led to high levels of interoperability. But due to its lack of funding
and earlyarrival, XML-RPC failed. It had somdefidgencies in meeting certain
requirementsn example being its retiaron ASCII strings alomeeaning it is giable

in Englishonly contextgOgbuji, 2003)

While XML-RPC was being developed, it became appard@ EDI industrythat by

utilisng XML and Internet protats, initially EDI over email (SMT&)d the internet

(HTTP) avoiédsignificant overheads and expenses associated with technologies such as
ValueAdded Networks (VANs)The European base&uropean @mmittee for
Standardization/Information Society Standardization System (CEN/ISSS) and US based
XML/EDI group were working on different and more reliable ways to encode EDI

transactions over the internet as these would generally resemble line noiséAths XML
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this workled toa formal standarfibr e-busines XML (ebXML). Sun Microsystems, at

the end of 199%ere involved in a séffiposed eighteenonth development perioddan
embarked on a joint project wi@ASIS, an XML pioneer, and the United Nations
Centre for Trade Facilitation and Electronic Business (UN/CEFACT), a key organization
in the development of traditional EDI which led totlher version called Sun ebXML
(Ogbuiji, 2003)

2.1.2 Genesis of Current Technologies

In 1998, a small specification whatlbwed for structured exchange of XML documents
began to take shape among a small group of corporations, irMiachsgft. This was

called SOARNd due to various political reasons it was not releasedptobtic in its

original formgOgbuji, 2003)The currenapprovedrersiamn of SOAP (version 1.2) at the

time of writing was released in 2003, the latest status of this can be checked at
http://www.w3.0rg/2000/xp/Group/

Initially there was competitidor positionng of SOAP (which was publicly led by

Microsof) and ebXML(which was publicly led by Sun Microsystereghe standard

protocol for delivering data over HTTR was apparent that the magarporations

realised that Web Servicee r e seen as t he Oandossdd bybtheg t hi n ¢
0 gssr 0 o threu@h support that started in Userland, the same community as XML

RPC. This was due to the fact that it was not as simple aRRX®and it addressed

most of XMLRP C3d s s h ¢Qgbuf, 200d)t s gticeable to point out thall the
majorcommercial corporations backedopen specificatiamhich is extremely unusual

in the ultra competitive technological sector

As SOAP is a comumications protocol, a specedidanguage/as then required to
normalise Web Serviceetadata. One of thearlier effortsWeb Interface Definition
LanguageW/IDL) was geadetowards the firgjeneration of Web Servisggstems such

as XMLRPC. WIDL was designed to imitate the function of Interface Definition
Languages (|1 DL®3s) ahdCOM, btarr XL forsmm@8DNh2003C OR B A
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Mi crosoft and | BM created competing speci f
was called Service Description Language (SDL) and SQ#&cCLanguage (SCL) and

| BM6s was called the Network Accessible Sel
of these technologies paralleled each dibwever,after some procrastinatiand

coupledwith a similar technology from Ariba, a proprietacyinology ampany, all

stakeholders united to form WSDthich is now thaccepted standaf@SDN, 2003)

The next problem to be addressed was the problem of disabaemyas required was a

system ofdirectories. That ia type ofel ow pagesd for Web Servi
enabl e required ser vi c @ same thrbee corgofatmnsn d 6 0\
Microsoft, IBM and Ariba which worked on WSDL also worked togetreemay of

merging their different discovery systems intommeh becam&DDI (Ogbuji, 2003)

(UDDI, 2003)

‘Email

‘EDI

‘Minicomputer ‘

RPC's

|‘XML ‘

‘ e-Speak, XML-RPC, SOAP .9 ‘

‘ SOAP and WSDL ‘

WS-l / wWs-Security |

1970 1980 1990 2000 2002 2004 2006 ‘

(Scale Change)

Figure 2 - Distributed Computing Timeline (Adapted, Ogbuiji, 2003)

Figure 2 shows a graphical representation of the timeline of the evolution of major Web
Service technologies. It starts initially from simple email and EDI and gradually developed
to the current Web Service Technologies. Current developments regasding the

technologies such as \®&curity are also shown in Figure 2.
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2.1.3.Consolidation and Competition

In order to stabilise the Web Services approach to delivering robust, secure and
interoperable systems, the past few years have seen a period of consalittagion fo
industry. Major vendors and corporations have converged together to work on the widely

accepted and established core technologies of Web Services that emerged since its

i nception in the mid to |l ate 199086sr, namely
vendors (IBM, Microsoft, SUN, HP and Oracle) and-fargirofit standards

organi sations (OASI S, W3C) all working tog:¢
stackd. This encompassed the different | aye

from physical network, middleware and right up to protocols and technologies.

Another notfor-profit organisation also sprang up, the Web Services Interoperability
Organisation (W8 but rather than creating new standards this organisation concentrated

on delivering a o6profiled of standards der
Yet even with all these attempts to resolve ongoing discontent between corporations and
standards organisations there are still contentious issues arising, afrihgswlcite the

devel opment of Web Services continues. | s ¢
structure, which by its nature slows down the development and adoption of new
technologies. There are differing schools of thought arising here as soimédterito

allow Web Services to develop as it has done previously and not restrict what is seen as
progress while others feel a more structured approach is required to attain certain levels of
reliability. Other issues regarding intellectual propghis and Sun Microsystems

omission from W for political reasons have all aided the slowing down the progress of

the Web Services stack and it appears these will be ongoing for at least the immediate
future. What is essentially required for consohdafioNeb Service is for the Web

Services stack to be filled out. Security is currently being addressed but also business
process integration and integration into software development tools must be examined if
Web Services are to succeed in meeting the thattheir initial development were

intended to satisfy.
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2.2.Advantages of Web Services

This section willidcuss the benefits offered by Web Servitese are many advantages

for both the @veloper and organisation. Web Seraieseen as the natural heir to EDI

in the electronic business to business mékgdon et al., 200é4nd from a historical
perspective, they represent the convergence between th@sgeniated architecture and

the web. A Systinet (A major Web Services solution provider) White Paper, entitled Web
Services: A Practical Introduction, stateab Servibease emerged as a powerful mechanism
for integrating disparate IT systems and assets. They worpteinteehidelygas and are
governed by commonly adopted\&dn8ardsas be adopted incrementally with little risk and at
low cas(Systinet, 2003J he following are descriptions of key advantages offered by Web
Services.

2.2.1Interoperability

Interoperability is a key advantage of the Welic&eoncept It enables aariety of

software platforms and architectu@sun different distributed services. Systems and
solutions are oftendded by organisations over time as they are requivese T
commonly camot communicate with each othdrileit may beomenecessarin time

for these systems iateract with each oth@rydon et al., 2004yhe addition of new

systems and solutions can be achieved on a planned basis involving large overheads or on
anadhoc basis involving poor planning. Web Services offers a solution to both of these
issues by lowering the overhead required and negating the future proof requirement of a
systen{Curbera et al., 200¥yeb Servicedfer this interoperability that may be required
provided the systems can be web enéBigdon et al., 2004)
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2.2.2 Flexibility

Web Services also offer anamigation the ability to be flexible within its business area as
new alliances (joint partnerships offering synergy), can be dynamically generated due to
Web Services complete interoperalfiiijam, 2002)This charaetistic can also be
reversed to enable decoupling, for example the changing of supplier in a supply chain
management systeifools developed to support Web Servipesvide the abty for
developers and orgaatisns to move quickly and easily from ongiguration to
another(Brydon et al., 2004)his offers new market opportunities, greater freedom to a

dynamic enterprise and the opportunity to develop dynamic value chain businesses.

2.2.3.Utilisation of the Web

Businesgan utilis the readily available medium of the World Wide Web to assist in the
businesses operations. An examptlisfmay be for a supply orgatian to make its
database dfs inventory avéble to its vendors through a Web Service. The flgxibilit
offered by Web Servicedll lead to an improvement in supply chain management
(Brydon et al., 2004l)he ready availability of this medium also enables an organisation to
concentrate on focused and value added tasksr than having the burden of

developing an application specific medkarrell and Ferris, 2003)

2.2.4.Integration

Legacy systems exist in most companies and it may not be economical to completely
disregard an old system and migrate to a new sygémnServicgwovide developers

with standard ways to access middle tier and back end services such as database
managemérsystems and then in turn integrate them with other appli¢&igdsn et

al., 2004)A key benefit offered by the implementation of Web Services is this greater
agility and flexibility to interact with existingcegsstem@urbera et al., 2001)
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2.2.5.Freedom of Choice

Web Services offex new emerging market place for developing tools, products and
technologies. Thisas led to orgamisonsbeing offerech wide variety of choices and
allowed them to choose configurations that are bésd sio those individual
organiations need® Web Servicean help expand applications and services to reach a
wider base of clienypesregardless of wdh platform the client is based. Examples of

this can be aava platform, Microsoft platin or even a wireless platfofianydon et al.,

2004) This is enabled a#eb Services are largely basad commonly agreed
specifications. These specifications relate to structured data exchange, messaging,
discovery of services, interface description, and business process orcli&daation

2002) This is achieved thrgh various technologies that are explained in greater detail in

section 2.3 of this Dissertation.

2.2.6.Programming Productivity

A key success factor in the software development area is the ability of developers to
reduce the timt-market of a product. I inecessary for applications to rapidly develop
from prototype to production and even after productionevolve further and
continuously update the software. Before the advéfelmServiceslevelopment teams

had no standard means to access servigaisede by mukiier applications or of
accessing various different clients. This was a major inhibitor to software deiebpers.
Servicesby using standard and accepted commonalities helpré@énprogramming
productivity(Brydon et al., 2004)his benefit also relates to the interoperability benefit as
outlined in section 2.2.1, more specifically regarding the negating of issues of overhead
and poor planningWeb Serviceallow for encapsulation of code and tas be
delivered as streams of services and offer ubiquitous (Actzeas 2002)Previously
application development wsignificantlycomplicated by the necessity that individual
applications offer support uniquelyotte specific clienEor proprietary technology t

offer support to several types simultaneously, separate and unique clients needed to be
developedor each platformWhat Web Services offers igégolvehis particulamaspect

of the application development proaelssre only one client needs to be developed.
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2.3.Web Services Core Protocols and Standards

To fully understand the benefits offered to organisations by Web Services, it is beneficial to
examine the underlying fwools and standards which Web Services rely on to inter
communicate. Web Serviegs built upon opeand already industry standard protocols

such as HTTRnd XML These standards are typically setantained by independent,

not for profit standardsrganiations composed of a diverse membership. Members submit
various requirements for the standard and agree to a specification after many review phases,
resulting in a free and open standardnupbich any group can build Web Service
compliant applicatisand tools. A critical component to enable Web Services functionality

and ultimate success is the creation and support of common standards for Web Services
(Kreger, 2003)

Three of the major Web Servisemndards groups are listed as follows. Firstly, World Wide
Web Consortium (W3C) is the-fdeto leader behind the largest number of adopted
standarde the Web Services area incigdhe veb building blocks sm@s HTML. The
W3C Workshop on Web Servi€dsSWS), in April of 2001, atiged to plan the future

of Web Services. Web Servigetil now, had been developed outside of the W3C, either
by individual corporations or by ame consortia. Bringing Web Services under the
umbrella of other @b standards such as HTML and XWas agreed artie W3C
undertook this taskOgbuji, 2003)Secondly OASIS, another consortium of vested
interests and the source of the original specifidedimnwhich XML evolved, as well as
the home of the current XML and Universal Description, Discovery and Integration
(UDDI) specification. FinallyyWeb Services Interoperability Organisacots as a
watchdog group to ensure interoperabid@yween imptaentations of Web Services
standardéRogue, A1)
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2.3.1 XML

As with humans, Web Services can communicate because they all speak the same
language, in this case called XML or eXtensibleudatknguageXML provides a

standard way talescribe information sent between two systems. Previous to the
development of XML there was a hybrid called -RRC. The XML language that is

used today was developed in 1996. XML is alangizage, meaning it is a language for
defining marup languages like HTML. It uses tags to mark pieces of data, each tag
attemyps to assign meaning to the data associated with it, that is, transform the data into
information(Coyle, 2002)The main feature of XML is that its syntax is flexible by intent

and this enables the definition of service description languages and protocols. As a result
of this there are a number of differenglaages derived from XML, suctebXML and

Weather Observation Maukp Format (OMF)(Band, 2003 b)Even thoughXML
documents are not principally designed or intended to be read by humans, the XML
specification clearly states as one of its goals 0L d o c u me n tlegiblesand ul d b ¢
r eas on dbBrdy et alg 206&lowevér XML alone camot guarantee this trouble

free communication and a family of three XML based standards have emerged as the de
facto standardfor implementinglVeb ServicesThese are WSDL, SOAP and UDDI

(Laws, 20B).

2.3.2.WSDL
The WC3 define®/SDL or Web Servic&escription Language@asAn XML f or mat

describing network services as a set of endpoints operating on messagesdentathing either doc
or procedarented information. The operatiessaged are described abstractly, and then bound to
a concrete network protocol and message format to define an endpoint. Related concrete er
combined i nto abBothea alt 20@4)V801 onian dewelopédsie r vi c e s
September 2000 by Microsoft dBW. It is a standard mechanism, written in an XML
vocabulary to describe what a Web Seraitelo, where it resides and Hiswnethods
can be invoked. WSDL is an XML documeat tiefines kb the inputs and outputs of
a Web Service, describes what functionality a Web Servicandffecss as an interface
for other application€urbera et al., 200Zhis makes the developers job much easier as
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all the developer needskimow to utilisewvailable Web Servieceshe WSDL filéBand,

2003 b) The WSDL file defines each service offered in the foem end point or a

port, leading to a network of ports where each port supports a collection of different
operations specific to that end point. The actual operation of WSDL contains five
elements. The <type> element, as its name suggests definestyipesi#tat are used

within messages. The <message> element states the format of the message, for example
input or output structures for the Web Service. A <portType> element defines a set of
operations while a <binding> element maps the operations defiagubrt type to a

protocol and a data form@taws, 2003)

2.3.3.30AP

SOAP orSmpleObjectAccesdrotocolis an XML based protocd\. Reuters Business

Insight paper on Technology and eCommer2008describeSOAPas a simple and

lightweight mechanism for creating structured data packagesniobedwssen network

applcations. This is suitable as the current SOAP version 1.2 framework issued by the

W3c sta#sthab Two maj or design goals for SOAP are
to meet these goals by omitting, from the messaging franseearfte fefunesithdistributed
systems. Such features include but are not limited to "reliability”, "security", "correlation”, "routing
"Message Exchan (GadgiP ettalt, 2008)sotder toMeBabIsNeb 6
Serviceshoth sides of a communicating process must agree on some set of rules for
talking to each otheHTTP was not designdd support this capability and \&&b
Servicesitilises the World Wide Web to communicate it was necessary to generate a
means to accomplighis. SOAP was created to accomplish tBise of the main

implications of SOAP is a change in mind set regdrdimgdistributed computing
operategCurbera et al., 200Previous to the development of SOAP, there were three
options for achieving distributed computii
Component Object Model (DCOM), Sun Microsystems Remote Method Invocation

( RMI1) or Object Management Groupds Common
(CORBA). All of these technologies are still extensively used. Their limitation lies in the
fact that they restrict the -pouptlhatisgb, r eac
inflexibility due to dependencies on vendor implementations and platforms. Also none of
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these protocols operate effectively over HTTP. With SOAP, the potential area of
interconnection encompasses the World Wide Web, which is why there is s4ch inten
interest in technologies that can leverage the power of (80OWE, 20020ne of the
technological solutions offering this leveraging capability is Web SHrigcesswhat

SOAP is and it is the standard for XML messaging for a number of different reasons.
SOAP is a relatively simple protocol, definitignalayer that buildsn top of existing

World Wide Web oHTTP technology already broadly implemented., SI8AP is

flexible and extensible in that it does not try to solve all of the various issuesrslevelop
may face when constructing Web Serbiges provides an extensible framework that
allows solutions to be incrementally applied as required. Another point to note is that
SOAP enjoys broad industry and developer conyrsupport(Booth et a] 2004)

(Band, 2003 if).aws, 2003)

2.3.4.UDDI

UDDI or Universal Description, Discovery and Integration, which is governed by
UDDI.org whichstatesiThe Universal DescriptioneBisoay Integration specification describes

a conceptual cloMdebf Servieasl a programmatic interface that define a simple framework for
describing any kindedf Serviddée specification consists of several related documents and an XM
schema thikefines a SOAP based programming protocol for registerivglar@edisx®/ering

(UDDI, 2003) The UDDI has two componentsirgtly & Web Services uiighe

internet as a medium, there must be a universally accepted mechanisneddoBedvic

each other ovethis medium, namely@s peci f i cat i-msed ihfamation i st r i
registriesWweb Servicgs/DDI, 2003) Secondly, there needs to be some mechanism to

learn whatWeb Servicesre available, ap u b | ibtelsgt ofamptementations of the
specification that allow businesses to register inforiWatio§ eabgiasyheffer so that other

busi ness e@DR,&003)Withim JDDi, &ineXML fike is employed to describe

a business entignd itsWeb Serviceffering. The information provided in this UDDI

Web Serviceentry is in theory divided into threee par at e secti ons, t h
pageso0, oyell ow pagesd and o6green pageso.
uniqueidertifier details. Yellow pages contains grouping information based on industry

wide standard classification and green pages include, if required pointers to file and URL

discovery systems as well as references to specificatyab Bervicetn essencehe
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UDDI creates a common place for storing and accessing information like what services
are available, what their interfaces I&ekaind where they can be fo@Bdnd, 2003 b)
(Laws2003)

2.3.5.How XML, SOAP, WSDL and UDDI Amalgamate

When a service provider wants to make an application or service available to a client,
WSDLisused asamt er face to define this Bay ti cul at
2003 a)This service is then registered in the UDDI regisDfpl provides a way for

clients to identiffWeb Services on offeFypically the client of a servimecessesis

UDDI registry to learn what Web Servigesavailabl® themand their location. Once

it haslocated the service that corresponds to its requirenteatguires the WSDL
description of the service ane thccess point of the servicke Tlient then usehkis

WSDL description to generateS®AP messagéo invoke the required methodse

client then encodes this information and communicates it over standard web protocols
using XML interfaces and XML megsa which any application in turn can decode
(Laws, 2003 Curbera et al., 2002)

The Next Lay/aMS -SéaMsrity / Com

Universal Description, Discovery and
Integration (UDDI)

Simple Object Access Protocol (SOAP)

eXtensible Markup Language (XML)

Stack Common Internet Protocols (HTTP, TCP/IP)

Figure 3- Web Services Stack (Author)

Figure 3 shows how each protocol or standard builds on the preceding standard or

protocol, which | eads to the formation of a
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2.4.Commercial approaches to Web Services

Web Services offer many usesrganisations including direct access to applications on
the internet, internet based application to application (A to A) and business to business (B
to B) integration on intranets. If a technology solved or overcame even one of these
problems, it would bmteresting to corporations who develop and sell this technology.
However, a technology that solves all of these is certainly of interest to the bigger
information technology organisations and leading players in emerging technologies. It is
worth taking adook at how each different major information technology vendor has
approached Web Services. Most have endorsed the key technologies XML, WSDL, SOAP
and UDDI and are exploiting these technologies but all have in their own way developed
Web Services in a ythat highlights that organisations core competences. What follows
are five different major vendors approaches to Web Services, these are (i) IBM, (ii) Oracle,

(i) Hewlett Packard, (iv) Sun Microsystems and (v) Microsoft.

2.4.11BM

IBM was one of the firsiogporations to see the value and capability that Web Services
could offer. I n seeing the potential, the
with Microsoft from the beginning. IBM implements its Web Services technology under
WebSphere,ab@én whi ch i s | BM6s blue chip enterpri
relation to Web Services is using it to allow for diverse applications both business to
business and application to application software intedidiot, 2003 d¥5ottschalk,

2000)

2.4.2.Oracle

Oracle, typically have taken a more database orientated view of Web Services, given that
Oraclebds core competency is in the databas
which exposes operations on data, utilising Web Services and SOAPanilkss s

integration offers organisations the ability -enggneer any legacy database systems and

also utilise Oracles superior knowledge of database applicationssTpissibly the

initial reason for investing in an Oracle based s{Baem, 2003 a)
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2.4.3.Hewlett-Packard

Some of the original concepts involved in Web Services were pioneered with what

He wl et t Pac8mpeakdc.al TRids 6was very similar t
Services. The initial proprietary technology associated-Sptale has now mainly
disappeared and been replaced by SOAP and WSDL. This was due to the fact that HP
could not attract the required support of the mainstream IT corporations for the
technologyBand, 2003 aNow eSpeak has beenbrmnded &ervices and it supports

SOAP, this shows exactly how important it is for a corporation which has developed a
technology to have it gain widespread IT community support and therefore make it
standardEMA, 2006)

2.4.4.Sun Microsystems

Sun Microsystems, as the owners of Java, is seen as the major rival or competitor to
Microsoft. This may be a reason why Sun was initially reluctant to shef idézb

Services. Web Services were seen as a Microsoft dominated technology and in conjunction
with IBM were leading the technology development and pushing their own standards.
Eventually these self promoted specifications did become the Web Serares Ste

core Web Services technologies are -wemitior and Sun developed an Open Net
Environment (Sun ONE). In doing so, Sun then became a supporter of WSDL, SOAP
and UDDI. An example of how each corporation tries to push its own technology to the
fore front of Web Services is Suns attempt to position Java as the standard for creating
Web Servicg8and 2003 a)

2.4.5.Microsoft

Mi crosoftds . NET initiative is very focused
core Web Services technologies from the beginning. This .NET framework provides huge
support for implementing Web Services. The main asp@&8PISIET, with which

developers can write applications and then expose these as Web Services. With .NET,
there is no need to create a WSDL interface or write code to accept SOAP calls. By
placing the key word 0Web Methehmetdodisthen f r ont
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exposed with ASP.NET automatically initiating the generation of a WSDL interface and
writing the code to allow SOAP access. The Visual Stuido.NET development tool fully
supports Web Services and allows developers to create clientsasmerchAll this
support positions Microsoft to be at the leading edge of developing Web Beanvites

2003 a)

2.5.What Next for Web Services

It is difficult to assess definitively what the future holds for Web Services as the technology

is constantly evolving. Many differing opinions have surfaced regarding the entire spectrum

of Web Services, fisndamental technologies and its future development. It is hard to get a
consensus or general agreement on Web Services other than the opinion that the
technology will continue to be utilised as a distributed computing solution in the future.
Thisisdued a number of factors but most signifi
in the technology. Whether this will be as a stand alone idea that services are exposed and

client access them or as part of an overall SOA.

The Author contends that SOA a conceptual style of deliverarg overallloosely

cowled ISarchitecture for an organisation. It involves merging service provider and service
consumers to achieve a goal. SOA is also an architecture that supports integration across
diverse systentSOA reorganises information systems as independent and reusable services
that can create a flexible environment which an organisation can successfully. operate in
Business and technical services are published using industry accepted, open protocols and
standards that can be utilised regardless of the underlying platform. This technical
independence offers the standardisation of business processes and collaborations both
internal and external to an organisatiRapazoglou, 2003 OA is not a new theory

derived after #n emergence of Web Seryviceswever SOA has now emerged to
encompasg/eb Servicedue toWeb Serviesability to offer the required encapsulation of
reusable prograntizat is required by SQ&prott, 2004)
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The evolution from mainframe and tightly cedpto Web Serviceand SOA distinctly

reflects the change in perceptions of business processes and information systems. SOA is
both a business transformation andewaalvinginformation systensolution Business
opportunities arising from SOA can radicter an organisations approach to its business.
Equally SOA offers opportunities to enable technical capabilities beyond platform
independence thus enabling added functionality. SOA capabilities are flexible in both
business functional and technologerahs(Sprott, 2004)

Various industry commentators have varying opinions on the direction, use and credibility

of the technology in its current incaworatiWhat is certain is thall major software

vendors ee delvinginto Web Service® some extenAnne Thomas Mags, in her book

0Web Services: A Manager's Gualgports this viewpoint by stating, t seems as i f
is at least playing WithService&lmost every software vendor is buildind\&ipSanvioes

into its platforms, languages, ahdelbo@srvieawmble amany integration, supporting any
programming | anguage, any Thisuante imezprefed ast f or m,
showing that vend@rintent is shown by their inclusion of suppotfeb Servicasithin

their softwar@roductgManes, 2003)

Robert Wagner, the director of solutions for RCG IT's Web Services, a provider of IT
professional services is of the opinion that business driving forces will beacioiajo

the delivery of Web ServicesThe maj or business drivers 1inc
norcore business functionality; quick and easy business process integration and adaptabil
centralized, t@ak availability ofcesrviegardless of pléffeiinServiees the bushessdbling

t ool to extend the enterprise €€ these drive
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Eric Newcomer, Chief Technology Officer with lona Technologies has predicted the total
integratio of Web Services to a comparable level with Microsoft Off@e. er t he next
to five years, IT departments will specialize morgveb Geveitpaspecific functions such as
accounting and billing, while business departmerdswelbpalerityieb Servides actual

applications such as order entry, inventory management or claims prédebsieyvitéy? Because
tools will become as simple as Microsoft Office tools atevidaditoritedigivill evolve toward

the orchestration of s er(Newcoees208)d wi | | be u

Neil Macehiter and Neil Waldlut t on i n a white paper called
Factorsdé6 contend that the idea behind SOA i
basic ideas eompassed irserviceoriented architectureas it applies to application

architecture have roots stretching back at leastthi y ear s .19 @apgdddnPar nas
the Criteria to Be Us erefersitq)or 2leesonk@passthiang Sy st
are commonly exmptos sfsSOA.Thay rconténd thabyweb Services

technology has added new colour to the SOA picture, because it has the potential to enabl
integration and development to be carried out flekilaly rantipbpidifferent levels of scope and
abstracti@nndependently of the underlying implementation technology. Whereas most earlier mic
technologies provided development and integration flexibility benefits at the ldvels of individue
programs or possibly distributetVgysengitashnology has the potential to glue software together
across industry, organisation and geographical boundaries as well as across application, system
b o u n d(MacahitersanddNaidutton, 2005fParnas, 197.2)

As Web Service implementations are now common placelgaarsationapplication

design and integration, A Gartner report in 2005 predicts thabridpsisationare now

consolidatig and looking for predictability and continued simplicity from their existing

Web Service implementation. As an organisation accesses this first generation of Web
Services this meanmextgehnee r WdahpSemcdwilh forathei on o f
immedate future be subdued. The report stateothhae we r WebvBervistmhdardsd e d

will be introduced in 2009 than were introduced in 2005 (0.8 probability). By then, though, fresh it
standards wi || e m(Biscgjteet dl.,r2008)hisimeting that IGartaer qu ar t
predicts that established vendors such as those mentioned in Section 2.4 above have

dictated the direction armdmetaddasrudch wp wIE
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Amazon will become more influential by the year end 2008 and will contribute and further
develop the standards process in the future (0.7 prob@isity)ti et al., 2005)lso this

report states that as Wednfces are so widely available that organisations are currently
exploring these with out actually realisingi\eb Servitbat are externally available are
increasingly common and attractive, and enterprises will explore them, atmastawithout knowing
global level. By-e@&i2007, 25 percent of the Global 2000 will employ an external Web service in
strategic application (0.6 probability). o

2.6.Summary

One of the most prominent developments in information technology in the past 10 years is
the dea of Web Services, an innovation that is backed by all of the major stakeholders in
the information technology sector. Web Services are standards and protocols for
developing and deploying software applications while utilising the internet. Web Services
utilise existing technologies and infrastructure such as XML and the internet by adding new
technologies such as SOAP, UDDI and WSD. These together deliver a platform
independent mechanism for offering integration, flexibility and interoperabilitylyinternal
within organisations and wilt external organisations. There are six main areas that Web
Services offer benefits to an organisation, these are Interoperability, Flexibility, Integration,

Utilise Web, Freedom of Choice and Programming Productivity.

Thesenew technologies have taken time to develop and become industry standard. Not for

profit standards bodies such as W3C and OASIS along with major software vendors have
for the past 10 years been creating and establishing new technologies and stamdards whic
will enable Web Services to deliver on the technologies initial potential. These standards
and technologies are still currently evolving to offer more secure and process specific task

driven Web Services.
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The core technologies of XML, SOAP, UDDI and W®Pperating over the internet are

the basic premise for any Web Service implementation. Each major vendor has developed

its own commercial offering based on these core standards but offering its own aspect,
mainly in an effort to highlight that vendor
offering a database specific approach to Web Services as database technology is Oracles

core competency.

While it is noticeable that Web Services have evolvedhdrobie beginnings to offer

large multination and global organisations a mechanism to achieve a level of business
flexibility never offered before by an information system, what is also evident is that the
technology is ever evolving. This can only be fpvothe Web Services paradigm as
vendors are striving to offer more secure, robust and task specific delivery of Web Services.

In the next Chapter organisational factors will be addressed by the Author. The link
between information systems and busistasegy will be examined and a model is
presented to the reader which aids the understanding of this. The effect that an information
system can have on an organisation will be examined through separate sections on (i) How
Information Systems Add Valué), Siystems that Enable Competitive Advantage and (iii)

Problems Integrating Information Systems and Corporate Strategy.
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3. Organisational Factors: Information Systems and Business
Strategy

In Chapter 2, the Author addressed technolagpalts of Web Services, such as protocols

and standards. Along with this, Chapter 2 examined the history of Web Services and the
evolution of Web Services technology. Chapter 2 also identified to the reader the advantages
that are offered by a Web Serbaased implementation. In Chapter 3, the Author presents
organisational factors to the reader. The link between information systems and business
strategy is examined and a model is presented, which aids the understanding of this link. The
effect that an fiermation system can have on an organisation is also shown through
separate sections on (i) How Information Systems Add Value, (i) Systems that Enable
Competitive Advantage and (iii) Problems Integrating Information Systems and Corporate

Strategy.

Information systems and business strateginextricably linked. The strategic impaa of
information systens difficult to quantify butt exists all the same. The effect of information
systemsnd technology on an organisatsingtegy can create a contpetiadvantage for
that organisatiorinformation systems and technologyether with the correct business
strategy can put an organisaiioa stronger position to be more competitive and successful

in their chosen areaa otherorganisation@Nickerson, 2003).
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3.1.Information SystemsAdapting to Changing Marketplace

Change has emerged as a major characteristic of the markattforces and business
environment. Banges in both business and technology are requirin@daptin of

roles and structure farganisationslnformation systems are therefore centrahrto
organisations initiatives such asngineering, knowledge management, the creation of
ele¢ronic channels of distributicend in the recent pashe develpment of digital
business strategi@i3iRomualdo and Gurbaxani, 199B)e most noticeable exalm of

this is shown by the Delbmputer corporatioriDell, 1999) The ROI in information

systems is a contentious isstele there is evidence to support a positive return there is
still a huge amount of scepticismraunding the issue of whether information systems
creates valuerfindividual corporatior(&ramer et al., 1999. &)deed, one of the reasons

that an organisation gives when holding back on the research or implementation of Web
Services is due to the factttitas difficult to measure the ROI on any new technology.
The effect of this reasoning is #ietd. In one instance it protects an organisation from
wasting investment in technologies that may prove to be a waste of capital, and on the
other hand it maygleny an organisation the opportunity to take full advantage of an
innovative technology which can benefit an organigatidrews and Hotle, 2003)

3.1.1Changing Role of Information Systems

The role of information systems has evolved since information systems were first
developed. The initial idea consisted ofngatingthe existing manual and premputer
mechanical processes, which was quickly succeeded by the rationalisation and integration
of systemsTraditionally in these forms, information systems negegded primarily as

an operational support tool, aretendarily as a service to manage(datke, 1995)

and was not even considered as a core competency@faisationHowever during

the 1980s, another capability was recognised. Information systeexsoha] in some

cases been critical, the mplementation of an organisati@tstegy. This leth the

development of the terntrategic information system
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A strategic information systesnan information system which supports an organisation in
fulfilling its business god(Slarke, 1995An alternative interpretation of the term is that

it is not necessary a particular information systeinrather the combination thfose

parts of an orgamisors cluster of information systems which provide information into
its strategic planning procegstggins, 1989)

Organisationsre currently experiencing more volatile marketplaces, global competition,
shortened product life cycles, customer pressures for tailored offedingghten
performance standard$dy increasingly depend on new information systems to gain or
maintan competitive advantage. The information systemponents in business
solutions must be constructed rapidly and effectively despite the massive changes in
informationsystems product capability, a restructured supply industry, potential shifts in
system development approaches, and new ambiguities in terms of what should be
regarded as a businsgke versus a technical specialis{fesney and Willcocks, 1998)

It is essential thaan organisationability to change and be flexible is dynamiben

current economic environment. The underlying idea is that in the context of ever
increasing compve environments, organisatiomgjuire higher levels of strategic
flexibility (Brynjolfsson and Hitt, 199@his in tun demands more flexible orgatians

and processes, which in turn reggimore flexible underlying information tebigy

infrastructures to accommodate (Bimadbent and Weill997)

3.1.2 Flexibility and Information Systems

The need for flexibility in axgistional arrangements and alliances is prompting a move
away from tight integration toward loosely couplethgement§Sanchez, 1997n
information systemderms this would correspond to a mainframe, a traditional
O6monol ithico, I nf | e x sybténmeto a techramp sueh aaWeb t i ght
Servicesa proprietary, loosely coupled, hybrid andbldexystem. A Web Services
implementation is a type of information systemcandbe viewed as the adoption of
loosely coupled technologies to implement loosapled strategic arafganiational
arrangements.

Page #8



It is important to recogresthat the use of information systems alone does not derive
business benefitbenefits flow from the use of infornoet systems. Web Services
implementation enables people and organisatods things differently and these
actions produce the benefits. To realise this potential it is necadsatyfiydhe role of

a Web Service implementat(&sy practices) and identify how this type of information
systemcan beutilised andexploitedin orde to gaincompetitive advantag&earns,
1997)

3.2.Relationship between Information Systems and Business Strategy

The diagram presented in Figure 4 shows a simple graphical representation of the
relationship between business strategy and an information system. It shows how both can
dictate each other and vice versa. Then this leads into creating value and therefore realising
the organisations objectives. In Figure 4, Web Services is depicednfsntiation

system in question. This model is developed further and explained in detail in Chapter 5.1

of this Dissertation.
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Information systems supports
business strategy

h 4

Information System

WED Salees) Business Strategy

-
Strategy utilizes information
systems

Analyze Investment /
Value/ Return

<

Value Creation /
Competitive
Advantage

Realize Profit/ Objectives

Achieving
Objectives

- /

Figure 4 - Information Systems/Business Strategy Relationship Model (Author)

Underutilisation of information systems is a serious problem foorganisationdany

technology based competitive opportunities can be over looked due to a number of factors

such as (i) ignorance of information systems and its potential iijisgmor(
communications and understanding between th
of the business, (iii) resistance to change from both information systems personnel and
business personnel, (iv) lack of focus on opportunities for compdiraneage and (v)

lack of methods to measure benéfitsoney et al., 200Bakos and Treacy, 1988l of

these factors can be &eg in relation to an implementation of Web Services, for example

not utilising the full potential that Web Services offers.
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Alignment ofoverallinformation systems strategy wbthsiness strategy is an impdrtan
objective if orgarasions are to us&'eb Servicesffectively(CSC, 2000The alignment of
business strategy damnformation systems in orgatisns is defined by Luftman as
oapplying I nformation Technology (I T) I n
strategi es (Praigep BO963This neansdthatniteisengcessary for information
systemsand the generalirdction of the information systedepartmentsgoals tobe
consistent with the general business strategy. An examfleb oBervices achieving
strategic alignment is where business strategy wouldocatresgell products globally,
and then the implemented Web Sersfigegy would provide a global salesnretion
system to facilitate the sellinghefse goods globa(lfickerson, 2003y able 1 presented,
displayshe linkage between business strategy and goals for information systems.

Business Strategy Goals forWeb Services
Operational Effectiveness Internal
Efficiency Reduce costs, increase productivity and spee
Effectiveness Enhance overall organisational effectiveness
Strategic Positioning External
Reach Extend existingnarket and geographical reach
Structure Change industry or market practices

Table 1- Business Strategy and Goals for Web Services (Kramer et al., 1999 a)

Although information systerapending growatwas down at the beginning of the decade
estimates for US spending growth in 2003 average 4%atwd@¥s continues to grow.

Estimates for worldwide spending growiie 5% to 7%, to be precise European

i nformation technology spending JBadelgt h was
and Parker, 2006An or@nisations information systems spendingestiéisconsiderable
percentage of the annual operating bu(Bygt and Rau, 2003Jhis indicates that
information systentsave become a major resource d&ororganisation attempting to fulfil

its strategic goalgarl et al., 1996Alignment is especially important for companies which

use information technolo@s a strategic resourd&enkatrman et al.,, 200%Btrategic

alignment is a two way procéssstly, it is necessary for information systeamagement

Page pl



to become formally or informally involved in top leveahagement and be present when
business strategies are decidgecondly, it is essential for information systems
management to contribute to overall management philosophy and thinking through
identifying business threats and opportunjiesl et al., 1996Business stragg and
information systensratey are often treated as separateHmmdierson and Venkatraman
(Henderson and Venkatrman, 1998) Praie (Prairie, 1996&uggests that a corporations
inability torealise sufficient value from information sysiemmspart due tan absence of

strategic alignmemitigure 5 shows how strategic alignment works.

Business Priorities

h 4

Business Strategy IS Strategy

oS

Technology Trends

Figure 5 - Strategic Alignment (Earl et al., 1996)

Despite significant progress in evaluating the productivity payoffs from information
systems, businesgecutives remain critical of information systeenformance. It is
necessary in order to attempt to impnaveéerstanding of information systeetsrn, to

analyse the impact of information syst@misey business activit{&samer et al., 1999 a)

A business can gain competitive advantage when it can provide some activities in the value
chain(Porter, 19800 that, value to customer is increased, or cost of pagaativity is
decreased. These candtzhieved through the use of information systems. Investment in
information systemthat provides value or decreases cost can be st(hliegerson,

2003) There are number of well known success stories, most nttelBalileo system.
6Gal il eo Web Services?d (S a Web Service
connections to support data transfer between client side travel applications and the Apollo
and Galile Global Distribution Systems (GDS), this connects more than 42,000 travel
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agency locations to 37 car rental companies, 47,000 hotels and 350 tour(\dpardtars

Aalst, 2003and theAmerican Airhes SABRE reservation system. However, it must be
noted that here is a lack of evidence linkinfprmation system@vestnent and
businesses performanedat is afforded, is the enabling of business efficiencies and cost
reductions along with the capability to create custom functions and applications to support

business operations.

3.3.How Information Systems Add Value

Organisationsthat are heavily dependent arformation systemdor transaction
processing, product development, marketing and delivery spend large percentages of their
operating budgets anformation systemt support business activiti@®oberts and
Meehan, 2006Web Services are increasing being utilised to allow for integration with
existing systemblow do theorganisationstakeholders know that all this investment is
worth it?To provide metrics in relation to thisis necessary to understand and identify
where and howny information systecan add value. This can involve metrics to evaluate
information technologybenefits and informationed¢hnology adding value to an
organisation Depending on the strategic fecof a particular organisatiomalue
definitions may change. According to Bye and Rau (2003) there agerfetic areas
whereinformation systentan and should add va(Bye and Rau, 200Bhese four areas
are(i) Expense Containmertii) Process Improvemergtii) Customer Advantage afid)

Talent Leverage. These are explairadbsectionsf Chapter 3.3.

3.3.1 Expense Mntainment

Traditionally the idea of this was to reduce or replace higmagsower with lower

cost, more efficient and reliable technology. This goes back to the original focus of most
dat a processing applications. I n todayods
containment can mean achieving a level of flexibility or mgséengoffered by Web

Services. Such coupliajows a corporation to adapt or change quickly in order to
incorporate new technologies or align with new business alliances without disrupting

existing business iagtructur¢Bye and Rau, 2008)flexible supply chain management
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system would be an example of an information system that limits expense. Financial
metrics existvhich can be uset gauge the profitability of an organisation. These
approa hes generally take the form of O6bottom
CostBenefit Analysis arfdOl. CostBenefit involves examining the difference between

the cost incurred and the benefits obtained from an investment. ystera ®© be

deemd successful is necessary for benefit to outweigh the costs, however this is not
always possible to do. Estimating initial costs such as hardware, software, consulting and
accompanying costs including training, maintenance, licensing and upgrads#s te pos

some extent. Estimating benefits is much more djfienkfits may come in the form of
productivity or customer value which is not tangibésaraj and Kohli, 19663olely

from a financial perspective, fgystem to be declared a success, an organisation would
require the benefits to exceed the investment(elaggsl IIl, 2002 a)

Another financial metric BOI which is very similar to Ca3enefit Analysis in the way

it is measured ke total investment and the benefits obtained. The difference is in the
expression of the benefits which are assumed to be a percentage incurred over time rather
than putting an actual figure on it. A simplified example of: thia sompany invested

0100, 000 in a system and accrues a benefit
12%. This would need to be adjusted on a regular basis to incorporate initial capital outlay
and depreciatiofbevaraj and Kohli, 1966)

3.3.2.Process mprovement

Process improvement refers not to replicating a current business process but improving
them through the application of technology and systems to that particular process.
Information systems have the ability to provide more thcuse faster access to
information which creates business intelligence. This more focused and relevant business
intelligence leads to good decision making, and this is where competitive advantage can
lie. Examples of were process improvement can addhehldelowering product defect

rates, improving information relevancy and speeding up the-timagket(Bye and Rau,

2003) It is within the timéo-market context that Web Services can offerepsoc

improvementn new and innovative ways. This improved productivity can vary from
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organisation to organisation depending on the nature of the work and the WWebstry.
Services also offers process improvement by creating applications specifentemesjuir

with additional web based tool offering flexibility. This can save time by consolidating files
and information and taking quick action with automated notificattvosess
improvement cabe applied to two areadficiency and quality. Efficienaetrics are
measured bthe comparison of the output ah operation to the resources consumed.
Improved quality of work that reduces rework of a product or service can have a value
added impact on productivifagel Ill and Seely Brown, 2004)eb Services can be
implemented to increasfficiencyand increase quality of data whichredlliceerrors

and omissions and therefore reduce associated costs with incorrect data.

3.3.3.Customer Advantage

Often an organisation investing in afoimation system does not see direct benefits in
profitabilty or productivity. ldwevey the customemay directly or indirectly benefit

from it. Previous applications of information systems related to limiting customer
transaction errors and in this way limit the amount of caiswomplaintsThis may

have also I ed to the cus$tomerb@®s npgerac edprteiloil
Information systems such as customer relationship management (CRM) are being utilised
to build customer loyalty, gain ldagn customer retention, improve customer
productivity and perform a neofocused marketing technig(i@ge and Rau, 2003)

Web Service based CRM solution will develop understanding of customers and markets
which is critical. This Web Services based CRM system will also integrate any existing
CRM syem with new tools and capabilities which allows for greater market
understanding and customer tracking from first contact to point of sale through to after
sales servigéeinberg and Kadam, 2Q0&eb Services can offer this seamless link across
systems and platformdthin the organisation and also with partners and customers

systems.
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3.3.4.Talent Leverage

Information systems can play a significant role in improving employees work environment
and also foster innovatipBye and Rau, 2003his is an intangible but significant value
added component of information systems. Information systems enable good corporations
to be well positioned to maximise the talent within the corporation, through new
hardware, softwaraegtworking toa and a virtual environment which is conductive to
innovation(Bye and Rau, 2003Jhe value of reducing time and therefore increasing
profit per employee must also be taken auimout, this is one of the more reliable
measures and can also be incorporated into improving prod{kieity 1991)Also the

actual recruitment of staff can be improved by utilising Web Services. For example, a Web
Service implementation can offer flexible options for integratihgexisting ERP
systems, legacy HR systems and any other HR solutions, such as background check
services. This provides a flexible system which can respond to a change in an
organisations functions or requirements and also enables partners or external

organisations to provide additional services that may be required.

From the Authors perspective, iateresting point to note under the heading of talent
leveraging ithat within a software development contéeb Services also benefits an
organisatiorwhich develops these implementations by saving developers time in two
ways. Firstly, as developers can access other developers code means that they do not have
to write all the code themselves and secondly, because Web Services are designed in a
standard @y across the board, developers don't have to rewrite their code for different
organisations. In this way, organisations which are developing, promoting and selling the
use of Web Service technologies are also benefiting directly themselves througfh the use

Web Services.

3.4.Sustainable Competitive Advantage through Web Services

Sustainable competitive advantage derives from a core competency of an organisation. It is
an outcomef competitiveness, i.e. cultivating the unique strengtherapdtences of an
organisatiorand defending them against imitationrilagl organisationgAgasti et al.,

2003) Obvious examples are thecaColabrand and Microsoft's control agdmination
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of the personal computer operating system m#&g&t/eb Services enables organisations

to be both strategically flexible and technologically flexible, these strengths and

competences can become an organisations competitive advantage. Therbasie

types of competitive advantage an organisation can possess. These are low cost or

differentiation. These two types, combined with the scope of activities for which an

organisation seeks to achieve them leads to three generic $tategyiesng the above

average performanadich is required to gain competitive advantage in an industry. They

are cost leadergh, differentiation, and focushe focus strategy has two variants, cost

focus and differentiation foc(iorter, 1985)

Broad Target

Competitive
Scope

Narrow Target

Competitive Advantage

Lower Cost

Differentiation

Cost Leadership

Differentiation

Cost Focus

Differentiation
Focus

Figure 6 - Three Generic Strategies (Porter, 1985)

Porter devised a framework whsbtlows thgeneric strategies tloatjanisationsan use to
gain competitive advantad@édere is a difficulty in trying to sustain an organisations
competitive advantage as comgestiwill try to imitate or substitute another organisations

competitive advantag€ompetitive strategy the choice of how an orgatisn or

business unit is going to compete in its particular industry or (Rarket, 1985Figure

6 shows and

expl ains

strategig is explained in sub section 3.4.4.

Porterséo

Gener i
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3.4.1.Cost Leadership

In cost ladership, an organisation specifisally out to become the low cost producer in

its industry. The sources of cost advantage are varied and depend on the structure of the
industry. They nyainclude the pursuit of economies of scale, proprietary technology,
preferential access to raw materials and other factors. A low cost producer must find and
exploit all sources of cost advantage:. cost producers typically sell a standard, no frills
product and place emphasis on scale or quahtay. drganisatiosan achieve and

sustain overall cost leadership, then it will be an above average performer in its industry,
provided it can command prices at or near the industry a\Roeage 1985)he airline

industry has recently utilised cost leadership with companias Syanair and easyJet
(Thompso and Strickland, 200Both of these companies have utilised Web Services as
one of the factors in achieving this cost leadership thrdiojeteng systems, sourcing

supplies and seamless baggage management.

3.4.2.Differentiation

In adifferentiation sategy an organisatisaeeks to be unigue in its industry along some
dimensions that angerceived to b&videly valued by buyers. It selects one or more
attributes that many buyers in an industry perceive as important, and uniquely positions
itself to meet those needs. It is rewarded for its uniqueness with a premidinepece.

are diverse methods by whittierentiation may be applied depending on the particular

industry. Differentiation can be based on such factors as the product itself, the delivery
system by which it is sold or the marketing appr@amter, 1985)Companies can
pursue differentiation from many uniqgue an
superior ernigeering and design of Mercedes cars or the prestige and distinctiveness of
Rolex(Thompson and Strickland, 2001)
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3.4.3.Cost and Differentiation Focus

The generic strategy of focus rests on the choice of a narrow competitive scope within an
industry. The focuser selects a segmenbp gf segments in the industry and tailors its
strategy to serving them to the exclusion of otBgrdoing this the corporation gains a
competitive advantage in its chosen market segment while at the same time not possessing
any advantage in the markeerall. The focus strategy has twariations, cost and
differentiationln cost focusan organisatioseeks a cost advantage in its target segment,
while in differentiation focus a firm seeks differentiation in its target segment. Both
variants of the frus strategy rest on differences between a focuser's target segment and
other segments in the industry. The target segments must either have buyers with unusual
needs or else the production and delivery system that best serves the target segment must
differ from that of other industry segments. Cost focus exploits differences in cost
behaviour in some segments, while differentiation focus exploits the special needs of
buyers in certain segme(Rerter, 1985An example of focused strategy is Cannondale

in top of the range mountain bike and Callaway in top of the range goleetjuimtin

of these corporations invested heavily in research and development to make high quality

equipment that can command a premium fFleempson and Strickland, 2001)

3.4.4.Evaluation of Strategy

To gain competitive advantage over its rivals a firm must either provide comparable value

to the customer but perform activities more efficiently that its competitors (lower cost) or
perform activities in a unique way that creates greater buyer valoemmadds a

premium price (differentiatiofiPorter, 1980)The common functio in all of these
strategies is that of 6évalue creationo. A
Chain which is presented in Figu(Batter, 1980)
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Figure 7 - Porters Value Chain (Porter, 1980)

The main or primary value adding activities of an organisatamtidaties surrounding
production, marketing, inbound and outbound delivery and servicing of a product or
servicdAgasti et al., 2003y Porters model they arewas or linked as a chain. Support
activities include purchased inputs to the corporation, such as technology, human
resources and overall infrastructure functions to support the primary activities for

example the actual operations or sales and ma(Retiteg, 1980)

Through coordination of linked activities a corporation l¢shbe able to reduce
transaction costs, gather better information for control purposes, substitute less costly
operations in one activity for more costly ones elsewhere and reduce the combined time
required to perform these activities, thus creating fealtlee corporation. When the
ATM was first developed and put into use by financial institutions, they offered a perfect
example of a competitive advantage based
access to services, therefore increasing sequaement levels and the automation had
a knock on effect of requiring reduced over the counter transactions which added value by
reducing the required level of employees, while also maintaining and actually increasing
service provided. This advantagedver was not sustainable, competitors successfully
deployed theame ATM technology and in doing so made an ATM an expected service
for the customer or a hygiene factor
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Combining this information with what has already been showntlabaualvantages of

Web Services in Section &.2an be stated that whildeb Serviceslone cannot offer a
company a sustainable competitive advantage, it can provide this in tandem with
ideologies ah successful implementatioliscan achieve this bgducing transaction

costs, enabling better and more accurate information discovery, substitute more costly
suppliers for less costly srand ovell reduce the combined time required to perform all

of these activities. Short term advantage can be altiaWesth Serviceslone due to it

being a loosely coupled technology. Yet another wayVvéiatServicesan create
competitive advantagehsit of Amazon.com. Amazon l@esated a leading brand name

in online selling but this success was easily repligatéters and as such it was not a
sustainable competitive advantdgemaintain its status as one of the leading online
sellers, Amazon developed a Web Service implementation which allowed other sellers to
access its database of good from their owniteebhss is beneficial in two ways, firstly

it offers price comparisons between Amazon and different online sellers, and secondly a
product that is bought through one website may have actually been sourced through

Amazon.com unknown to the end user ofptteeluct(\Wusteman, 20Q6)

3.5.Systems that Enable Competitive Advantage

Gaining competitive advantage requires that an orgafiisadioe chaibe administered

as a system and not as a collection of independent and separate parts. Therefore
coordination is increasingly essential in order to gain competitive advantage. Sustainable
competitive advantage can flow from the effective use of inforraatioan effective
information system provides this information. This means an organisation can sustain
competitive advantage tlgbuthis information even thoughkal organisations may have
access to thsame technologynférmation systems that all@am oganisatiorto create

value and sustain competitive advantagg) &neterprise Resource Plannsygtems(ii)

Custome Relationship Managemeystems(iii) Supply Chain Managemsystems(iv)

Business Intéfjencesystems an@) Knowledge Managenmegstems.
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3.5.1 Enterprise Resource Planning

Enterprise Resource Planning or ERP is a software application which integrates all of an
organisations departments and functions into one central ddkdiEse2001) An
organisation typically has many departments, forplexaales department, human
resources and finance department which in turn have their own information systems. ERP
attempts to automate the tasks necessary to perform a business($nacgssnd
Seddon, 2000/ typical example such as order fulfilment would intadirey an order

from a customedistributionof the ordeandinvoicingfor it. ERP would allow fowhen

a customer service representative takes an footersystem setup all the required
information is on a central database. Details stich adit ratingnd order historgf

the cutomer are available, also inventory levels are immediately .2Adhidgdgeopriate

usersin the organisatiortan vew the same information and haeeesso the central
database that holds tilformation When one department finishes with the ordes, i
automatically routed via the ERBtem to the next department. It is possibieitk the

orderat any poinby loggng on to the syste(iKoch, 2001)

As is typical with most technologies, ERP has gone throdghhaav e 6 or a ser.i
incarnations building @nd differing from its originsburce. ERP utilising Web Services
technol ogy has been descri bed (Reghetahde o6 Thi r
Waterhouse, 2002)here are two leading advantages of offering an ERP solution in
conjunction with the capabilities of a&bVService implementation. Namely, ease of
integration and reduction of costs. Integration is one of the major expenses incurred when
implementing an ERP solution, figures from the Meta Group show that Global 2000
organisations rely on an average 49 afhtfenterprise applications and 33% of their

budget is spent on trying to get these to intéfetther and Waterhouse, 2002¢b

Services offer a low cost solution to integration issues with seamless web based transport

of data, making it possible to expose the reqlatado authenticated users at the correct

time. The use of a Web Service implementation with ERP can also lead to a reduction of
costs as organisations are now not fixed
Therefore there is flexibility in the samiig of an update to any existing ERP system by

any vendor. There is also a benefit with regards to Web Services technology providing a

6new | ease of | ifed to an existing ERP solu
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The future of ERP and Web Services is promising. Vendors have adtratiat are

known as O0OWeb Service broker hubso. These
customers where they can perform a number of different tasks that may be required such

as discovery, testing, subscribing, cancelling and manage Web S#auleetoahem.

Examples include Oracle offering them for its Ora@ladiness suite and SAP offering a
broker hub f or (FetcheraddiMatSrdoBse, 2602)| ut i on

3.5.2.Customer Relationship Management

The idea bCustomer Relationship Managem{@RM) is that ibelps an organisation
utilisetechnology and human resources to gain insight into the behaviour of customers
and the value of those custom@galigum, 2002)CRM has many technological
components to it but overall it is a strategy used to learn more about customens! needs a
behaviours in order to develop stronger relationships withThisnm turn then leads to

an organisatiogaining competitive advantage. Gitfdrs many potential benefits such

as providingbetter customeservice, makingall centres more efficiemtoss salg
products more effectively, assistialgs siff close deals faster, simplifyimayketing and

sales processes, disciogpnew customers and increasmgtomer revenugg/aligum,

2002) Apart from the technical aspect of CRM systems it is also edsantibé t
corporation decides on the kind or typeudtomer information it is looking for and it
must decide what it intends to do with that informaficdBRM system is ineffective or

will not add value if the information that it holds about customass rislevant to the
organisatiofFeinberg and Kadam, 2002)

With regards to CRM the wultimate goal s t
unifying marketing, sales and CRM databases. Web Services technology is becoming the
defacto standard for achieving titieg benefit to the organisation being the development

of a more precise selling strategy and it delivers more detailed customer sales and
purchasing histories.
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3.5.3.Supply Chain Management

Supply Chain Management (SCM) is an attempt to coordinate the mocelsssl in
sourcing, manufacturing, and distributing goods or services through Information systems.
More specifically it generally applies to large corporations with large suppliers and is
concerned with improving the way tinganisatiofinds the ravcomponents it needs to

make a product or servib®w it manufactures that product or service and then delivers

it to its customer@apazoglou and Georgakopoulos, 2003 b)

Technological development has previously not only improved SCM but totally
transformed it. Just In Time (JIT) manufacturing, which when introduced by Japanese
manufacturers imte early 198086s was an innovation
manufacturing methodology. This would not have been possible without the development
of computing platforms, new communication protocols and hariwargnen, 2002)

Web Services implementation is not going to revolutionise any existing SCM system to
this extent, however Web Services can aid and benefit existing SCM by changing the way
the decision makers manage and synchronise the production and distribution e$ both sal
and servicg®urger, 2006)

3.5.4.Business Intelligence

Business Intelligenceg'sgemsor Bl systemsprovide directed background data and
reportingt ool s t o support and i mprove @B organi
intentof Bl is to gather and agyaé data to determine whategded to increase business

process efficiencfdusiness Intelligence systems are normally used in conjunction with

Knowledge Management systems.

Web Services technology has the potential to increase the collaboratiam betwee
customers, suppliers, organisational partners and employees to become active participants
in a decision making process. Web Services offer more to Bl than merely sharing
information through a web browser. The volume of data captured by rasatoye

information systens vast and this data is then used by Bl systems to assist decision
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makers. However, sometimes decision makers are note notified of potential opportunities
or threats. As Web Services can in theory operate in real time, information can be
monitored and dynamically processed to deliver targeted alerts, reports and specific
analysis of data. This ability is of benefit to the organisation with regards to goal setting
and organisation plannifiverett, 2003)

3.5.5.Knowledge Management

Knowledge ManagemerKM) is the process through whiahcorporationgenerate

value fromits intellectual and knowledgased asset@nformation). A knowledge

management system is defnredas compr ehensi ve I nformati on
platform for collaboration and knowledge sharing with advanced knowledge services built on tc
contextualized, integrated on thfeababmsred ontology and accessed in a personalized way by
participants networked in comriMaiges2004)in general terms this meaygnerating

value from such assets involves sharing them among employees, departments and even
with other companies in an effto devise best practices. lingori@ant to note that

while KM is often facilitated by information systems, information systems by themselves

are not KM systen{evinson, 20017 KM program should helmarganisatiodo one

or more of the follwing (i) bster innovation by encouraging the free flow of ifigas,

improve customer service by streamlining responsdiiiint®ost revenues by getting

products and services to market fagiiej, exhance empyee retention rates by

recognigg thevdue of employees' knowledge esmdarding them for it arfthally (v)

greamline operations and reduce costs by eliminating redundant or unnecessary
processesA creative approach to KM can result in improved efficiency, higher
productivity and increasesvenues in practically any business furfgtitinocks, 1994)

The goal of a KM system is to get the right information to the right people at the right
time. This will increase efficiency leading to a competitive advantage for the organisation.
Web Services offers KM systednsument centric integration, that is, representation of
both structured and unstructured data. Structured data is designed for machines, for
example a database whilestiactured data is suited primarily for people, for example

HTML documents. Rwiousinstances oKM before the advent of Web Servieese
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intendedprimary for structured data. Web Senegésnd XMLas itwas originallgnly
designed for ustructured datarhis enabled Web Servicesléal with structured and
un-structured data. Thisq@rement to deal both with structured angtwnctured data
is one of the essential requirements thakhgystem must incorporgti@aconta et al.,
2003)

It is necessary to point out that the desorip and explanations of the information
systems presented that enable competitive advantage are only brief. Each of these systems
has many different capabilities, functions and technological requirements. There are
numerous different vendors and usermanities that have specialised within each of

theses systems and each one can be developed and examined further.

3.6.Problems Integrating Information Systems and Corporatetiategy

For an organisation to enable corporate strategy to its greatest extent, that organisation
must exploit the competencies that it has to its maximum potential. Information systems
can be a critical catalyst for corporate strategy and it is benefidias thity i utilised
(Rooney, 2003)information systems hayweviously offered corporations a way to
develop new offerings, proactively improve customer experiences, and build collaborative
structures imtrnally within the corporatioGurrently Web Services implementations are
offering these benefits to organisations ahthese different initiatives araportant

benefits from IS but they do not align strategy affdd&ey, 2003There are a number

of different challenges facing corporations in focusing strategic attention to its IS

competencies. Four of these challenges according to Rooney (2003), are set out now.
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3.6.1.Business ponsorship

Without slowing eplicitly the manner in which Web Serwedisreduce cost, increase

efficiency or promote collaboration the businegbudget owners, being non technical

personnel may allocate only minimal resswuand spending power for any information
systensproject or developmerit.is difficult to offer this in quantitative terms relevant to

a business unit manager as it is hard to measure the bottom line impact of any information
system including a Web Service implementatiam anganisatior(Rooney, 2003for a

Web Service i mplementation to be successfu

complete business support for the implementation project.

3.6.2.Resource Allocation and Prioritiation

There mat ke a system in place to priogitsvailable resources, albeit monetary or a
human resource. Without a system, small, less valued and more focused projects will be
completed, while more long term, strategicaanrdss oganisational beneficial project

like a Web Service implementatianbe neglected and may nevefullg completedr
implementedRooney, 2003)

3.6.3.Culture Adoption

To maximise its technology investments it is essentthbfasers ofhe information

system to adopt and appreciate the value it adds to the corporation. If the users fail to do
this, the full potential of the information system will never be fully réRicmtey,

2003)

3.6.4.Technology Readiness

It is inadvisable for a corporation to leap in and aggressigely aypolicy of investment

in information gstems without having a sufficient base to initially start from. A strong
technologicafoundation is an advisable -ptasor before a corporation can begin to
initiate strategy through the use of informaty@tesngRooney, 2003)
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3.7.Summary

The relationship between an or gatnateggyisa i onods
core element of any organisation. Achieving an understanding of this relationship is
essential for an organisation to exploit its information system to the maximum in order to
achieve its full potential. Strategic flexibility and stratégmeneit have become
increasingly important to organisations in creating core competencies in the current
dynamic global market place. Acdaepling has occurred from traditional assumptions
regarding business process and it is due to this that sudityflisxibgquired.

Web Services as an information system offers an organisation the ability to achieve this
dynamic flexibility Horder to attain competitive advantage over competitors. Information
systems alone do not offer direct benefits, benefitsciow the correct usage of an
information system to support an organisations strategy. Goals of Web Services involve

reducing costs, increasing productivity and enhancing overall organisational effectiveness.

There are four generic areas where Web &eman and should add value to an
organisation. These are Expense Containment, Process Improvement, Customer Advantage
and Talent Leverage. Management tools are a useful mechanism to present relevant metrics
and benefits to business unit manager whosgensable for budgets used for investment

in information systems. To show how sustainable competitive advantage can be achieved
Porters Generic Strategies can be employed and to highlight value adding factors Porters
Value Chain can be utilised.

There a@ a number of different information systems that can be used to enable competitive

advantage, namely Enterprise Resource Planning, Customer Relationship Management,
Supply Chain Management, Business Intelligence and Knowledge Management. These
informationsystems when implemented correctly can offer benefits to an organisation. As

with all information systems there are issues regarding the integration of these information
systems or Web Services within the organisation. Issues including business support,
resourcing, culture adoption and technological capabilites must be addressed and

overcome in order to achieve full potential benefits from any information system.
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In the next Chapter, the Author examines negative factors associated with Web Services
and thecorresponding technologies. Security aspects will be addressed and divided into
different contexts. The proliferation of Web Services standards and protocols is also
explored in Chapter 4. Finally, issues regarding the governance of Web Services will be
highlighted. These issues relate to the composition, execution and verification of Web

Services.
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4. Negative Aspects of Web Services

In Chapter 3, the Author presented organisational factors relating to information systems to
the reader. The link between information systems and business strategy was examined and a
model presented, to assist the understanding of this link. The effact itfarmation

system can have on an organisation was shown through sections on (i) How Information
Systems Add Value, (ii) Systems that Enable Competitive Advantage and (iii) Problems
Integrating Information Systems and Corporate Strategy. The Authiois Chapter

examines negative factors associated with Web Services and the corresponding technologies.
Security aspects are addressed and divided into different contexts. The proliferation of Web
Services standards and protocols is also explored. iRiGapter 4, issues regarding the
governance of Web Services are highlighted. These issues relate to the composition,
execution and verification of Web Services.

Snce their inceptignVeb Servicelsad initially received massive hype within the mpdust

and thishas continued to the present day. This enthusiasnenexatgd by aumber of

fact or s i n cagguessivenogotionghe dpern ssaidards based idealisnitend

need toprovide a flexible solution to the problem of platform indeperqgigiication
integrationOr gani sations (after being 6sol dd on

raised their expectations regarding Web Services impact on increased productivity, better
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return on an organisations investment and the improved easessfta systems that can

be offered by a Web Service implementation. Such expectations and opportunistic use of
Web Services technologies will remain opportunistic unless the development of Web
Services is accompanied by a balanced view of what camratdbeaachieved by
implementation of a Web Service based architg§®uneamer, 2005However, this

forward thinkingd p r o mof WeboSerGicaesas al so been accompani ed
of thinking regardingVeb Serviced his thinking advocates a more icastapproach to

Web Serviceand the implementation dVeb ServicesechnologiesThe continued
development of Web Services has been, on various occasions stunted by a few obstinate
issues, such as secuitfang et al., 2004)

The early adopters of Web Services technologies encountered some areas of concern, for
example from a purely business perspective the early implementations of Web Services wer
typically created on anlagc basis and were seen more as opportyiate! 111, 2003)

Putting this in real terms, the first steps into Web Services for an organisation may have been
deployed with short term gains in dnbut lacking planning and the utilisation of Web

Services in order to gain long term and sustainable benefits and advantage. This near
sightedness failed to target areas with the highest potential return on an organisations
investment in Web Services tethgy. One of the domain experts in the Web Services

area, John Hagel states thad p p o r t -effrdéplymients, of the neehnology mi@ynsolve near
business problems but, unless they are designed to be consistent with anbtbaglexiirchitectural vis
contribute nothing towardetongelue creatibtagel 111, 2003)lt is easy to see the promise

that Web Servicedfers an organisation due in part to the benefits of Web Services detailed

in Section 2.4ut also due to the hype and attention that Web Services has received since
the | ate 19900s. Even after exiatetwoperabiitg al |t |
issues, constantlyodving standards, and securing Web Services, the businessstase

then be addressed.
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I n their book O6Web Services: CAlonso etpat., s |, Ar ct
200)undertook a study to gauge software mana
obstacles to deploying Web Sewvimplementations. The results showed that nearly half of

the managers identified security (47%) as a major inhibitor to implementing Web Services.

This figure was more than twice the percentage of other issues that were stated. Bandwidth

and access issue/ere rated 21% and interoperability issues rated at 13%. The issues of
vendor rivalries and ever evolving standards and specifications were not even mentioned. It

is within this context that negative aspects of Web Services will be examined, focusing
atiention on the issue of security that has perceptively, the most cause for concern. Other
issues will also be examined along with the concern regarding standards and rival vendors

jostling for positioning.

4.1.Security and Web Services

In the modern computer environment the trustworthiness of any computer system is
essential. For a system to not only be perceived as but also be reliable and fit for its purpose

it is necessary to create trust. Security and dependability are usedhis tnesttePublic

awareness of the need for security has dramatically increased since the World Wide Web
became more commonly accessible and due to the number of different wwase,mal

spywar e and ©6hacksd that h gwoenhytefactthactde i n r e
CERT coordination centre at Carnegie Mellon University, which tracks security related
events, had 21,756 incidents reported to them in 2000. This figure increased to 137,529
incidents reported in 200BERT, 2006)The use of HTTP in Web Services is, in one

instancean advantage of the technology of a ready made and easily accessible transport
medium, however it can also be viewed as a weakness or a draw back due to this ease of
accessibility. Awareness of the need for security within the business world has existed f

some time. Since the technological development of the WWW, large, medium and small
businesses cannot function without networks or systems of computers. Within this context

a O6systemd wil/l invol ve one or moapastcomput €
security was much simpler. The only people you wanted accessing your system were your
own employees so your security system consisted of secure firewalls that kept others
external to the company out and possibly used digital encryption techregdogsetfiles

passing in and out of the system. Proxy servers may also have been used to give a limited
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number of people access external to the network. This is no longer thetwades are
designed and built to facilitate the sharing and distrilnftidata and information.
Controlling access to these resources eeonte a problem because it is necessary
balance the requirement for access to free information with the viakieoosftent ofttat

information.

4.1.1Defining Security and Integrity

Due to the factors stated in Section 4.1, adecpeatarity has beee much more
difficult to realis. Some information may be more sensitive or valuaidéure than
other information. fiis leads t@an increase ithe need for security. Inogern terms$T
security has progresdeelyondust user names and passwords. It now may involve digital

identities, biometric authentication methodsag@hisational widecurity strategies.

Computer security is definedoas he pr ot ect i o normatiord systech amdrder o an
to attain the applicable objectives of preserving the integrity, availability and confidentially of in
syst emNISE 4998 r dds 8 means that the term 6 Comj
technology is a concept that data entered into a computer today, that the exact same data

will be retrievable at a later timel amly by those who are authorised to do so. It is

necessary to point out that in the above definition the term integrity is used. Within the

computer security field, integrity often hasasyp®d: data integrity and system integrity.

Data integrity i®a r equi r ement t hat information and
aut hor i NRM 19999System integrity is a requirement that a sysper f or ms i t
intended function in an unimpaired manner, free from deliberate or inadvertitiomnauthorized mal
of t h@RG 1981) e mo

For businesses to fully exploit the ability of Web Services for their own use there must be

effective security. As with most newly developed and emerging technologies,

organisations are inclined to resist migration to these technaitgileeyuare proven to

be o6fit for pur posebo, reliable and secure.
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where near as beneficial as they can be. When security is mentioned, this means that the
technology sufficiently offers protection againstithoased reading, modification or
destruction of information. As Web Services use HTTP and expose Web Service methods
over the World Wide Web, this means that the protection afforded needs to be of the
highest quality. There are several questions thabrieeconsidered. What exactly needs

to be accomplished, such as the restriction of access, authorising users and protecting the
Web Service methods from all other unauthorized users. How are these desired effects
going to be achieved, over the transiagers (physical, data link or network) or at the

application level.

4.1.2\Web Services Security Contexts

Security exists in so many different forms, from most basic to highly advanced. Security

may be advanced data encryption techniques used on datg.rS@gurg an operating

system programmed to prevent users from accessing data they are not authorised to
access. Security may be procedures followed by computer users, an example being
disposing of any printout material in shredders. Security may bectite®as locks on

doors and alarm systems in place to physically protect computer equipment.

To examine Web Services security properly it is beneficial to categorise Web Services
security into different contexts or environments, namely the transganmnni&/orld

Wide Web) and the self contained, modular Web Service applications that are exposed.
Within both of these contexts there are twc

6dat a st oAlagpetdl., 80840 ur i t vy

The Author proposes that two categories of Web Service implementations exist. These are
shown in Table 2, namely a simple Web Service from a provider to a consumer and a
complex Web Service from a provider to a consumer via one (or many) intermediaries

These are both explained further in Section 4.1.3 and 4.1.4
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Simple Web Services | ComplexWeb Services
Data Transmission Essential Essential
Data Storage Can be required Essential
Time Not required Essential

Table 2 - Web Services Security Contexts (Author)

These contexts for both simple and complex Web Services are concerned with five

essential factors on how information can become compromised. These are show in Figure

8, namely integrity, confidentiality, avétiabauthentication and authorisation. These

factors are the common drivers of not only Web Services security but of all information

systems securitiyescatore, 2001)

Availability:
Can you do what you need to do
when you want to do it?

Authorization:
What are you allowed
(wanted) to do?

Authentication:
Who are you?

Privacy: Integrity
Can we protect Can we prove you did it?
your data?

Figure 8 - Drivers of Security Framework (Pescatore, 2001)

4.1.3 Data Transmission Security

Data Transmission Security, as shown in Table 2, refers to data being transmitted over

HTTP

or can be called simply i

nternet

is data sent over the medium of the internet from a sender to a recaveatal m

SsecCcul

transit can be compromised by a range of different threats, also subjected to various

forms of attack and susceptible to different vulnerabilities. Threats can be seen as

potential violations of security. These threats exist because of wseaknesse
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vulnerabilities in a system. There are two main types of threats, (i) from humans both
malicious and nemalicious and, (ii) from natural disast#nsattack is an intentional

threat and is an action performed by an entity with the intention @hgiskecurity.

There are many common attaokthodsSome are more advanced methodsemdre

more knowledge than others. For some of these methods oftastaftennecessary to
conduct one type initiallpefore conducting anotherTheseattackscan be targeted
against all network addressable clients and g@eason, 2000 {Moran, 2001)A
vulnerabilitymay be described asveak point or a loophole in the security of a system
that an attacker exploits in order to gain unauthorised access to a system. It is important
to note that vulnerability is not the actual attack. As all sysfiema dstructure and

design there is no set list of vulnerabilities common to all systems. There are some
however that are generic to most sys{Bersson2000 bjLeestma, 2002)

In relation to Web Services, data transmission security has got two facets to it depending
on the complexity of the Web Service implementation, namely these are simple Web
Service instances and more complex Web Service smistarce are essential differences

to the security requirements of both of these two implementations. Firstly, a simple Web

Service from a Service Provider A to a Service Consumer B can utilise simple data
encryption to pass data, this is shown in Figi#i®Bso et al., 2004)

/ Security Coir;tiéxt \
Service Service
WXYZ Provider A Consumer B WXYZ
0c3p006
Encrypt » Decrypt

Figure 9 - Simple Data Encryption (Adapted, Alonso et al., 2004)
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However, in a more complex, synchronous Web Service environment there is an
increased overhead of security required due to the existence of one (or many)
intermediary(s), which a Web Service may communicate through, as is shown in Figure 10
(Alonso et al., 2004)

| Security Context
Service Intermediate C Service
WXYZ Provider A Consumer B WXYZ
Encrypt » Decrypt Encrypt » Decrypt
0c3p06 or2d26

Figure 10- More Complex Data Encryption (Adapted, Alonso et al., 2004)

In the simple Service Provider A to Service Consumer B example shown in Figure 10,
Secure Socketayer (SSL), whickasoriginally published kbyetscape, allows a Web
Serviceto have verified encrypted communications across a neitvebtkis level of
securitywould sufficein this instanceSSL has many uses, mainly in internet based
security as SSirotects information sent between a web browser and a web server. SSL
also ensures that the data came fronsdbeceit is supposed to have originated from

and that the information was not tampered with while invia@sit i.e. it authenticates
andconfirms the integrity of the informati@enson, 2000.8)ny web site address that

starts with "https" means that the browser is actually runnimigptipeotocol over SSL.

The SSL protocol protéx HTTP transmissions over thgernet by adding a layer of
encryption which ensurdgtany transactions not susceptible to interception by a third
party.For those wishing to conduct sectransactiongver the interne§SL provides a
sophisticatedevel of security and privacy. This is particularly useful for companies
wishing to coduct business over the internet and can be used to secure simple Web
ServicesAl so a wuser does oS§8tdrtarhS$5k ennecton dsdhe elieny t hi n g
portion of SSL is built into web browsers. SSL ensurest@poiht encrypted

transmission and it is a transport layer security mecl@apers, 1998)
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For the example in Figure 10, from Service Provider A to Service Consumer B via
Intermediate C there are a number of different requirements that renders SSL inadequate
for use in securing Web Services. The first and main requirement that shows the
inadequeies of SSL is the requirement of multiple transmissions. More complex Web
Services can have many intermediary O6stops
provider. Along the way some of the transmitted data may need to be viewed and
processed bynaintermediary prior to being-transmitted while the rest of the data
should remain encrypted. As SSL is a-pmpint encryption all of the data will be
decrypted, therefore exposing data that should be encoded. Another inadequacy, shown in
Figure 10is when data needs to be sent from Service Provider A to Service Consumer B
but is required to go via Intermediate C, this doubles the amount of encryption and
decryption required and this can continue on depending on how many intermediaries that

are reqired to complete the Web Service that was inyAlatso et al., 2004)

4.1.4 Data Storage Security

SSL is adequate for data transmission but the security goieviddy valid while the

actual data itself is in tranS6L provides nmechanism for securing data residing with a
consumer or a provider before it was sent or after it was rdédoresb et al., 2004)

Data storage security is not strictly relevant to simple Web Services, a consumer sends a
request ath a provider processes this and then returns a response. There is no
requirement to store data by the provider for retrieval at a later date. For data sent in a
complex Web Services structure, as in Figure 10, the security context is more expansive.
Data nay need to be stored on the Intermediate C at some stage of the transaction or
stored by the eventual destination of the data, in this case the Service Provider B. This can
become more complicated depending on how complex the Web Service implementation
is or the amount of intermediaries that exist. As SSL decrypts data once it is no longer in
transmission, if this data that is sent is required to be confidential then it is necessary to
encrypt the data again, even if the data is only temporarily regBng e more

complex the Web Services implementation the more demanding the security requirement

becomes and therefore more overhead is required. SSL can guarantee the integrity of data
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sent directly between two endpoints, Service Consumer A to Sewdss By but once

the data has been decrypted by Intermediate C SSL cannot guarantee the integrity of the
data. This is a shortcoming of trying to ensure data integrity at the transiiéfotescer

et al., 2004)

A factor that expals the security context further is time. It must be established how

6l ongd security must be applied to data. Wi
applied for the entire duration that data is stored which can be any length of time
potentially. Tis is also equally relevant to data that is temporarily stored on any
intermediary. For simple Web Services this is not an issue, as in Figure 9, Service
Consumer A sends a request to Service Provider B, Service Provider B processes this and
returns a rg®nse to Service Consumer A. This is then the end of this particular
transaction between the two endpoints. The issue for complex Web Services is the
requirement that the security afforded to a complex Web Service implementation must be
persistent and alsoaintained over the period of time that it takes to complete the
interaction. SSL offers no solution to this problem and it was never designed to be a Web
Services security protocol and the above examples shows how these requirements for
Web Services seity shows a deviation between web security and Web Services security
(Alonso et al., 2004)

4.1.5Web Services Security (WSSecurity)

WS Security rather than being a technolpogy moreof a roadmap om strategy for
implementing a seeu Web Serviceenvironment. WSecurity builds upon the
foundations of SOAP to provide quality of protection through message integrity and
message conditionality. It uésexisting technologies and specifications to achieve this.
Kerberos and X.509 (witX.509 already using PKI for its key management) are an
example of two methods of authenticatingdhatn existence aatteadyn usewithin

the WSSecurity modgih orderto achieve the required level of security. XML Encryption
and XML Signature sleribe ways of encrypting and signing the contents of XML
messages. What ¥88curity adds to existing specifications is a framework to embed these

mechanisms into a SOAP message. This is done in a traegpat fashioiMSDN,
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2003) Security Asseon Markup Language (SAML) is an example of a standard for
interoperability amon@/eb Servicesecurity products. It works with both XML and

SOAP to deliver a secure onlingimnment from end to end foveb Serviced6 S A ML

defines XML/Simple Object Access-bRsetbcplotocol interactions that sdppert real
authentication and authorization acro¥gdbdgeateghsironments. The standard defines request

and ponse messages that security domains use to exchange authentication, attribute and au
information in the form edigsestion messages about named users and resources. Users log on tc
home domains through authentication techasquBgpamssiiord or Kerberos, and this

aut hentication is communicated to a federat
(Kobielus, 2003)

4.2 .Proliferation of Web Services Standards

Web Services have, over the past decade developed at a rapid pace and have now become
an important component of many organisations long term growth strategies. This is due to

a number of factors, mainly the aggressive promotion and hype the technology has
received. They are viewed as an evolutionary step in an organisations continued
development. While all this promotion has been in the public domain, behind the scenes
standards and protocol development has been proceeding at a much slower pace. This
leadsto the conclusion that Web Services, while in existence for a decade, are still an
immature technolog{Stevens, 2004%tandardisatioof Web Services is not simply
beneficial but it is a necessity. The process of standardisation has not been unproblematic
and it can be argued that developing the actual standard can be easier than getting across
the board support for it and thereforétigg it standardised. The main factor in achieving

this standardisation is when all relevant stakeholders agree to support the same
specification. This occurred for the core group of standards and specifications on relation
to Web Services which are SOMSDL and UDDI. Historically it was easier to get broad
consensus on these technologies but trying to achieve agreement on higher level
specifications regarding issues such as security, transactions and reliability are proving to be

much more difficulfNewcomer, 2003)
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Web Services standards have been developed and driven by the major vendors namely
Microsoft, Sun Microsystems, Oracle, HeWlatkard and IBM. Other stakeholders exist

that have had an input to the standards process, these are not for profit Web Services
standards bodies such as the World Wide Web Consortium (W3C) anat@rgéoris

the Advancement of Structured Informatiotan8ards(OASIS). Also web based
6communitiesd exist with grassroots support
was responsible for developing the initial RPC specification which led to XML. It is
essential that these vendors, in conjunetitnthe other stakeholders work together to
develop further those standards already developed into a stable and open form but also to
continue to work to develop further standards and protocols that encompass the Web
Services OopendaticndBaxpa@)y ds and speci fi

For an organisation to implement Web Services technology they must have confidence in
the vendors that they are nastjgoing to implement across the platform open standards
but that they are also going to embrace these standards regardless of thH@iukaigins

and Rangaswami, 2003)

There is an issue with the proliferationtomf manyXML specifications by standards

bodies, on toonanyplatforns offered by vendors. Also, with all of these vensorsing

in either conflicting directions or even duplicating work being carried out has led to
confusion from a technical and a business viewpoint. This has dadhtgendor
developingts own unique or proprietaXyviL format and what has followed has left XML
standards and specificationsdisarray(Leavitt, 2004) This also leads to deviating
implementations o$pecificatins which are appearing without any backing or support
excluding the vendor that developednitthe absence of distinct and muHplatform
specification development and support, Web Services standards will remain andisarray

will not be able to rése the full potential that interoperability can offer an organisation.

This is stated by Richard Stevens, an analyst with Capient who specialise in Web Services,
OAn i deal e n v iWelo Semieegniltt enable canpaaiesdlbovetbiigenokdywd

build and share business process capabilities, even in ways that none of us has imagined yet.
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greatly expand the number of companies that can come into contact with a business proc
standardized fashion at a fraction efmietatiph cost, you will have created unprecedented partnerir
opportunities. More corporate resources will be available to channel toward building and ma
personal, custtonesed business relationships. Less capital witlr montiaedeld

rei nv(Stevens004) 6

Standardisation across Web Services is especially essential in relation to integration projects
between different organisations or in relation to integration with a legacy system. The very
reason that an integration project may now be required is daddot tthat the original

application developed used proprietary technology and not technology based on open
standards that are interoperable. It is a major concern among IT developers and managers
thatoWeb Servieal be difficult to use for intgyodicts because of the immature and sometimes
overl app(Slwg 22 andar ds o

The maj or vendor ds approaches have al so p
entanglement that has ensued. All the foremost vendors commercial Web Services based
product s, (Microsoftds . NediSpak &anB Vhe OmadeeSp her e,
Application Server) appearing to be completely vendor neutral seems to suggest a change in
approach by these big vendors to the marketplace. It is more likely that each vendor has
realised that it is within their best interests to makeiriplementations vendor neutral
(Newcomer, 2003When a Web Service implementation becomes widely accepted it then
becomes the dominant techogy, vendors can then sell add on tools and servers to
complement their implementation due to the fact that they are the authority on that
particular Web Service technology. Also this will force rival vendors to enable their
accompanying technologiesiriteract with this dominant implementation, which then

becomes the dacto standard. Historically while implementations have been largely based

on open standards there have also been patents withheld on key technologies underlying
some implementationshi$ forces competitors to pay a licensing fee if they wish to
devel op their owhn I mpl ementati on based on
implementation of a Web Service. Example technologies where patents may be withheld

are login methods and transpogchanism@_eavitt, 2004)
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Another direction that major vendors can take is by allowing the release of some of the
source code of their implementation. Smaller vendors or individual etsvedopthen

create additional software that runs in con
can add functionality and therefore value to the initial implementation. This additional
software which modifies the original source code must bélavailaan open based

licence and if the software is commercialised a licence fee must be paid for the use of the
source code. As all the major vendors are in competition it is reasonable to conclude that

each will endeavour to highlight their Web Serviggernentations benefits and

advantages over others in an effort to increase sales and therefo(&tpxadits, 2004)

Vendors haveften innovated in the past the accepted open standards to offer extra
functionality beyond what others are offering in an attempt to gain a competitive
advantage. This capitalistic act is not within the idea of open source and cross platform
interoperabity but it exists all the same. In the same way, vendors will obviously make

their Web Service operate seamlessly with its other technologies in an effort to promote but

a Web Service implementation and also its own platform. The best example of this is
Microsoftds . Net pl atform whnoth a splbayt fBoirlnh i
s t r alust likey the Windows platform. Windows was built on standards but it was a Micros
platform tabdlet is a Microsoft platfitnntools that we dreateser interface, the office productivity
applicatiods hose wi | | b e(Gdies,i200t) [ si c] around . Net o

The independent, nédr-profit organisations which have tried to establish across the
board development and acceptance of Web Services specifications and protocols have had
issues that affect the pastd future directions of Web Services, the specifications and
standards(Ogbuji, 2003) At various stages of development different standards and
specifications were put forward to standards bodies for approval, for example in 1999 there
were 15 proposed sdemtions put forward to the W3C for consideration as a standard
XML communications protocol . I n the end Mic
not until after 10 companies submitted SOAP v1.1 to the W3C in May 2000. At this time
there was active -operation between the major vendors, with Microsoft and IBM working
together through an intermediary, namely Ariba and with Sun and Oracle joining an XML
Working Group which led to support for UDDI and WSDL. Previously this was not
always the case and sitlois initial harmony, vendors have now reverted to preceding
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states of discord. Often vendor competition, rivalries and politics got in the way of
standards being approved or rejected for the wrong reasons. Microsoft, Sun and IBM have
all fallen in andut of favour with the work of the W3C and OASIS depending on which
standard or stance suited them at that moment in time. The demise of ebXML led to a
falling out between Sun and Microsoft/IBM and then with the development of the
BPEL4WS (Business ProcEsgcution Language for Web Services) specification further
tied Microsoft and IBM together as both had at the time differing specifications. Microsoft
had XLANG and IBM had WSKNewcomer, 2003)

Microsoft in particular was leveraging its dominance in the sector by initialising the WS
Security Technical Committee at OASIS instead of within the scope of the W3C. This was
due to W3Cadat allispesificatione shoutd ndt be burdened by intellectual
property rights resulting in the existence of patents and therefore royalty rights. This was
the first specification to be submitted to OASIS and not the W3C. This action of forcing
standards lbes into competition led to an undermining and compromising of the work
carried out by both the W3C and OA@8wcomer, 2003)

Standardisatn is a contentious issue with many factors affecting it. Two aspects are in play
here, firstly the developers who are concerned with the integration that Web Services offers
and secondly with the end users, where the actual service provided is igbitaan

industry that views proprietary technology as a competitive advantage the ultimate barrier
to cross platform and open specifications will be the ability of vendors to work collectively
to establish this homogeny that is essential to the corguuoeds of Web Services. This

can be negated by the fact that the end focus with Web Services is with the actual services
offered themselves and not the underlying platform and competitive advantage should then

come from ease of use and function@lagvitt, 2004)
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4.3.Composing, Executing and Verifying Web Services

An organisationds business dealings or pro
both internally and between variowstrers and these can require long execution
processes. The required level of support for these business processes results in some issues
which exist regarding the functionality of a Web Service. This is because a Web Service
needs t o be dlitdonad mformdiiendhdt emablds lthe Web Service to be

utilised accordingly and correctly. Current Web Service implementations offer a basic
syntactical solution and is lacking in the semantic aspect. This additional information relates

to what it doestlie service offered), how it behaves (how outputs are generated) and

information on how to discover it (promotion).

What is also required is a method of verification of Web Services or a form of governance
for Web Services that are exposed and avddabiesocation. These are two separate
requirements that results in increased overheads in relation to the running of a Web Service
implementation which can be a major drawback. The Author contends that without these
the full potential of Web Services,dnely enterprise application integration will not be
realised.

4.3.1.Web Service Composition

Two types of Web Service invocations are in existence. These are separate and distinct
from the Web Services contexts presented in Section 4.1, which were for use within a
Security aspect. These are only decipherable in an implementation environneent and ar
irrelevant to the consumer of the Web Service. A basic Web Service is a Web Service that
is implemented locally by the local system. A composite Web Service is a Web Service
implemented by invoking another Web Service on a different system and possibly
provided by different organisations. Within this idea, Web Services themselves can create
new functionality in the form of web processes i.e. the ability to take existing services and
combine them to create a new selBbeth and Miller, 2003he exponential growth of

the availability of Web Service I mplement a
environmenhrequiring newer applications has led to an increased overhead arising in the

form of Web Service composition technolo@iémso et al., 2004)
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There are two schools of thought in relation to approaching the issue of Web Service
composition, (i) a semantic annotation of what a Web Service does and (ii) a functional

annotation of how a Web Service beh@¥Masg et al., 2004)

On one side of these approaches, the semantic based approach, also referred to as the

Opl anning approachd, involves applying seme
Service. | t i's primarily based wsinobthai n t he
6new webad, it is simply an extension to t|

information and enables computers and people to work seafWasgj\et al., 2004

this context semantic Web Services are a part of the overall semantic web. This method
focuses on explicitly declaring their prerequisites and outcomes which are declared
precisely. These then correspond to declared daroasepts in the Resource
Description Format (RDF) using terms from a predefined and agreed ontology. For
information purposes, the technologies that are used are RDF/BADIRRPA Agent

Markup Language) and Golog/Planning (a logical programming laragea®rbthe
situation calculus{Milanovic and Malek, 20047As a result of this approach,
understanding the meaning of any messageph$einand can be logically inferred as
the ©O6semantic webo6 wil./ provide both pre
functional information. The ontologies upon which it relies on are shared between
servicegSirvastava and Koehler, 200

The second school of thought involves flow composition and execution and is referred to

as the functional or O6industry approachd.
contributed to developing many XML based standards which enablenaaigedhe

operation of Web Services. This is the syntactical approach where Web Services interfaces
similar to Remote Procedural Calls and treated like RPC's and where interaction protocols
are manually written. The technologies involved in this appmoacWSDL and
BPEL4WS. These Web Services ©O6compositiond
based grammar which defines the structure and behaviour of a pair or a group of Web
Services that when joined together implement a business gbértioison et al., 2003)

BPEL4WS is in effect operating above of WSDL at the application layer. In theory this

approach is a standardised ancesydic way of representing business processes and
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interactions and transferring this representation into a format that can be utilised by Web
Services. What occurs in this approach is, a Web Service is described in WSDL format
which provides a function ¢aa outline of what input the Web Service expects, what
output it returns and any exception handlers tha{®ixisistava and Koehler, 2004)

What is necessary is to develop this Web Service composition capability in order to enable
anorganisation to exploit the full benefits of Web Services. In simple Web Services this is

not essential but as the number of Web Services available continues to grow and the
business interaction becomes more complex, this will increasingly be an issue for
organisations planning on utilising a Web Services based implementation. The director of

the W3C, Tim Bernetse in his opening keynote of the Twelfth international World

Wide Web conference stated tfbiteb Servicaset immediate technology medus, whil
Semantic web has the potential for future exponential growth. There are many ways in which the
could interact in the future and the W3C does not intend to limit their work in odie area or the
(Staab et al., 2008) the immediate future enterpngede Web Services can be created

by implementing a Web Service version or idea of workflow management technology. In

the long term by adding semantics to the existing Web Sstardsrds to enable

dynamic discovery, composition and execution of Web Services it seems that this
semantic web may eventually offer the necessary infrastructure to fulfil the requirements

of an internetvide Web Service interactiwhich can support euty global Web Service

implementatiofiBenjamins, 20Q3)

4.3.2.Executing and Verifying Web Services

Another aspect vith is missing from the Web Services architecture that is required to
gain full use and benefits from Web Service implementations is a method of verification
for Web Services. This is a step further from describing the core standards with Web
Services andckling issues at the application layer. As Web Services can be exposed over
the internet, there needs to be a method or process for verifying Web Service
implementations that are offered. As WSDL simply represents what a Web Service can
do, there is norpcess to verify that the WSDL file is correct and that the offered Web

Service actwually o6does what it says <can d
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services, some form of quality assurance will have to be implemented. This is essential for
basic Web ®dces and is even more critical for complex Web Services where data is
travelling from pointo-pointto-point. Each intermediary Web Service needs to be
verified and data returned needs to be in the correct syntax and format. For Web Services
to adapt whin the environment they are operating, they need to be able to discover
appropriate services automaticallpfoai nt futuri st iWeb Senvises on s
standards to dynamically compose new applications to addreswethaspestiatreagdpahnt

in time, generally these visions suggest tha¢mieay wilttme knit together to create broader
application services tail or(elabelilandSeelgci f i c
Brown, 2003)

Essentially what is needed is a distributed Web Services auditing function to address issues
such as robustness, reliability and performance and as part of a Web Service based
architecture a service grid addresses this. This governance is currently lacking and has
been described by two of the most prominent experts in the Web Services domain, John
Seely Brown and John Hagel asotidi s s i hWWgb Servigesusing ra headadbe
organisations hoping to take full advantage of the offering of Web Seiageddll,

2002 b)

These service grids can be viewed as an authority that offers adraisistvaties to

Web Servicess well as verification methods, more robust data transfer connections and
critical security utilities that are required. For example, within the security issmésxt
arising such adigning security policies between all interactions in a ctvieeService

are in existencénother example of an overhead that a service grid can manage is the
issue of response time. ASVab Servicés invoked it is assumed that a response is
requied. Various factors may affect this response time such as compléehySafrvice

and netvork capabilities. Wétis requiredo be managed in this situation is the length of
time required to wait or indeed if a failure in transmission occurs and taigauptes
received by ®Web Servicand therefore th&/eb Service was never invokedutasso

and Alonso, 2003)
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The only way thatveb Servicewill be fully utilised by an organisation is if they are
implemented in business critical functions. An organisatioth beufresponsible if it
proceeded to introduce\Vdeb Servicesystem without the support of a service grid
infrastructure to guarantee reliability as business critical applications must be available at
all times. Any other imgrhentation of Web Serviceishaut this support would simply

be in marginal, non critical activities and in gffegaste of resources. There is normally

a major technological component to these service grids and the overhead can be quite
large. Ensuring connections, monitoringfoperance, addressing short fallings and
routing data all add to the overhead required. All this increased overhead must result in
economic value to be added and the full economic impattboBerviceseeds to be
evaluated. Service grids can make bleésiattain qualitative as well as dguadine data
regarding the use Web Serviceand make it possible to generate revenue from this.
Service grids are also requireenable the easy location and discafeagappropriate

Web Service and can iowolved in supporting and developing discovery directories
(Pautasso and Alonso, 2003)

There are four aspects or responsibility areas in relation to service grids, these are (i)
shared utilities, (i) service management, (iii) resource knowledge manageiment and (
transport management. Within these four areas service grids coordinate Web Services
infrastructure, Figure 11 shows how they operate and where they are placed within the
Web Services infrastruct(8RDC, 2002)
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Application Services

Shared Service Management
Utilities Grid Management/ Quality of Service
Security Resource Knowledge Management Service
Registries / Directories Grid
Auditing
Transport Management
Billing Data Transmission

L]}
\_

Figure 11- Web Service Architecture with Service Grids (Adapted, SRDC 2002)

Shared utilities provide support for not just the application level but also for the service
utilities within the entire service grid. Services such as security, auditing of performance and
business processing occur here. An example of this is billdhguayialg for the use of the

Web Service. Transport management utilities facilitate robust and reliable transmission of
data between services which enables the assembly of complex Web Services both within an
organisation and from external providers. Resockmowledge management contain
registries and directories that describe the services available and states correct syntax of
interaction with them. Another capability within the scope of resource management is to
convert data stated in one format to a fordexipherable by the implementation it is
providing a service to. Service management provides for the management of the grid itself,
it also monitors quality of service and any service level agreements that may be in existence
(Parastatidis, 2003)
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4.4, Summary

As with any technology, along with potential benefits, potential pitfalls also exist. Issues
regarding the technology implemented and concerns regarding the standards and protocols
implemented. Throughout all the initial hype and promotion surroundin@efetes
organisations remained sceptical of the actual benefits on offer. While these benefits are
real and not in question what has occasionally halted Web Services meteoric rise has been

concerns over various security and standards issues.

Security i®f the utmost importance for any organisation implementing any information
system and even more so for an organisation hoping to implement Web Services. This is
due to Web Services exposing encapsulated methods over the internet. Web Services
security musbe proven to be fit for the purpose, reliable and secure and without this
effective security they cannot offer full benefits to an organisation. Also without this
assurance required organisations will not utilise Web Services for is business critical
processes, this negates the value added capacity that Web Services offer in business process

re-engineering.

With regards to Web Services there are two facets of security, called data transmission
security and data storage security. As the names indieatggndmission security means
applying effective security on data while it is in transit, protecting from interception,
sniffing and hijacking attack methods. This is especially important for a Web Service
implementation. Data security similarly is enadewith applying security measures to

data that is in storage. SSL can provide some level of security as it can guarantee point to
point security however it is not suitable for Web Services that require an intermediary as
SSL immediately decrypts datanuarrival at a destination regardless of that destination
only being an intermediary and not the eventual destination. Also SSL only provides
security for data in transit and therefore is also not able to offer adequate security on data

that is in storagieom attack.
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The active and aggressive promotion of Web Services has led to issues arising regarding
standards and protocols that were developed to support Web Services. Aggressive

promotion by each individual vendor of their own standards and apewctibas led to a

Web Services standa&mtanglement. The core technologies took the best part of a decade

to gain industry wide acceptance and be universally open source. However there are still
emerging standards, specification and protocols thail smerging and maturing that

will also have to go though a long and -we#edor political path to gain industry

acceptance.

Composition, execution and verification of Web Services are needed to be addressed.
There are two approaches to the questiaomiposition. The semantic based approach

also referred to as the Oplanning approach
associated with each Web Service. The second school of thought involves flow
composition and execution and is referred toas thi ndustry approacho.

XML based standards which enable and normalise the operation of Web Services.

To gain full use and benefits from Web Service implementations, a method of verification

for Web Services is required. As Web Servicecaxpbsed over the internet, there

needsto be a method or process for verifying these service implementations that are
offered. As WSDL simply represents what a Web Service can do, there is no process to
verify that the WSDL file is correct and thatthd oer ed Web Servi ce act uc
says can dobd. For Web Services to offer as:

will have to be implemented.

In the rext Chapter, the Author will presimeestageshathave been identified through

the cairse of this study. Thestageswhich the Author proposesan enable an
organisation to (i3uccessfully attaimderstanding of the interaction between information
systems and business strategypr@ijide a method to evaluate the benefits of la We
Service based implementation and (iii) assist the development of an adequate security policy

for an organisation.
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The Web Services and Business Strategy Interaction model will be presented to the reader.
This will illustrate how Web Services supBarsiness Strategy and how Business Strategy
utilises Web Services. Web Service Value Chain Analysis will be undertaken and explained
for each of the five primary activities in Porters Value Chain. Finally in Chapter 5, a series
of Web Services Security €llists will be presented to the reader and it will explain how

these can assist in providing adequate security policy for an organisation.
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5. Successful Utilisation of Web Services Technology

In Chapter 4the Author examined the negative factors encountered with regards to Web
Services and the corresponding technologies. Security issues were addressed and divided into
separate contexts. The proliferation of Web Services standards and protocols was also
exdored in the last Chapter. Finally, issues regarding the governance of Web Services were
highlighted. These issues relate to the composition, execution and verification of Web

Services.

For integration of a Web Service implementation intorgamisations structure to be
successful, the overall approach that is undertaken must be staged in incremental steps. What
is described in this Chapter is divided into three stages that have been identified throughout
the course of this study. Firstlye thterlinking of information systems and business strategy

will be examined. This will allow for understanding of the thought and methodology behind
the Web Services paradigm. It will show how Web Services can be implemented as a loosely
coupled informatin system which will both support and enable strategic flexibility for the
organisation. A model is developed and presented to show the workings of this interaction
and it is this relationship that is critical to the underlying theory being presentbd of We
Services enabling strategic flexibility for an organisation. It is essential that alignment occurs
between an organisations information system and an organisation business strategy. This in

turn will then result in the benefits of Web Services beirgexthi
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To successfully show the benefits of Web Services and offer a tangible assessment of an
implementation a metric approach is presented. This approach utilises the benefits of Web
Services and generic areas that information systems can add valabless Vaese
variables are then scored in relation to a well know management tool, Porters Value Chain
(Porter, 1990) to produce five score cards for each of the five primary value adding activates
undertaken by an organisation. The score cards premathtdee graphing of these will

allow an organisation to rationalise the idea of Web Services to budget holders and therefore
release funds to invest in implementing and expanding this enabling technology. This
technology will not only include the orgdiosa internal value chain but also the

organisations extended value chain.

A security checklist will be introduced which when employed will offer a guide to an
organisation to develop an adequate security policy, which is required when pursuing a Web
Sevices based approach. Without effective security that offers integrity and reliability, Web
Services cannot offer the full benefits that the technology can potentially offer. These
benefits are mainly interoperability internally with legacy systenperaitdity externally

with other organisations information systems and Web Services utilisation of the web as a

transport medium.

The stages presented, working together will allow an organisation to decide whether Web
Services offers an information sydtean is suitable within the context of the organisations
strategy and therefore suitable for the organisation to implement. It also addresses the
reliability that is required for an information system that manages business critical processes
and will offe the project sponsor of a Web Service implementation a mechanism to evaluate
and show a metric in gauging the benefits offered to an organisation by Web Services as an

information system.
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5.1.Web Services and Business Strategy Interaction Model

The Web Serwes/Business Strategy Interaction Model (W8/M8del), presented in

Figure 12 is a further development of the 1SRB8odel presented previously in Figure 4.

In the third chapter it was stated that information systems and business strategy are
inextricdly linked and Figure 4 was developed to illustrate this. This relationship is the core
interrelationship that exists in any organisation. This 48/B®del has been developed
further inrorder to show more details and factors which affect the workithgs infer
relationship. An organisation that wishes to implement Web Services as an information
system with a view to gaining sustainable competitive advantage must devise and analyse its
business strategy within the context of this-iatationship. Wh the utilisation of Web
Services, sustainable competitive advantage cannot be fully achieved witheut the co
ordination and alignment of both the information system and the organisations business
strategy. There are two facets or vistas to look at iis@srelationship from and this

is shown in the WS/BBModel in Figure 12.

The first facet shown in Figure 12 is where
system actively support t he or gaServieati onds
supporting a loosely coupled strategy. The second aspect of #tefatiaaship is where

the business strategy utilises an information system to either achieve a competency or to
support an organisations existing core competency and thus ettapetitive advantage,

in this case a strategically flexible strategy utilises the Web Service implementation.
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5.1.1Web Services Supporting Business Strategy

There are a number of external factors which influence an organisations information
system. In the WS/BISmodel presented in Figure 12, these are divided into two
segments (i) technology driven business change)atedhfiology environment and
opportunities. A Web Service implementation is a perfect example of all these factors.
Leading edge hardware or software that may enable an organisation to do things
differently and thus gain a competency or competitive aarftamplemented
correctly, will have a major effect on an organisation. Firstly, how Web Service technology
has driven a change in the way organisations do business and the processes that underlines
the business. Also, how organisations leverage aegistrflexibility afforded by
implementing Web Services to the organisations advantage. A new technology, such as
Web Services, offers an organisation an opportunity to exploit that new technology to its
advantage. Web Services have driven a changmesdapproach that organisations are
taking, due to the interoperability and flexibility offered by Web Services. Web Services
have completely revolutionised the distributed computing paradigm. Through the enabling
technology of Web Services and the thedrloose coupling, they have driven and

fundamentally changed the way that organisations business processes work.

Secondly, how Web Services have both had an affect on the technology environment and
offered new opportunities for organisations d&velop further. Both technology
environment and technology opportunity have been grouped together as they each
interact and are not mutually exclusive. Any new technology can be conceived from the
state of the current innovative technology environmenthand shown in an EDS
consultancy report revealed that 75% of companies with revenues ranging from less than
US$50 million to more than US$1 billion have already deployed some form of a Web
ServicgRosenberg, 2003)vhile the majority of the actual underlying technology that
Web Services utilises is not new, the paradigm and application of the technology coupled
with the emergence of new protocols and standards allows Web Sérwicesved as a
Onewd technology. Web Services have had a
computing environment, not only with them being widely hyped but also due a type of re
engineering for the industry. The initial development and mgp@ifor Web Services

came after the dot com bust and due to this initial hype the perception of organisations
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was understandably cautious. Web Services
systems, integration and offering flexibility aasl promoted as such. However, Web
Services were only in its infancy of development and standards and protocols needed to
be established. This approach of caution on behalf of organisations has aided the long
term development of Web Services as organssaiqnired more assurances before
investing in the technology. Therefore, the proliferation of standards, specifications and
protocols that were bound to emerge were forced to, in theory prove themselves to be
sustaining. This means that the standardeshadid vendors had to produce stable,
robust and industry accepted specifications before organisations proceeded with
investment in Web Services. In this case the technological environment at the time, a
perception of an industry in turmoil and vendosefomounting forced the industry into

a type of reengineering. By utilising established transport medium (the internet) and
protocols (HTTP and TCP/IP) and adding another level of functionality to it actually
generated the notion that became Web SerwWeds.Services development offers an
example that shows how the state of the current technology environment is a factor.
However, it can be reversed and if investment capital is not available for research and
development in the future then innovative nevdwere or software may not be

developed.

5.1.2 Business Strategy Utilising Web Services

The second vista of the core intdationship presented in Figure 12 involves an
organisations business strategy utilikiagcapabilitie®f an information systerto

support itsoverall organisational strateggweverin a reverse fashion. There are two
external factors whidiave been identified thaffectan organisations business strategy,
these are (i) corporate strategy and (ii) strategic capability. Corptegiexsss at the

highest level odn organisation and encompasisesscope of thentireorganisations
strategies. A strategic capability involves the enabling or utilisation of an organisations

ability to achieve a goal or objective.
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Corporate sategyexiss at the highest level ah organisation. It encompagbesscope

of the entire organisational strategy #rel relationship between separate parts of the
businessfor example manufacturing, financial and saldshow the corporate centre

adds value to various different parts. This can be done through increasing efficiency and
expertise, synergies between different divisions or rollout of standards and performance
assessmen{dohnson and Scholes, 1984isiness strategy exists at a level just below
corporate strategy. Business strategyires thedentification of bases of competitive
advantage arising from an understanding of both markets and customers, and special
competences that the organisationas.nay take the form of different strategies such

as O6no fr i Iferestiétion, hyloridvor p fodusee differentiatRorter, 1980)
Businesstsategy takes place within the context of a single line of the entire organisations
business and concerns the approach taken to ensure value adding in one specific unit of
the organisation. In doing this it attempts to build and secure an organistdioablsus
competitive advantage in the long term. Organisaiapdake different directiots

achieve thjdor example onerganisatiomay expand by diversification and others may
seek to concentrate on the existing market and grow market shaoptidisoin this
directioncanbe to enter new products or enter new markets and methods may include
expanding by merger/acqtia, alliances or interna{ljohnson and Scholes, 1984)
business strategy can utilise the benefits and capabilities offered by the implementation of
Web Services-order b achieve its goals. For example, business strategy can use Web
Services in tandem with Porters Value Chain to add value throughout the organisation.
The primary activities inbound logistics, operations, outbound logistics, marketing and
sales and servicesn be seamlessly integrated from the flexibility offered in the sourcing

of raw materials to the efficiency that can be offered through after sales support. An

analysis of this is presented in Section 5.2 of this dissertation.

Strategic cability meandeveloping orgamisonal capabilities whiehturn develop an
organisationability to do something. With experience this capability can then begin to
translate into a competence fordhganisation. With success the orgtaisrefines the
capabilitypeyond its rivalandit becomes a distinctive or core competéhiatsolf,

2004) An organisation using the correct business strategy can, utilising the capability and

flexibility of Web Services generate this competStedegic capability istarm
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generallyused in conjunction with SWQBtrengths, Weaknesses, Opportunities and
Threats) analysis SWOT analysis provides information that is used to naatch
organisationgesources and capabilities to the competitive environment in which it
operdes. It is an instrument efrategy formulation and selection. SWOT analysis is a
basic, straightforwvard model that provides direction and sereedasss for the
development oftsategic capability. It accomplishes this by assessorgaarstions

strengths (what an orgaatisn can doand weaknesses (what an orgaorscannot do)

in addition to opportunities (potential fakable conditions for an orgaatisn) and

threats (potential unfaw@ble conditions for an orgaatien)(Danka, 2000)rhe role of

SWOT analysis is to take the information from the environmental analysis and separate it
into internal issues (strengths and weaknesses) and external issues (opportunities and
threats). Once this is completed, SWOT analysis determinasfirthation indicates
something that will assist the firm in accomplishing its objectives (a strength or
opportunity), or if it indicates an obstacle that must be overcome or minimized to achieve
desired results (weakness or th(€ampson and Strickland, 2001)

There is also arspect whereby in some cases business strategy can dictate information
systems direction and also information systems can dictate business strategy. In this
instance where a Web Service implementation is the information system in question it is
essential tplan and manage changes that are required right throughout the organisation.
These changes can occur at various levels and areas right through out the entire
organisation. Changes can also affect externally through extended interconnections, for
exampleextended supply chains, organisational partnerships and any outsourced aspects
of the organisation. The changes will also occur within different contexts such as

technical, organisational, process and project (@atedpson and Strickland, 2001)
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5.2.Web Services Value Chainralysis

To put the WEBS-I model presented in Figure 12to practical use is it necessary to
perform analysis and provide metrics of the benefits offered. Understating the relationship
and alignment olNeb Servicesnd business strategy is essentias lfutile withoutalso

utilising and turning this knowledge into tangible resaltsely value creation. The
management toaotilised to achieve this analgsid provide metridsave been described

in Chapter 2 an@hapter 3 of this Dissertation.

Thefirst variablghatis used to analyse value creation is discusSéajer 2Presented

in Section 2. are the advantages offered to an organisation by the implementation of a
Web Servicbased information systeirhesix stated ar@) Interoperability(ii) Flexibility

(ii) Utilise Wepb (iv) Integration (v) Freedom of Choice and (vi) Programming
Productivity.The second variable that is required, also presented in Chagesc8lixs

four generic areas where information systems can and showdtbadd@hese four areas
are(i) Expense Containmerfti) Process Improvemerttil) Customer Advantage a(id)

Talent Leverag€inally, the tool that is employed to put the returned metrics into context

is Porters Value Chain which is shown and esglairsub section 3.3.2 of Chapter 3.

Each of the six benefits ©¥eb Serviceare analysed against each of the five primary
activities as stated in Porters Value Chain, namely (i) Inbound Logistics, (ii) Operations, (iii)
Outbound Logistics, (iv) Marketing and Sales and (v) After Sales Bese&enain or
primary value addingti&ties of an organisation are activities surrounding production,
marketing, inbound and outbound delivery and servicing of a product o(Agastest

al., 2003)In Porters model they are viewed or linked as a Thaicgontext that each of
the benefits of Web Services and primary activities of the value cdwiredrerelation

to, the four generic areas where informatistersyy can andhould add valu&ssentiajl

what is being asked is the quesiidho w d fbensfit of\Wele Serviceghprove [how
information systeroffersvaluecreatioiin relation to [each support activity in the value
chain]?
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A scorecard can provide an organisation with iaf@mregarding any specified business

or strategic areas within an organisation. It is a method of gauging the impact of any one
variable on another and can be put into a context that is relevant to a decision or
proposition being made. Depending on wiaaitables are being used they can provide
essential decision making information and knowledge which can then be put to practical
use. As a management tool they offer a guide and direction to business managers to
understand a contribution that is being nia@a organisation. Along with benchmarking
scores, goals and targets can also be developed which an organisation can aspire to

achieving.

Generic Scorecard 1 to Generic Scorecard 5 are presentedpaainterms, these can

then be graphed to shavhich of the primary activities of an organisation can benefit the
most from an implementation of a Web Service based information system architecture. For
Generic Scorecards 1 to 5, Table 3 shows a list of the Impacts of Web Services that are
used to evahte each value adding area and their corresponding metric values. Therefore,
for each of the six individual benefits of Web Services a maximum scoring of eight is
available. Overall, scoring for each of the primary activities in the value chainx for all si
benefits will be out of a total of 48 as they are mapped against the four areas that offer
value adding benefits.

Impact of Web Services Score

Direct Impact

Indirect Impact

Ol | DN

Negligible Impact

Table 3 - Scoring Metrics for Impact of Web Services (Author)
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5.2.1Web Services Value Chain Scorecard for Inbound Logistics

It can be stated from Generic Scorecard 1, for Inbound Logistics that most benefit and
value added factors in this primary activity coroes tine benefit of Web Services
Utilising of the Web as its transport medium. Direct impact upon all value adding factors
can be realised by Utilising of the Web, which leads to a maximum scoring of 8 out of 8.
The internet is an existing medium therefarenew investment is required which

improves expense containment. The use of the internet also offers process improvement

as there can

data in redime. Customer perceptions can img@roved by offering portals where
customers can go and check the status of their order and get an estimated delivery time
and talent is leveraged with the organisation due touke of Web Service methods

that are exposed over the internet. Inteedpltly and Integration score well in Generic

Scorecard 1, indicating that these benefits of Web Services offer a number of direct

be Odany ti

me 0 ,

O0anytodateer e d

impacts and also some indirect impacts which add value for an organisation.

Advantage of Web Services

Inbound Logistics

n
o
o
=
D

Interoper-ability

Expense Containment
Process Improvement
Customer Advantage
Talent Leverage

Flexibility

Expense Containment
Process Improvement
Customer Advantage
Talent Leverage

Utilisation of the Web

Expense Containment
Process Improvement
Customer Advantage
Talent Leverage

Integration

Expense Containment
Process Improvement
Customer Advantage
Talent Leverage

Freedom of Choice

Expense Containment
Process Improvement
Customer Advantage
TalentLeverage

Programming Productivity

Expense Containment
Process Improvement
Customer Advantage
Talent Leverage

NOOOONNDN NENDN NNNN OFRLNNOELDNDN

Generic Scorecard 1Inbound Logistics
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5.2.2.Web Services Value Chain Scorecard for Operations

Both Integration and Utilisation of the Web score favourably in relation to Generic
Scorecard 2, for Operations activities in the Value Chain. Operations scored the lowest
from the analysis of all five primary activities in the Value Chain, only scouingf 22

possible 48, less than half-eRgineering of existing systems or Web Services providing
some automation of existing processes to contain expense and improve processes can be
employed. Operations is for the most part concerned with the acinak®wf an
organisation and this can explain the low scoring, as this has probably been streamlined
and value added to the maximum already. One option to improve this is to outsource
operations and then utilise Web Services to integrate the orgamsigstions with the
outsourced organisations information system. Most notably from Generic Scorecard 2 it
can be said that across all the six benefits of Web Services, the most consistent value
adding area is that of Process Improvement with a direct impaation to four of the

benefits of Web Services.

n
o
o
=
D

Advantage of Web Services | Operations

Interoperability Expense Containment
Process Improvement
Customer Advantage
Talent Leverage
Flexibility Expense Containment
Process Improvement
Customer Advantage
Talent Leverage

Utilisation of the Web Expense Containment
Process Improvement
Customer Advantage
Talent Leverage

Integration Expense Containment
Process Improvement
Customer Advantage
Talent Leverage

Freedom of Choice Expense Containment
Process Improvement
Customer Advantage
Talent Leverage
Programming Productivity Expense Containment
Process Improvement
Customer Advantage
Talent Leverage

NOOOORNO OFRLNN OFLPNN OORFRLELNMNEFLEDNO

Generic Scorecard 2 Operations
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5.2.3.Web Services Value Chain Scorecard for Outbound Logistics

Generic Scorecard 3 results for Outbound Logistics are exactly the same as the scoring of
Generic Scorecard 1 for Inbound Logistics, with Utilisation of the Web offering direct
impacts in all valiedding areas. This is due to the fact that they are both concerned with
the distribution of an organisations product or service. Outbound logistics are concerned
with the outbound distribution channels whereas Inbound Logistics are concerned with
the inconmg sourcing channels. Again the Utilisation of the Web is a major benefit here
but with subtle changes. For example, direct impact can be obtainable by creating and
utilising portals, then offer these over the internet which gives customers the gpportunit
to look at their order in real time. Similarly here the organisation can proved the same
service but in this instance as a delivery time tselere Freedom of Choice enables an
organisation to expand existing markets and also to explore new ahenecthe
organisations market can be expanded as-seNereor vendor can now easily interact

with the organisations sales mechanism.

n
o
o
=
D

Advantage of Web Services | Outbound Logistics

Interoperability Expense Containment
Process Improvement
CustomeAdvantage
Talent Leverage

Flexibility Expense Containment

Process Improvement
Customer Advantage
Talent Leverage

Utilisation of the Web Expense Containment
Process Improvement
Customer Advantage
Talent Leverage

Integration Expense Containment
Process Improvement
Customer Advantage
Talent Leverage

Freedom of Choice Expense Containment
Process Improvement
Customer Advantage
Talent Leverage
Programming Productivity Expense Containment
Processmprovement
Customer Advantage
Talent Leverage

NOOOONNDN NENDN NNNN OFRLNNOELDNDN

Generic Scorecard 3 Outbound Logistics
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5.2.4.Web Services Value Chain Scorecard for Marketing and Sales

Marketing and Sales main benefits arise from the Flexibility offered by Web Services and
this isshown in Generic Scorecard 4. Web Services offer more sales channels with
minimal integration costs, which show expense containment and a direct impact on the
value adding of Web Services. Web Services also offer wider access to data and
information regatdss of the data sources platform. Marketing and Sales departments can
then use this greater data to build an improved customer profile enabling the organisation
to focus on its target market better and provide a product or service that the customer
requies. As this occurs unknown to the customer, it therefore only offers an indirect
advantage to the customer but is still of benefit to an organisation. This also releases talent
leverage as marketing and sales employees will be enabled to increasednsaikets a

and increase customer retention levels with this increased data.

n
o
o
=
D

Advantage of Web Services | Marketing and Sales
Logistics
Interoperability Expense Containment
Process Improvement
Customer Advantage
Talent Leverage
Flexibility Expense Containment
Process Improvement
Customer Advantage
Talent Leverage

Utilisation of the Web Expense Containment
Process Improvement
Customer Advantage
Talent Leverage

Integration Expense Containment
Process Improvement
Customer Advantage
Talent Leverage

Freedom of Choice Expense Containment
Process Improvement
Customer Advantage
Talent Leverage
Programming Productivity Expense Containment
Process Improvement
Customer Advantage
Talent Leverage

NOOOOONDN OCONN DNNNO NFEPNNNPELON

Generic Scorecard 4 Marketing and Sales
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5.2.5.Web Services Value Chain Scorecard for After Sales Service

After Sales Servicen Generic Scorecard dthieved vergimilar resultsto that of

Marketing and Sal€eneric Scorecard i is not surprising #se two are focused on

one area, the customer, but in different contexts. bEmefits offered through the
Utilisation of the Web and thatégration aspect are the main benefits achieved here
where Web Services offers a direct aspect on all fourddihge aaead-actors such as

more proactive after sales service and easeeasfs for the customer looking for support

Is achieved though the use of the internet. Other areas that benefit involve the integration
of systems throughout the organisationettbteb handle customer returns and inventory

levels, this again shows how Web Services can have a direct impact on value adding areas
in the Value Chain.

Advantage of Web Services | After Sales Service Score
Interoperability Expense Containment
Processmprovement

Customer Advantage
Talent Leverage
Flexibility Expense Containment
Process Improvement
Customer Advantage
Talent Leverage

Utilisation of the Web Expense Containment
Process Improvement
Customer Advantage
Talent Leverage

Integration Expense Containment
Process Improvement
Customer Advantage
Talent Leverage

Freedom of Choice Expense Containment
Process Improvement
Customer Advantage
Talent Leverage
Programming Productivity ExpenseContainment
Process Improvement
Customer Advantage
Talent Leverage

NOOOOFREFO NNNN NNNN OCOONDNEDNDN

Generic Scorecard 5 After Sales Service
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5.2.6.Further Scorecard Analysis

The results shown in the Web Services Value Chain Generic Scorecards 1 to 5 can further
be analysed by graphing the metrics. This is presented in Figure 13 and from this it is
shown that the majority of value adding to an organisation is offered hiptlighe

Web and Integration, and closely followed by Flexibility and Interoperability. Freedom of
Choice and particularly Programming productivity offer the least value adding capabilities
for an organisation.

Analysis of Web Services Value Chain Generic Scorecards

9
8 OInteroprabili
prabiity
7
6 B Flexability
5 -
a4 - OUtilisation of the Web
3 Olntegration
2 -
1 ﬂ B Fresdom of Choice
0 -
Inbound Operations  Cutbound  Marketing  After Sales OPFrogramming Productivity
Logistics Logistics and Sales Service

Figure 13- Analysis of Web Services Value Chain Generic Scorecards

The five Generic Scorecards presented in sub sections 5.2.1 to 5.2.5 inclusively and the
resulting Figure 13 which are generated in
and 0 c ased.dForam eganisation to successfully evaluate and implement Web
Services and achieve all the corresponding benefits, which in turn generates value adding
components the generic aspect must be removed. Validation of this approach of analysing
benefits an only occur when an industry or sector is evaluated. This leads to concrete
aspects and areas being indisputably presented which will show exactly where and how a
Web Service implementation can and should add value for an organisation. This is
addressedn Chapter 6, where a specific industry and organisation is selected and
evaluated. A Case Study is undertaken and actual examples are given as to how Web
Services can benefit this organisation and real world examples are presented to show this.
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5.3.Web Serwies Security Checklist

A Web Service implementation may be successfully integrated within an organisation, its
business processes and its business strategy. However, without adequate security the
implementation will be left vulnerable to attack and becmmmaromised. This leads to

Web Services becoming unsuitable for any business critical process. Equally, if any data of a
personal nature becomes obtainable by an unauthorised or unauthenticated third party, this
can leave an organisation legally liabky timel Data Protection A(t988)

Web Services security is stildl a O6work in
nature they will continue to do so. Web Services primary focus has been its ability to utilise
the internet and its platform inéeplence, this has caused security to be more viewed as

an afterthought rather than an essential element. As Web Services are simply another
paradigm to achieving a distributed computing environment, applying security can be put
into the same context. Theneplexity of offering security lies in the differing nature of

how a Web Service achieves its goal of a distributed computing environment. Figure 14
shows three different types of security areas that can be distinguished between. These areas
can offer gragal steps or stages in applying security measures. When these are applied
within the context of Web Services, these stages can enable an organisation to achieve
adequate security.

_ : Increasing
Application Data Security Sandards &
Complexity
Transmission Security
Access &
Restriction

Figure 14- Types of Security (Author)
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In Figure 14, Systems Security is placed at the narrowest and lowest level of complexity as it
involves enforcing the most basic of security measures afforded to any system namely
restricted access, limiting personnel and applyingreoftpdates. Web Services standards

and specifications are constantly evolving and developing. Currently the core of this
development is within the application data security area. More standards are being
developed and complex means of achieving diffevets of security are emerging. The
scope for application data security is increasing and this is why it is placed at the top level of
Figure 14. As the name indicates, transmission level security is concerned with data in
transit. Transmission securidy placed at the intermediate level of Figure 14 as it is
concerned with security afforded at the medium being utilised to exchange data.
Transmission security and application data security are also concerned with authentication
and this can be inheritedrn systems security.

5.3.1.Systems Security

Systems Security is concerned with basic level restriction and access control for any
system. Physical access to equipment, platform and software updates as well as what a
user can and can not do are applied 6bexklist 1, which is shown in Appendix A, can

be utilised to ensure that only approved personnel have access to a system and what level
of access or rights that they have. It also can ensure that platform and software
vulnerabilities are up to date anttped. Systems Security is concerned with five areas,
namely, (i) Hardware, (ii) Software, (iii) Authentication, (iv) Users/Groups and (v)

Authorisation.

The hardware area covered in Checklist 1 addresses physical access to equipment and
possibly the motaring of where equipment is located. It also involves limiting the
personnel who can access or grant access to an area that houses equipment operating or
storing sensitive data. PC, Local Area Network (LAN), Metropolitan Area Network
(MAN) and Wide Area &work (WAN) can also be monitored and logs kept of access
dates and time for tracking purposes.
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The software aspect to Checklist 1 refers to tasks such as performing and scheduling
software patches on server operating systems and updates on |fdemmeidn Server

or Apache or any web server software that is being utilised. It also covetss anti
updates as well as an aspect for monitoring the updating of all operating systems, web
servers and antirus applications to ensure all vulnerabiitesaddressed on a regular

and continuing basis.

Authentication defines what method of authentication is to be utilised, Access Control
Lists, LDAP Directory, Windows Authentication (for databases) or a Single Sign On
method. Used in conjunction withstlauthentication is a method of assigning rights to
different users based on requirements and user groupings. Within this context then
Authorisation is achieved, after authentication has occurred, what users are authorised to

do can then be applied basedhe different user and groups that are enabled.

5.3.2.Transmission Security

Transmission Security is primarily concerned with the connections that are utilised to send
messages from a service provider to a service consumer -eersaceThis
communication ot guarantee that the data sent has not been subjected to any number
of attacks including scanning, eavesdropping, manipulation, insertion and hijacking of
messages in transmission, in other words transmission security must provide data
integrity. Methodsof ensuring this under the V88curity framework are XML
Encryption and XML Digital Signatures. Checklist 2, which is shown in Appendix A, can
be utilised to record and confirm that relevant authentication, secure connections and

SOAP protection is appii¢o data in transit.
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Authentication, as in Checklist 1 is also a factor in Checklist 2. However authentication is
attained in Checklist 1, it is also necessary to retain this authentication to enable secure
transmission of data, as it must be ediedlissho is sending and receiving data. The
security applied to the actual data in transmission is addressed in Checklist 2 and can
utilise one or a combination of the methods listed. These are Secure Sockets Layer,
Transport Security Layer, Proxy Servewall or a Virtual Private Network. Protection

must be afforded to the SOAP messages that are being transmitted from a service
provider to service consumers. Checklist 2 lists two means that can be employed to
achieve this, XML Encryption and XML Dig&ajnatures.

5.3.3.Application Data Security

Application Data Security is concerned with data that has been transmitted from
consumer to provider or vigersa gaining access to resources. The data must be
validated through schema that ensure the data isvfront says it is from, that the data

IS in the correct syntax and that the data does not contain any malicious code that can
inflict damage on a system. Application data security is the most complex level of security
and also offers the most varied stedsland methods of providing assurances.

Checklist 3, presented in Appendix A, shows how security can be applied to Application
Data Security. Authentication as with both Checklist 1 and Checklist 2 is required to
ensure the application of security. Alddressed in Checklist 3 is XML Verification or
methods to verify XML messages transmitted over the internet. This can involve the use
of Username Tokens, X.509, Kerberos and/or Security AssertioupgViaghnguage
(SAML). These XML verification methode aurrently the most widely accepted and
utilised methods. Checklist 3 then introduces the aspect of XML Threat Awareness, which
involves a list of attack methods that needs to be addressed however, this list is by no
means exhaustive and can be expandberf The threats listed are the most common
threats that must be paatively accessed and addressed. Checklist 3 can be utilised to

develop an acceptable security policy for application data security.
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It is within the context of Figure 14 that Chetkll to 3 are presented. As issues such as
software vulnerabilities, social engineering and malicious human threats will always exist,
no level of security can 100% guarantee absolute security to an organisation in an
implementation of any system. Howelrese checklists can be utilised by an organisation

and they will assist an organisation to enforce a successful Web Services implementation
which is afforded the maximum security possible. In the future it is necessary to address
issues such as auditofigWeb Services implementations, intrusion detection for these

systems and a form of governance for the whole area.

5.4.Summary

There are three aspects of application of security being presented to the reader in Chapter
5. These are the int@lationship between Web Services and Business Strategy, a method
for scoring how Web Services add value to an organisation in conjuticteofiexible

business strategy and a checklist which will assist an organisation in devising an adequate
security policy when implementing a Web Services infrastructure. This is presented in a
staged progression from background theory to actual scobegefifs and finally to a

method of negating the impact of security vulnerabilities.

Central to Chapter 5 is the intelationship and theory behind the Web Services paradigm
offering an organisation the ability to implement a loosely coupled ihtal Hlesiness
strategy. The WS/BISmodel presented in Figure 12 gives a graphical representation of
this intefrelationship. An organisation that wishes to implement Web Services as an
information system with a view to gaining sustainable competitivagelvaust devise

and analyse its business strategy within the context of thislati@nship.
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To put the WEBS-I model into practical use is it necessary to perform analysis and
provide metrics of the benefits offered. Understating the relationship and alignment of
Web Serviceend business strategy is essential but is futile vaismuitlising and turning

this krowledge into tangible resulsmely value creation. Web Services Value Chain
Analysis is undertakendrder to achieve metrics. The results are presented in the form of
five Generic Scorecards, one for each of the primary activities of an orgasist@tied a

in Porters Value ChajRorter, 1985)

A Web Service implementatimay be successfully integrated within an organisation, its
business processes and its business strategy. However, without adequate security the
implementation will be left vulnerable and will be unsuitable for any business critical
process. Checklistd 3 are presented that will assist an organisation in creating a suitable

security policy for its Web Service implementation.

For an organisation to implement any information system it must examine the implications
of such a move. There are many fatets dan be examined and an unending list of
positives and negatives that can be presented. Organisational benefits, customer benefits
and environmental benefits and market benefits can all be gained from the implementation
of a new information system. Wiately however, as organisations are profit driven,
financial benefits will be the deciding factor. Also financial merits will be the basis for most

of the decisions such as resourcing, technology and investment regarding any project.

In the next Chaptethe Author will perform analysis of a case study on an information
system which has been implemented by EBS (Educational Building Society), which utilises
Web Services. Web Services Value Chain Analysis will be undertaken on this information
system with # resulting Scorecards presented. Finally in Chapter 6, primary research, in
the form of an interview with Mr. David Yeates, Senior IT Architect with EBS will be
critically analysed and presented.
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6. Case Study: Education BuildingSociety

In Chapterb, the Author presented a model calleel Web Services and Business Strategy
Interaction model. This model illustrated how Web Services supports Business Strategy and
how Business Strategy utilises Web Services. Web Service Valuvendlyss was
undertaken and explained, for each of the five primary activities in Porters Value Chain.
Finally in Chapter 5, a series of Web Services Security Checklists were presented and it was
also explained how these can assist in providing adequstg policy for an organisation.

In this Chapter, the Author will perform analysis of a case study on an information system
which has been implemented by EBS (Educational Building Society), which utilises Web
Services. Web Services Value Chain Anaiyde undertaken on this information system

with the resulting Scorecards presented. Finally in Chapter 6, primary research, in the form
of an interview with Mr. David Yeates, Senior IT Architect with EBS will be critically

analysed and presented.
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This Dissertation has, at its core three major assertions. These are (i) that information
systems and business strategy are inextricably linked, (ii) that Web Services can add value to
an organisation in conjunction with a flexible business strategy) &malt @ecurity is a

major concern when implementing a Web Services infrastructure. What has been shown,
devised and presented in Chapter 5 is (i) a model to show the interaction of Web Services as
an information system supporting an organisations Isusinategy, (i) a method for

scoring the areas that Web Services can add value in relation to an organisations primary
activities and (iii) a proposed checklist to aid devising a security policy for an organisation
when implementing a Web Services infictstre.

A means of proving these assertions and examples in real world terms is now required. This
will lead to validation and verification of these assertions. To provide this it is necessary to
perform a case study on a specific organisation to dexteimstances of the assertions in
Chapter 5. The organisation chosen to perform this case study, after initial contact with
relevant representatives of the organisation, is the Educational Building Society (EBS), which
operates in the Irish FinanciaivBms sector. Real world examples of the flexibility and the
value adding capabilities of Web Services are drawn from this case study, along with an
article in Knowledge Ireland, Issue 22 January/February 2007 by Gordon Smith, entitled
0 The St or ($mits, Q007 drimatlydan interview with Mr. David Yeates, Senior IT
Architect with EBS. EBS is a Building Society that operates-aperative mutual
principals. It was founded in 1935 by Mr. Alex McCabe and other teachers with the aim of
providing access to housing finance available to everyone. Today EBS still operates on a
mutual basis, being run on behalf of its members and it has grown to conaxeeskiof

a 10 percent market share of the 26 billion Euro Irish home loan (Sariket 2007 b)
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6.1.Educational Building SocietyBackground

In the past and due to the organisations history, EBS operated exclusively through its
traditional network of branches and franchised agents as opposed to offering products
through brokers. The exponenti al ghaswt h i n
led to a change in approach by consumers in seeking and sourcing mortgages. Recent
trends have led to mortgage brokers to become an increasingly popular method to source a
home loan. This led to a realisation that, for EBS to retain its sigrafigaantsof the

Irish home loan market and to secure new customers, it would be necessary to interact with
these brokers who in turn can then offer an EBS home loan ff@wmhittt, 2007 b)

Once the details of the politics and formalities of this course of action were established,
what was then required was ardommand mechanism for EBSG6s in
connect seamlessly with independent brokers raad/@rray of individually affiliated

brokers. EBS, after consultations and examination selected a SOA approach, utilising Web
Services as its preferred option to implement these requirements. SOA is the subject of
Section 2.5 of this Dissertation. EBSaged the services of IBM, one of the five major

vendors continuously mentioned throughout this Dissertation to implement the SOA,
which was built on | BMO6s Web Services based
SubSection 2. 4.1 o fobal(Busnpss eansultants wérd3 éhjaged @
oversee this SOA and to ensure that EBS®O6s t
possible impact on its ability to reach new customers and therefore maximise profitability
(Smith, 2007 b)

6.2Enabling Flexibility and Enhancing V

EBS had a twipld requirement for any new information system. Firstly, EBS required
integration of its existingfammation system with the information systems of the various
mortgage brokers and intermediaries. This would then enable a new channel of business
and therefore, increase the organisations ability stay competitive within the Irish home loan
market. Secondlas EBS was implementing a new information system it was essential that
this system should enable the maximising o

organisatiogSmith, 2007 b)
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6.2.1 Enabling Flexibility

For EBS, SOA has enabled the organisation to become extremely flexible in relation to
changing market requirements. Business processes, organisational goals and priorities can
now easily adaptandevaee as is dictated by EBSOds need:s
of |l oose coupling thorough its use of Web
actively supports this evolution. This flexibility and alignment of information systems and
business strgly has allowed EBS to compete more effectivelp pnd s i t i on it s el
provider of choice for mortgagééEmthr200er s bec
b). EBS has utilised this flexibility further by actually making some of its own operational
systems redundant. EBS achieved this through utilisation of another organisations service
which was duplicating the service offered by EB8ping this EBS can sell another
organisations product. This is achieved by SOA using Web Services to interact with a

separate organisation, for example, an insuran¢8rhith, 2007 b)

Web Services allows SOA to deliver seamless integration across EBS which enables
flexibility in managing and changing business processes without requiring the need to
rebuild an information system from scratch to supiperchange. An example of this is

a credit check, a simple financial requirement undertaken by an information system.
Previously, for each information system and within different contexts, separate programs
would have been specifically written to comghetaask. Credit checking is repeatedly
required each time a loan application is made. Web Services enables SOA to manage and
encapsulate a function like credit checking into a single entity that can be invoked by both
EBS6s SOA and al lsusineds processey that may bequire thusf facility
(Smith, 2007 b)

The utilisation of SOA and Web Services enables EBS to compete with larger
organisation€EBS has enabled this level playing field as it now possesses an information
systems foundation which allows the organisation to react and adapt quickly to market
conditions and bring new and innovate products to it target market quicker than was
previous/ possibléSmith, 2007 b)
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6.2.2.Enhancing Value

This SOA implementation, utilising Web Services, facilitated a range of value adding
benefits to the organigati Process improvement is achieved by transforming and
streamlining the loan approval process. Value is added through savings offered on the
reduction of administration costs for both EBS and mortgage brokers. SOA also offered
EBS a means of customer immment by reducing the amount of time required by
brokers and customers to gain mortgage approval. Due to the expanded market that the
broker network offered, this added channel allowed EBS to better leverage its talent by
ensuring that all avenues of ketupenetration were addressed by its workfSroéh,

2007 b)

In the article mentioned at the beginning of Chapter 6, Mr David Yeates, Senior IT
Architect with EBS describes what is involved regarding a mortgage apglication,

mortgage is actually a portfolio of different products that includesféhansumanecaethe li
house assur an(8ndth, 2007db)t ts hls® explairted low SORAiadds Jalae

to EBSOs business pagomedfdia Usfi ngr S®OHAI, n EB& 0 s
mortgage processing system will now enable EBS and the brokers who use its system to eas
XML formatted information in transactions that replaces faxes, emaismaitt, @afe calls

b)

6.3.Web Services ValueChaiAnal ysi s of EBSO6s SOA | mj

Of these three core assertions, the most significant in the context of this Dissertation is the
analysig of the benefits of Web Services within the context of value adding areas for
information systems and then scoring this against the primary activities of an organisation
as show in Porters Value Chgporter, 1985)What is shown in Scorecards 1 to 5 of
Appendix B is an actual invocation of the Web Services Value Chain gmdbsisibed

in Section 5.2 of Chapter 5.
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Throughout research into this particular ar
number of direct benefits have been identified throughout the entire Value Chain. For
example, the utilisation of the intérhas a benefit on all primary activities in the Value

Chain. This benefit of SOA applied through the use of Web Services allows EBS the
opportunity to focus on the actual application and not have to invest time, talent and
money into developing a speaifata transport medium. Another facet of this analysis of
undertaken research shows that each benefit of Web Services affords a direct or indirect
value adding impact on customer advantage, as all tasks ultimately are executed with the
aim of improvingctso mer 6 s vi ew of EBS and its product
can be leveraged throughout the primary activities due to the fact that SOA enables the

reuse of Web Services throughout the primary activities of an organisation.

6.3.1 EBS Inbound Logistics Scorecard

SOA and Web Services offer EBS a number of benefits and advantages in relation to its
Inbound Logistics. As EBS products and portfolios are comprised of services this primary
activity may not seem especially relevant to EBS. However tlzerauimtger of direct

benefits offered to EBS by Web Services. EBS can now offer customers more services
through externally providers without the associated overheads. An example of this is the
linking of an EBS mortgage with life assurance policy proathtmer organisation.

This benefit if offered by the interoperability of Web Services. In addition to this, the
flexibility of SOA, enabled through the use of Web Services allows for seamless
integration between new suppliers of &ya8ty product or servideteedom of Choice

also has had a direct impact following the implementation of SOA for EBS. SOA allows
flexibility for EBS to tender for new services and this freedom enables competition for
contracts to provide EBS with serviaes lowers costs. The EBS Inbound Logistics

scorecard presented in Appendix B 1.1 scored 23 out of a possible 48.
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6.3.2.EBS Operations Scorecard

Major value adding benefits offered in relation to Operations involve the interoperability

of Web Services. Fueuproofing of current and new EBS equipment can be achieved
thought the use of SOA. Automation of existing business processes both internally and
externally to EBS reduces time and decreases costs for any home loan application received
by EBS. As a consaance of this, workforce productivity is also improved enabling more
talent leverage. Both the brokers and customers gain benefits, where the broker can now
tailor portfolios to customerds specific r
general gdeline on costs by using an online repayments calculator. EBS, through the use
of SOA and Web Services hasengineered its workflow and configuration of
Operations which has enabled EBS to achieve process improvement. SOA also offers
EBS the ability, shitd the organisation require it, to seamlessly integrate its information
systems in the case of any merger or acquisition. The EBS Operations scorecard presented
in Appendix B 1.2 scored 27 out of a possible 48.

6.3.3.EBS Outbound Logistics Scorecard

Scoring fo EBS Outbound Logistics, presented in Appendix B 1.3 shows that the major
value adding factors of EBS6s SOA approach
web and the freedom of choice offered by Web Services. EBS has increased its target
market hrough the use of the Brokerage network. SOA and Web Services have enabled
this extended market. EBS can now sell products through any broker, regardless of
platform and have offered portals to both brokers and customers, giving more
information to both. \ithin this context SOA also offers EBS the ability to reach a wider

market through direct and indirect means, thus enabling increasing talent leveraging and
increasing its customer base. SOA adds value by enabling the organisation to implement
innovate newofferings and a better way of undertaking its business while also affording

EBS the ability to tender for new services. This enables competition and therefore lowers
cost s, adding value to EBSOs Outbound Logi

Outbound Logistics scored 30 out of a possible 48.
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6.3.4.EBS Marketing and Sales Scorecard

EBS has achieved added value to its organisation through SOA capability to offer benefits

in relation to it one of its primary activates of Marketing and Sales. SOA haEBSered
increased data interchange between separate business units. EBS can now 8ffer more 3
party products and services and Web Services allows EBS to seamlessly integrate with the

3 party providers to achieve this. Leading on from this facet, ERSalosled more

sales channels with minimal integration costs. The benefit of utilising the web offers EBS

the maximum direct value adding capabilities for EBS, a scored of 8 out of 8 for this
particular benefit. As for all primary activities, the exisi@ujum enables expenses
containment for EBS. However process improvement is offered through direct customer

i nput to databases, customer advantage thr
data in real time and talent leverage is achieved throkghbr6 s access t o t hi
time data enabling better customer profiling by the Marketing and Sales staff. SOA has
enabled an inexpensive solution to business to business integration requirements for EBS
and has improved the way EBS legacy systemhyarkegrating new components and

functions. The EBS Marketing and Sales scorecard presented in Appendix B 1.4 scored 34

out of a possible 48.

6.3.5.EBS After Sales Service Scorecard

The final scorecard presented in Appendix B, 1.5 shows the results forheaiue C

Analysis of the primary activity of After Sales Service for EBS. Primarily value is added to

EBS through the Integration offered by SOA and Web Services. EB®&rgisaered

its existing systems with new systems. SOA has offered the ability e ita@&RM

system and management of its customerds pot
SOA and Web Services offers the customer the facility to access their portfolio anytime
regardless of platform. SOA, through the use of Web Servicepatsesmfter Sales

Service talent leverage by data delivered to staff which has enabled customer profiling and
customer retention. The Flexibility offered by SOA allows EBS effortless capability to
implement a reliable data management system. The Value Chan al ysi s of EBS

Sales Service scored 28 out of a possible 48.
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64Further Analysis of EBSAds SOA I mpl en

As part of primary research undertaken during the course of this study, primary research, in
the form of an interview with Mr. David Yesgt Senior IT Architect with EBS was
undertaken. EBS has recently implemented an SOA information system which utilises Web
Service technologies and methodologies to achieve this SOA. EBS was chosen after
consultation and consideration to provide verditati the WS/BS Model presented in

Chapter 5 and Web Services Value Chain Analysis, presented in Section 5.2 of Chapter 5
and employed in the case of EBS in Section 6.3 of this Chapter. What is presented in sub
section 6.4.1 is an analysis and dissdbi®nnterview, providing an insight into the
benefits and value adding factors for EBS in utilising Web Services technologies through its
SOA information system. A complete transcript of the interview held on Fridaych

2007, at 4pm in The EBS Blinlg, Burlington Road, Dublin 2 is presented in Appendix C.

6.4.1Validation through use of Industry Based Primary Research

EBS have utilised Web Services technologies to enable an over all SOA approach to
implementing its information systems requirementsdédeopment environment that

EBS uses is I BM WebSphere and for securi t:
established information system consisting of IBM Z989nz&ksrame, IBM CICS

Transaction Server (mortgage originayseryy Novell SLES LinuxMainframe IFL

and Intel X Series) infrastructure with Windows based application servers and Novell
directory services. However during the interview it was discovered that SOA and Web
Services fitted well into this diverse internal system due to thimamalalf services

infrastructure had historically operated. As was statedtdanntgrview:

OWe had developed effectively, you can call it whatever your want but it was effectively SO/
used it back in 1988. It was in common use witl8erFicesmtiatause whatdasgspen
people were developing what were call ed ¢
were the whole concept behind encapsulating code, methods removing the whole delivery
the rest of it, nioat tvas bdiit to that form that stamelligent peer to peer communication

bet ween different systems, we have al ways
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Due to these oO0financial terminal so, I niti al
without even realisinig. The main basis for the push to SOA stemmed from the
requirement and time consuming aspect of integration. This was both a tactical and
technology driven requirement as both simple internal integration and rich internal

application and platform levekpto-peer integration was required, as was described:

ol suppose the best way to put it is we understood or were very aware of, going back a \
period the amount of time it takes to do basic integration and the amount of time thar
developmeas taking up integrating between systems. Especially as they moved out into sil
continued on, so we had been looking at an approach to do this from an application integrat
from around 1999

One of the main benefits offered by Web Se
Services and the technologies are widely agreed and accepted. Regardless that Web
Services o6fitdéd so well I 1speafic redarding$ransgporp ar adi
mechanism. For EBS the most beneficial thing regarding Web Services was this

agreement. This is show by two excerpts from the interview held:

olf you actually take Web Services and strip out what exactly they are in the end, all they are
transpoptrotocol with extra bits and the main thing that is important about Web Services is th
everybody has agreed to use it, other than that it is just a technedpggifiodyBODA is non

can achieve it over any protocol . ¢

0So the important thing\WebduServices is that people got together and agreed to use them. Tt
technologies themselves SOAP etc are very basic but everyone for@nce agreed on someth

Page [L125



With the technical aspect addressed in the interview, the strategic and business aspect wa
then addressed regarding alignment between EBS business requirements and what SOA,
through the use of Web Services could provide. This was described in the interview as the
0 b i g that came imtdexistence when EBS implemented SOA. Initially SQgedias
technically as an integration facility, creatiegear v ideaga standardway of plugging
everything into one encompassing piece. This enabled EBS to reduce some elements such

as some coding and establishing formal adapters, which enabtshabizatng of

processes.
oThat was the big jump, step one is wusin
able to connect, S 0 Yy O utidof everythimgk Beconcaprecey t h

using a common orchestngtiage like BEPL in order to work with that. Third thing is the
relevance and presence of Web Services to enable you to communicate both internally ant
and not have to worry about eatdhstubf t he

completely for it.o

From the interview held, two very distinct and separate facets came to the fore. With SOA
and utilising Web Services, EBS has transformed both its internal, technology driven
integration requirements and its external, basime®n integration requirements. Not

only has EBS enable flexibility and streamlining of services internally. It now also has the

ability to provide and consume services externally with business partners, this is shown by:

0SOA startectaaaseomdei ntee hint chl Il ssues ar
doing it and youdve got a way of communi c
The first facet i s shown, i n an example st

appliation. Previously this process had been time consuming, involved duplication of
work and subject to change depending on business partners. The following excerpt

explains the old process:
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OWe have devel oped a s yusrbvenmodeferensuranch ad y e a |
assurance so effectively is you go into an EBS office and you want to buy a mortgage, yo
buy a portfolio of products, you buy your mortgage, you buy your house insurance, you bu
assurance and for usatogor oper quotation wedd have to

and build a nice proposal document for people and have a system here for setting up direct

collecting money etcéebod

This process now involves less time, less duplicatioorigfreal time clarification of

data, more reuse of code and provides EBS the ability to consume other organisations
services thus relieving itself of the requirement to replication systemseinAll of

these lead to value adding benefits for EBSor@eistadvantage is achieve through the

ability to offer new its own new products or its business partners new products quickly,
this agility is afforded by EBSG6s SOA, as e

OWe have now c hang e dthat\weshtve, gha ldfe companies, wehaee d i
using their system rather than having anyEgStdnildémgfor it. So as your going

through your process of generating a quotation, it goes through the EBS piece, it then goe:
our case Allianz and goes and looks after thimga hkensigement so we are able to use
details of th@ilianz]quadtion engines rather than having to replicate the quotation engine her
and pass the data in real time and then moving on to the life assurance side, which has allo
get rid of the life assurance part of our application becausediuitfesedmeefor hes lis
thatwedddt have t o ec oddoen Otth eh agvueo tteo hcehraen.g eW t h
required. They can bring out new products and new things and we are able to work witl
products immediately in ordertoddiflso doesndt become a drain

systems in order to do it.©o
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So that has completely changed. It also has implications for things like system of record wh
taken right oute have been able to reduce augitexidingroprobably abd@02of

the code that is here and all of the maintenance is actually gone as well. Speed to marke
products coming from Allianz etc., youoduVv:«
able to reduce tildanance overhead and your able to fit with new products as business bring

new products. These have all had an enorn

The second facet has led to the development of an entirely new market for EBS. This is

the reverse of say, Allaezx posi ng services and EBS&s SO
reducing overheads. EBS, through SOA and Web Services is how exposing services of its

own and making them available for use by new business partners, more specifically
Irelands mortgage brokers. Pre\nowhat occurred for any broker was the following:

OFrom the broker perspective, what they 1
capture information for their systems and then they would get people to fill in quotation for
print them out and send then to each 8 or 9 different mortgage provides and they would key
in and go through the mortgage approval process and send them back to them and then the

mortgage application form.é

This was not applicable to EBS EBS only operated out of its own network, however
competition and a change in the Irish home loan services market forced a business
requirement for EBS to adapt and compete in a new way. These market forces resulted in
the following:

OWe published>ddL schema for it and we started off with one which was called Mortgag
Brain which is used by about 50 brokers, IMC which is the largest broker in the country hac
own individual system as well, another one call Broker CRM which isgtnnoes about 200 ¢
and brokerages and another one called PEBA which is another grouping of brokers. So, t
had individual systems for their automation of brokers practices, we then worked with the <
of each of those individual ones, to helpnin@pate witin us but we have also put in bi

directional communication so, they come along they fill in a form with the customer there an
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the spot, it is automatically sent to us, it comes into out existing mortgage originating sys
[EBS Buding] it goes through its approval, underwriting type things, we can go back a
forward with clarifications practically immediately so we are able to turnaround, if someone

looking for approval in principal it can be turned-&6umi in2G®k s . 6

Previous to this EBS were not even in this market and since implementing SOA they have
gone on to establish themselves, gaining a significant proportion of the market. EBS had
no customers in this market space and as a new market entrant, put forwaedsa bus
proposition to various broker networks which offered to compete on rates and
commission and also to integrate with brokers existing systems. This independent broker
channel which was established also offered brokers the ability to get decisiatesin mi
rather than days. The independent broker channel has not only enabled EBS to compete
in this specific market, but has gone on to becomdaatdestandard for the business
interface which EBS own. Strategically in this way, EBS has created &eteplacear

for itself through its innovative use of SOA and Web Services. As is stated during the

interview:

OWe have got a very | arge share of that
SOA and Web Services. And the interestthgttmogtisompetitors are trying to catch up

with us one or two are nearly there but we actually really own the interface, we are settil
standards, we have a new version coming out soon which provides for image transfers anc

otherthimgher e t he ot hers are now trying to ca

From the interview it can be stated that
innovation but also a strategic and business asset. SOA and Web Services have enabled
EBS to utilise other organisatisesvices while at the same time opening up new avenues

for market growth. The architecture shows the strategic and business value that

technological innovation can bring to financial services organisations.
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6.5.Summary

Chapter 6 offers validation and vetfan of the models and figures presented in this
Dissertation. EBS, a financial services organisation was chosen by the author to analyse the
implementation of its information system which utilises Web Services technologies. EBS is
a home loan provider egating in the Irish mortgage industry on a mutual basis since 1935.
EBS has recently implemented a SOA approach to its information system, which utilises
Web Services Technologies.

This information system enables flexibility for EBS as SOA supportcdoptiag
through its use of Web Services. SOA also enhances value for the organisation, in the form
of reengi neering of processes and expansi on

independent broker network.

Web Services Value Chain Analysis as aekori€hapter 5. 2, is undertaken for EBS and

the resulting Scorecards are shown in Appendix B. The Scorecards illustrate how Web
Services offer value adding benefits to the organisation. Most benefits from the use of this
technology are derived inthenpeir y acti vity of Mar keting and
scored 30 out of a possible 48.

Primary research, in the form of an interview with Mr. David Yeates, Senior IT Architect

wi t h EBS was undertaken. Thi s resul ted I n
implementation. From analysis and interpretation of this interview it can be stated and
proved that Web Services have enabled EBS to achieve loose coupling of its information
system and also that a new market space has opened up for the organisation.

In the next Chapter, the Author will present a conclusion of this Dissertation. Chapter 7
will include research evaluation, recommendations and the Authors suggestions regarding

any future research.
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7. Conclusions

In Chapter 6, the Author performed analysis of a case study on an information system which
has been implemented by EBS. This information system utilises Web Services. Web Services
Value Chain Analysis was undertaken on this information system and fting resul
Scorecards were presented. Finally in Chapter 6, primary research, in the form of an
interview with Mr. David Yeates, Senior IT Architect with EBS was critically analysed and
presented. This Chapter presents a cumulative review of the researdemundertah

out the course of this studijhe Author presents a conclusion of the Dissertation, this
includes research evaluation, recommendations and the Authors suggestions regarding any
future researchflso in Chapter 7 an overview of the findingpegsented to the reader

and the Author also examines the validation and verification offered in Chapter 6.

Chapter 5 presents the core assertions of this Dissertation, taking the research from
Chapters 2, 3 and 4 and correlating the findings into éliresables, namely The WS/BS

| Model, Web Services Value Chain Analysis and finally a series of Security Checklists. These
correspond to the following findings, (i) that information systems and business strategy are
inextricably linked, (i) that Web &= can add value to an organisation and (iii) that

security issues are the major weak link in the Web Services paradigm.
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Chapter 6 utilises primary research in the form of a case study, an invocation of Web
Services Value Chain Analysis and an intesmie\an industry representative to verify and

validate the Dissertationds findings.

The research undertaken, deliverables and verification offered in the Dissertation are
critically evaluated and recommendations are made. These recommendations iate divide

two aspects namely (i) Organisational and (ii) Technological. Future research areas are
identified and discussed by the author, with suggestions to where benefits can be gained by
any further study. These future research areas are again dividedaimisational and

Technological aspects.

7.1.Research Evaluation

Web Services have enabled a shift in thinking regarding the ability and benefit of
information systems to an organisation. This Dissertation involved the researching of a
number of diverse, tymterlinked areas, specifically due to the wide ranging capabilities
that are offered by Web Services technologies to an organisation.

Chapter 2 addressed in detail technological factors relating to Web Services. Initially, the
relevant technologiespua they were formulated and established within the industry was
examined. A concise explanation of the core protocols and standards involved and a
description of how they interacted to form a Web Servicdelasred. A list of the

benefits offered by Webervices was produced and each benefit explained to the reader.
Finally in Chapter 2, maj or vendords approa
Services was addressed along with a number

direction of Web&vices.
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The literature review carried out in Chapter 2 delivered an insight to Web Services and
provided an analysis of current technology. This was an aim set out by the Author in
Chapter 1.2. What is also attained from this chapter of resdhechisisof benefits of

Web Services, which is used in Chapter 5 as part of a method to evaluate the value adding

benefits of Web Services.

Chapter 3 is concerned with organisational factors relating to the relationship between
information systems and mess strategy. Organisational issues such as how information
systems add value are identified and analysed. Also in Chapter 3, business factors such as
sustainable competitive advantage, analysis of systems that enable competitive advantage
and problemshiat organisations experience when reconciling a new information system
and the organisations business strategy are addressed. Chapter 3 addressed a number of
objectives and offered deliverables namely, the discovery of a dynamic between Web
Services and Bmess Strategy and that Web Services can offer an organisation strategic

flexibility. These aims and deliverables are stated in Chapter 2.1.

The benefits offered in Chapter 3 are-fiold, firstly the synthesising of a model to
visually demonstrate homfdrmation systems and business strategy are interlinked. This
IS/BS-R Model presented in Figure 4 is then developed further in Chapter 5 and evolved
to form the WS/BS Model presented in Figure 12. Secondly, the list generated on how
information systemadd value is utilised in Chapter 5. This list provides a basis for
applying scores to the value adding benefits of Web Services in Web Services Value Chain
Analysis proposed in Chapter 5.2.

Negative aspects of Web Services and relating technologssoaesedi and researched

in Chapter 4. This Chapter satisfies another aim and deliverable as set out in Chapter 1.2,
namely discover of negative factors related to Web Services. The research presented
examined concerns regarding Web Services security tiesupoliferation of Web
Services standards and the composition, execution and verification of Web Services

themselves.
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What is obtainable from this chapter of research to the Dissertation findings is the
identification of various security contexts thast with regards to Web Services. The
identification of these security contexts formed the basis for the development of 3 Security
Checklists presented to the reader in Chapter 5. 3. These contexts enabled the generation of
Checklists for each of thecsirity contexts which, when utilised, enables an organisation to

approach the issue of applying adequate security from three perspectives.

Deliverables offered by the Author, adding to the body of knowledge in the Web Services
subject area are preserttedhe reader in Chapter 5. These deliverables are (i)-WS/BS
model, (i) Web Services Value Chain Analysis and (iii) a series of Web Services Security

Checklists. All of these deliverables satisfy aims and objectives set out in Chapter 1.2.

Validationis offered to the reader in Chapter 6 through the use of a case study on an
information system recently implemented which utilises Web Services Technology, the
utilisation of Web Services Value Chain Analysis and an interview undertaken with an
industry rpresentative. By presenting Chapter 6, the Author has fulfilled the final aim and
deliverable set out in Chapter 1.2, namely validation of the proposals put forward in the

Dissertation.

On review andevaluation of the research undertakbe,assertionamade and the

validation offered, the Author has identified two critiques of this Dissertation.

The first critique offered by the Author is in relation to Web Services security in Chapter
4.1. Security is a critical component of any information systémrmastibe implemented

with utmost assurances possible. The Author proposes a series of Checklists which can
assist an organisation in creating an adequate security policy for Web Services. However,
these Checklists cannot guarantee the required Isgelnfy that is required for a Web
Service based information system. The Author contends that as security is such a dynamic
and vast subject area, to ensure the highest quality of security is afforded to a Web Service

implementation a separate study oh B&rvices security would be beneficial.
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The second critique identified by the Author is with regards to endorsement of the
Verification and Validation offered in Chapter 6. Validation and Verification is offered to
the reader in the form of a case stadyinvocation of Web Services Value Chain Analysis

and an interview with an industry representative. The Author contends that analysis and
feedback from this industry representative regarding the proposed Web Services Value

Analysis would be extremely d&fgmal to further Validate and Vetifie Dissertation.

7.2.Recommendations

The key recommendations drawn from the relevant research carried out and from the
knowledge generated through the composition of this Dissertation are divided in two

groupings, (Prganisational and (ii) Technological.

7.2.1.0Organisational

A Strategic alignment of information systems and business strategy is essential for any
organisation, torder to attain a competitive advantage. The understanding of the
linkage between information sys$ and business strategy is also essential, as the

role of information systems in organisations has evolved since its original inception.

A For successful implementation of a Web Services based information system, it must
be implemented to support an oligations business strategy. Equally so, business
strategy must be aligned so that Web Services is utilised by the organisation in
achieving its goals and objectives. The WS/BS Model presented in Chapter 5.1 is
beneficial in understanding and explainisgeuirement.

A The method proposed in this Dissertation, Web Services Value Chain Analysis, can
be utilised by an organisation in evaluating the value adding benefits that a Web
Service based information system can achieve. This method enables a project
sponsor to provide metrics to business unit managers and budget holders regarding
the investment of money and resources into a Web Services based information

system.
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7.2.2.Technological

A The correct and appropriatpptication ofsecurity is, as with any infotioa
system of paramount importance. Without adequate security Web Services cannot be
utilised for missioaritical business processes and any implementation will therefore
be rendered inept and not fit for its purpose. There is also a legal requirgenent un

the Data Protection Act to assure data confidentially.

A It is recommended that an organisation implementing a Web Service based
information system select established and standardised protocols and specifications
to engineer the Web Service implementafihe proliferation of protocols and
specifications has | ed to the devel opmen
order to guarantee the benefits of interoperability, freedom of choice and integration,

it is essential to select industry supporteden protocols and standards.

A Technology has now become integral part of organisations. Its role as a support tool
has evolved to become a strategic enabler. Within this context the notion of SOA
has emerged. SOA can utilise Web Service technologiag a$ an overall
information systems strategy. However it must be realised that SOA is not restricted
to just the use of Web Service technologies. An SOA approach would be advisable as
it not only utilises Web Services but the methodology can alséssapgantegrate
any new method or technology devised for distributed systems into its paradigm.

7.3.Future Research

This Dissertation was established with a broad scope in mind and due to this there are
different avenues of further research availabteatters. The author has identified a
number of these where further research can be undertaken in order to add to the existing
body of knowledge regarding Web Services enabling strategic flexibility. Again the
suggested future research areas can be dntmlédo groupings, (i) Organisational and

(if) Technological.
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