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Section A 
 
1. (a) Clearly identify the various states that a thread can be in while running inside a 

process in a Java Virtual Machine (JVM). Explain how a thread enters and exits 
each state. 

  (6 marks) 
   
 (b) Consider the four Java classes shown below: 
   
  publ i c cl ass Mai n {  

 publ i c st at i c voi d mai n( St r i ng ar gs[ ] )  {  
  MyDat a dat a = new MyDat a( ) ;  
  new Thr ead( new Pr oducer ( dat a) ) . st ar t ( ) ;  
  new Thr ead( new Consumer ( dat a) ) . st ar t ( ) ;  
  new Thr ead( new Consumer ( dat a) ) . st ar t ( ) ;  
 }  
}  

  publ i c cl ass Consumer  i mpl ement s Runnabl e {  
 MyDat a dat a;  
 publ i c Consumer ( MyDat a dat a)  {  t hi s. dat a = dat a;  }  
 publ i c voi d r un( )  {  
  f or  ( ; ; )  
   Syst em. out . pr i nt l n ( " Consumer :  "  + dat a. l oad( ) ) ;  
 }  
}  

  publ i c cl ass Pr oducer  i mpl ement s Runnabl e {  
 MyDat a dat a;  
 publ i c Pr oducer ( MyDat a dat a)  {  t hi s. dat a = dat a;  }  
 publ i c voi d r un( )  {  
  f or  ( i nt  i  = 0;  ;  i ++)  {  
   dat a. st or e( i ) ;  
   Syst em. out . pr i nt l n ( " Pr oducer :  "  + i ) ;  
  }  
 }  
}  

  cl ass MyDat a {  
 pr i vat e i nt  dat a;     
 pr i vat e bool ean r eady;  
 pr i vat e bool ean t aken;  
 publ i c MyDat a( )  {  
  r eady = f al se;  
  t aken = t r ue;  
 }  
 publ i c synchr oni zed voi d st or e( i nt  dat a)  {  
  whi l e ( ! t aken) ;   
  t hi s. dat a = dat a;  
  t aken = f al se;  
  r eady = t r ue;  
 }  
 publ i c synchr oni zed i nt  l oad( )  {  
  whi l e ( ! r eady) ;  
  r eady = f al se;  
  t aken = t r ue;  
  r et ur n t hi s. dat a;  
 }  
}  
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  Using diagrams, describe the most significant synchronisation problem that could 
occur while the program above is running. Show how to modify the code to 
prevent this problem from arising and explain clearly why this prevents the 
problem from occurring. 

  (9 marks) 
   
 (c) Consider the code shown below: 
   
  publ i c cl ass Mai n {  

 publ i c st at i c voi d mai n( St r i ng ar gs[ ] )  {  
  new Mai n( ) ;  
 }  
 publ i c Mai n( )  {  
  new MyThr ead( t hi s) . st ar t ( ) ;  
  new MyThr ead( t hi s) . st ar t ( ) ;  
 }  
 publ i c synchr oni zed voi d i Want ToRun( )  {  
 }  
 publ i c synchr oni zed voi d i mFi ni shedRunni ng( )  {  
 }  
}  

  cl ass MyThr ead ext ends Thr ead {  
 pr i vat e Mai n m;  
 publ i c MyThr ead( Mai n m)  {  
  t hi s. m = m;  
 }  
 publ i c voi d r un( )  {  
  m. i Want ToRun( ) ;  
  f or ( i nt  i  = 0;  i  < 10;  i ++)  {  
   Syst em. out . pr i nt ( i  + "  " ) ;  
   y i el d( ) ;  
  }  
  m. i mFi ni shedRunni ng( ) ;  
 }  
}  

  When this code is compiled and run, the output is as follows: 
 

0 0 1 1 2 2 3 3 4 4 5 5 6 6 7 7 8 8 9 9 
 
Without modifying its constructor, show how to modify the Mai n class so that the 
output becomes: 
 

0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 
 
i.e. one thread is allowed to complete running before the other one starts.  
 
Note: You should only modify the i Want ToRun and i mFi ni shedRunni ng methods. 
You may add additional state to the Mai n class if you wish. You should not 
modify the MyThr ead class. 

  (10 marks) 
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2. (a) Consider the code below: 
   
  i mpor t  j ava. i o. * ;  

i mpor t  j ava. net . * ;  
 
publ i c cl ass C {  
 
 publ i c st at i c voi d mai n( St r i ng[ ]  ar gs)  {  
  t r y {  
   Dat agr amSocket  dat agr amSocket  =  
    new Dat agr amSocket ( ) ;  
   Dat agr amPacket  packet  =  
    new Dat agr amPacket ( " hel l o" . get Byt es( ) ,   
    5,  I net Addr ess. get Local Host ( ) ,  12345) ;  
   dat agr amSocket . send( packet ) ;  
  }  cat ch( Except i on e)  { }  
 }  
}  

   
  This code sends a packet containing the string “hello”  to another process. Provide 

the code for the process which will receive the packet and print out the string. 
   
  (6 marks) 
   
 (b) Consider the code shown below: 
   
  i mpor t  j ava. i o. * ;  

i mpor t  j ava. net . * ;  
publ i c cl ass C {  
 publ i c st at i c voi d mai n( St r i ng[ ]  ar gs)  {  
  t r y {  
   Socket  socket  =  
    new Socket (  
    I net Addr ess. get Local Host ( ) ,  12345) ;  
   Obj ect I nput St r eam r eader  =  
    new Obj ect I nput St r eam(  
    socket . get I nput St r eam( ) ) ;  
   Syst em. out . pr i nt l n( r eader . r eadObj ect ( ) ) ;  
  }  cat ch( Except i on e)  { }  
 }  
}  

  cl ass Quot e {  
 pr i vat e st at i c St r i ng quot es[ ]  = {  
  " I  am t he gr eat est " ,  
  " Cogi t o er go sum" ,  
  " Wel l  done i s bet t er  t han wel l  sai d" ,  
  " A pr obl em wel l  st at ed i s a pr obl em hal f  sol ved" } ;  
 pr i vat e St r i ng q;  
 publ i c Quot e( )  {  
  q = quot es[ ( i nt ) ( Mat h. r andom( )  *  quot es. l engt h) ] ;  
 }  
 publ i c St r i ng t oSt r i ng( )  {  
  r et ur n q;  
 }  
}  
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  i mpor t  j ava. i o. * ;  
i mpor t  j ava. net . * ;  
publ i c cl ass S {  
 publ i c S( )  {  
  t r y {  
   Ser ver Socket  ser ver Socket   
    = new Ser ver Socket ( 12345) ;  
   whi l e( t r ue)  {  
    Socket  socket   
     = ser ver Socket . accept ( ) ;  
    Obj ect Out put St r eam wr i t er   
     = new Obj ect Out put St r eam(  
     socket . get Out put St r eam( ) ) ;  
    wr i t er . wr i t eObj ect ( new Quot e( ) ) ;  
   }  
  }  cat ch( I OExcept i on i oe)  {  }  
 }  
 publ i c st at i c voi d mai n( St r i ng[ ]  ar gs)  {  
  new S( ) ;  
 }  
}  

   
  The intended functionality for these programs working as a pair is as follows: 

• S operates as a server, issuing quotes as Quot e objects to clients who connect. 
• C operates as a client, connecting to the server, downloading a Quot e object 

and printing out the quote. 
 
The program above contains one bug that will prevent this functionality from 
executing correctly. Identify this bug and show how to correct it. 
 
Show how to modify the server code so that it can handle multiple client 
connections concurrently. 

  (9 marks) 
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 (c) Consider the code shown below: 
   
  i mpor t  j ava. net . * ;  

i mpor t  j ava. i o. * ;  
publ i c cl ass S {  
 publ i c st at i c voi d mai n( St r i ng[ ]  ar gs)  {  
  t r y {  
   Buf f er edReader  i nput  =  
    new Buf f er edReader (  
    new I nput St r eamReader ( Syst em. i n) ) ;  
   Dat agr amSocket  socket  =  
    new Dat agr amSocket ( 12345) ;  
   I net Addr ess addr essToSendTo = / /  FI LL THI S I N 
   whi l e( t r ue)  {  
    Syst em. out . pr i nt ( " Ent er  message : / > " ) ;  
    St r i ng message = i nput . r eadLi ne( ) ;  
    socket . send( new Dat agr amPacket (  
     message. get Byt es( ) ,   
     message. l engt h( ) ,   
     addr essToSendTo,  12345) ) ;  
   }  
  }  cat ch ( Except i on e)  { }  
 }  
}  

   
  This is a partial implementation of a server that takes a message from the user and 

sends it to many clients. Complete the implementation of this code, and write a 
client that can receive the message. Note that several client processes should be 
able to run concurrently, with all of them receiving the message. 

  (10 marks) 
 
 
3.  Consider the code, database tables and screenshots shown below. They will be 

needed for all parts of this question. 
   
  <%@ page i mpor t =' j ava. sql . * '  %> 

<% 
 i f ( r equest . get Par amet er ( " cust omer _name" )  == nul l )  {  
%> 
<ht ml > 
 <f or m met hod=" GET" > 
  <i nput  t ype=" submi t "  val ue=" Ent er  Name" > 
  <br > 
  <i nput  name=" cust omer _name"  si ze=" 14" > 
 </ f or m> 
</ ht ml > 
 
<% 
 }  el se {  
  t r y {  

/ /  GET CUSTOMER I D FROM DATABASE 
/ /  PUT CUSTOMER I D I NTO SESSI ON 

   r esponse. sendRedi r ect ( " book_l i st . j sp" ) ;  
  }  cat ch ( Except i on e)  { }  
 }  
%> 

  get_name.jsp 
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  <%@ page i mpor t =' j ava. sql . * '  %> 
<%  
 i f ( r equest . get Par amet er ( " sel ect i on" )  == nul l )  {  
%> 
<ht ml > 
 <h1>Sel ect  Book</ h1> 
 <f or m met hod=" GET" > 
 <t abl e bor der =" 1" > 
  <t r > 
   <t h>Sel ect </ t h> 
   <t h>Name</ t h> 
   <t h>Aut hor </ t h> 
   <t h>Publ i shed</ t h> 
  </ t r > 
<% 
  t r y {  

/ /  GET BOOK DETAI LS FROM DATABASE 
   whi l e ( r esul t s. next ( ) )  {  
%> 
  <t r > 
   <t d><i nput  t ype=" r adi o"  name=" sel ect i on"   

val ue=" <%=r esul t s. get St r i ng( 1)  %>" ></ t d> 
   <t d><%=r esul t s. get St r i ng( 2)  %></ t d> 
   <t d><%=r esul t s. get St r i ng( 3)  %></ t d> 
   <t d><%=r esul t s. get St r i ng( 4)  %></ t d> 
  </ t r > 
<% 
   }  
%> 
  <t r > 
   <t d al i gn=" cent er "  col span=" 4" >Ent er  quant i t y:   

<i nput  t ype=" t ext "  s i ze=" 4"  name=" qt y" ></ t d> 
  </ t r > 
  <t r > 
   <t d al i gn=" cent er "  col span=" 4" ><i nput   

t ype=" submi t "  val ue=" Pl ace Or der " ></ t d> 
  </ t r > 
 </ t abl e> 
 </ f or m> 
<% 
  }  cat ch( Except i on e)  { }  
 }  el se {  

/ /  PUT BOOK SELECTI ON I NTO DATABASE 
/ /  PUT QUANTI TY I NTO DATABASE 

  r esponse. sendRedi r ect ( " pl ace_or der . j sp" ) ;  
 }  
%> 

  book_list.jsp 
 
 
 



 - 8 - 

  <%@ page i mpor t =' j ava. sql . * '  %> 
 
<ht ml > 
 <h1>Or der  Pl aced</ h1> 
</ ht ml > 
<% 
  t r y {  

/ /  GET CUSTOMER I D FROM SESSI ON 
/ /  GET BOOK I SBN FROM SESSI ON 
/ /  GET QUANTI TY FROM SESSI ON 
/ /  WRI TE VALUES TO DATABASE 

  }  cat ch( Except i on e)  { }  
%> 

  place_order.jsp 
   
  Customer table 

 
    
  Book table 

 
    
  Orders table 

 
  Tables in Database registered with ODBC as BookShop 
   
  The application works in the following way: 
   
  Step 1: User enters their name –  

corresponding id looked up and saved in session 
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  Step 2: User selects book and quantity – 

 isbn and quantity added to session. 
  

 
   
  Step 3: Order placed in database 
  

 
   
 (a) Complete the code above by providing the code for the highlighted sections. You 

should assume that no additional JSP pages or Java Servlets are being used in this 
web application. You can also assume that the customer_id in the Customer table 
and the order_id in the Orders table will be automatically generated in the 
database. 

  (15 marks) 
   
 (b) Using sample code and an accompanying discussion, show how you would modify 

place_order.jsp to use an Entity Enterprise Java Bean (EJB) for entering a new 
order into the database. In your answer, you should explain clearly the role of the 
interfaces and also highlight the benefits of using EJB for this application. 

  (10 marks) 
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4. (a) Consider the code for the RMI application below. 
   
  i mpor t  j ava. r mi . * ;  

publ i c i nt er f ace St ock ext ends Remot e {  
 publ i c i nt  get Pr i ce( )  t hr ows Remot eExcept i on;  
 publ i c voi d set Pr i ce( i nt  pr i ce)  t hr ows Remot eExcept i on;  
}  

  i mpor t  j ava. r mi . * ;  
i mpor t  j ava. r mi . ser ver . * ;  
publ i c cl ass St ockI mpl  ext ends Uni cast Remot eObj ect   

i mpl ement s St ock {  
 pr i vat e St r i ng name;  
 pr i vat e i nt  pr i ce;  
 publ i c St ockI mpl ( )  t hr ows Remot eExcept i on { }  
 publ i c voi d set Name( St r i ng name)  {  t hi s. name = name;  }  
 publ i c St r i ng get Name( )  {  r et ur n name;  }  
 publ i c voi d set Pr i ce( i nt  pr i ce)  t hr ows Remot eExcept i on {  
  t hi s. pr i ce = pr i ce;  
 }  
 publ i c i nt  get Pr i ce( )  t hr ows Remot eExcept i on {  
  r et ur n pr i ce;  
 }  
}  

  i mpor t  j ava. r mi . * ;  
publ i c i nt er f ace St ockManager  ext ends Remot e {  
 publ i c voi d cr eat eSt ock( St r i ng name,  i nt  pr i ce)   

t hr ows Remot eExcept i on;  
 publ i c St ock get St ock( St r i ng name)  t hr ows Remot eExcept i on;  
}  

  i mpor t  j ava. r mi . * ;  
i mpor t  j ava. r mi . ser ver . * ;  
i mpor t  j ava. ut i l . Vect or ;  
publ i c cl ass St ockManager I mpl  ext ends Uni cast Remot eObj ect  
i mpl ement s St ockManager  {  
 pr i vat e Vect or <St ockI mpl > st ocks = new Vect or <St ockI mpl >( ) ;  
 publ i c St ockManager I mpl ( )  t hr ows Remot eExcept i on { }  
 publ i c voi d cr eat eSt ock( St r i ng name,  i nt  pr i ce)   

t hr ows Remot eExcept i on {  
  St ockI mpl  st ock = new St ockI mpl ( ) ;  
  st ock. set Name( name) ;  
  st ock. set Pr i ce( pr i ce) ;  
  st ocks. add( st ock) ;  
 }  
 publ i c St ock get St ock( St r i ng name)  t hr ows Remot eExcept i on {  
  f or ( i nt  i  = 0;  i  < st ocks. si ze( ) ;  i ++)  
   i f ( st ocks. get ( i ) . get Name( ) . equal s( name) )  
    r et ur n st ocks. get ( i ) ;  
  r et ur n nul l ;  
 }  
}  

  i mpor t  j ava. r mi . * ;  
publ i c cl ass S {  
 publ i c st at i c voi d mai n( St r i ng[ ]  ar gs)  t hr ows Except i on {  
  St ockManager I mpl  o = new St ockManager I mpl ( ) ;  
  St r i ng name = " r mi : / / l ocal host / St ockManager " ;  
  Nami ng. r ebi nd( name,  o) ;  
 }  
}  
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  This application is composed of two remote classes. Instances of StockManager 
allow Stock objects to be created and hosted in the S process. Stock objects can 
then be queried for their price and can also have their price changed. 
 
Provide the code for a client that will allow the user: 
• Create a stock object by providing the name and price of the stock. 
• View the price of a stock. 
• Change the price of a stock for which they provide the name. 
 
Note: You may use pseudo code for STDIN/STDOUT. 

   
  (6 marks) 
   
 (b) Show how to modify all the code from part (a) so that 

• Stock objects are not remote. 
• Stock object are created on the client side. 
• Stock objects are passed from the client to the server. 
• Stock objects are all stored by the server. 
• Stock objects can be requested by the client as before. 
 
Briefly describe the impact this change in design has on the ability of the client to 
update the price of a stock on the server. 
 
Note: You need only provide pseudocode once it is accompanied by a detailed 
explanation of the changes required. 

  (9 marks) 
   
 (c) Design for a distributed chat application with the following functionality: 

 
• Clients join the application by contacting a server. 
• The server selects two clients to talk to each other.  
• These clients will now chat directly with each other – i.e. their messages will 

not pass through the server. 
 
You should provide the code for any remote interfaces in your application. You 
may use pseudocode to illustrate the remaining parts of your application. 

  (10 marks) 
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Section B 
 
5. (a) Explain what is meant by garbage collection in an object oriented system, and 

using a clear example, show how garbage collection is made more difficult when 
objects are hosted in separate processes. Describe one approach to garbage 
collection in distributed systems. 

  (6 marks) 
   
 (b) Methods invoked on objects by other objects in the same process will not suffer 

from the types of problems that can occur when the caller and callee are located in 
separate processes on separate hosts. Middleware platforms can attempt to mask 
solve or mask the problems introduced by distributing objects. When doing so the 
platform designers define the invocation semantics for their middleware platform.  
 
Identify the three different types of invocation semantics that can be guaranteed for 
a middleware platform and distinguish between each type according to the fault 
tolerance measures that need to be adopted to provide the guarantees. 

  (9 marks) 
   
 (c) It is widely felt that web services represent the future for middleware and Internet-

wide distributed computing. Describe clearly the core technologies of the web 
service approach, and provide an analysis of its strengths and weaknesses when 
compared with competing approaches. 

  (10 marks) 
 
6. (a) DES and RSA are two well known cryptographic algorithms with diverse 

characteristics. Distinguish clearly between the families of algorithms to which 
both DES and RSA belong. 

  (6 marks) 
   
 (b) The DES algorithm in its original form was famously cracked for the first time in 

1997. Discuss the approach that was adopted in cracking DES on that occasion, 
and show how algorithm designers can protect against this type of codebreaking. 

  (9 marks) 
   
 (c) Java tools such as keyt ool  and j ar s i gner  can be used to digitally sign 

documents and authenticate signatures.  
 
Discuss the common approaches taken to perform authentication in distributed 
systems under the following headings: 
 
• Authentication server approaches 
• Authentication with public / private key pairs 
• Authentication with shared secret keys 
 
In your answer you must provide an analysis of the strengths and weaknesses of 
each approach as well as a clear description of the required characteristics of 
secure hash algorithms.  

  (10 marks) 
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7. (a) Describe clearly the approach adopted by Ethernet to avoid collisions between 

transmitted packets, and show how this is adapted for Wireless Ethernet (WiFi). 
  (6 marks) 
   
 (b) Describe clearly the function and operation of the Internet Protocol (IP), and show 

how some of its addressing and routing limitations are improved upon by the next 
generation of IP. 

  (9 marks) 
   
 (c) UDP, TCP and HTTP can all be used to transport data for higher level 

applications. Evaluate each protocol according to its suitability for a diverse set of 
applications, treating in particular each protocol’s failure mechanism for handling 
failure. 

  (10 marks) 
 
8. (a) Define the term transparency in relation to distributed systems, and using as 

examples four different types of transparency, show how they are or are not 
provided for by some well known distributed applications (e.g. World-Wide-Web). 

  (6 marks) 
   
 (b) Heterogeneity and openness are key issues in the design and implementation of 

distributed systems. Provide a detailed discussion of how CORBA addresses these 
important issues for distributed object systems. 

  (9 marks) 
   
 (c) Provide a detailed analysis of the End-to-End argument in system design. 
  (10 marks) 
 
 


