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1. (a) Consider the following code, stored in file q1a. c : 

 
 #i ncl ude <st dl i b. h> 

#i ncl ude <f cnt l . h> 
 
i nt  mai n( )  {  
 i nt  f i l edes;  
 i f ( ( f i l edes = open( " f i l e" ,  O_CREAT,  0777) )  == - 1)  {  
  pr i nt f  ( " Coul dn' t  open %s\ n" ,  " f i l e" ) ;  
  exi t ( 1) ;  
 }  
 exi t ( 0) ;  
}  

   
  Now consider the following commands and their output: 

 
 [ exami ner @host  q1] $ cc - o q1a q1a. c 

[ exami ner @host  q1] $ l s - l  
- r wxr - xr - x    1 exami ner   gr p       11832 Jan  1 10: 00 q1a 
- r w- - - - - - -     1 exami ner   gr p         198 Jan  1 10: 00 q1a. c 
[ exami ner @host  q1] $ q1a 
[ exami ner @host  q1] $ l s - l  
- r wxr - xr - x    1 exami ner   gr p           0 Jan  1 10: 00 f i l e 
- r wxr - xr - x    1 exami ner   gr p       11832 Jan  1 10: 00 q1a 
- r w- - - - - - -     1 exami ner   gr p         198 Jan  1 10: 00 q1a. c 
[ exami ner @host  q1] $ 

   
  Observe the permissions of the newly created file. Explain why the 

permissions that are granted are not those included in the program code.  
Demonstrate how this problem may be fixed. 

   
   (7 marks) 
    
 (b) Explain clearly what is meant by the effective user ID of a file and 

demonstrate, using an example, a situation where the effective user ID of a 
file would be different to the real user ID for the same file.  
 
What effect does a call to chown( …)  have on the effective user ID for a 
file? Explain why this effect is required. 

   (8 marks) 
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 #i ncl ude <st dl i b. h> 
#i ncl ude <sys/ st at . h> 
#i ncl ude <di r ent . h> 
 
i nt  mai n( i nt  ar gc,  char  * * ar gv)  {  
  i nt  f t w2( const  char  * pat h,  i nt  ( * f unc) ( ) ) ;  
  i nt  l i s t ( const  char  * name,  const  st r uct  s t at  * spt r ,  i nt  t ype) ;  
  f t w2( ar gv[ 1] ,  l i s t ) ;  
}  
i nt  f t w2( const  char  * pat h,  i nt  ( * f unc) ( ) )  {  
  s t r uct  st at  s t at buf ;  
  s t at ( pat h,  &st at buf ) ;  
  / /  cal l  t he f unct i on whose name i s passed as an ar gument  
  ( * f unc) ( pat h,  &st at buf ,  1) ;  
}  
/ /  t ype = 0 f or  di r ect or y,  t ype = 1 f or  f i l e 
i nt  l i s t ( const  char  * name,  const  st r uct  s t at  * s t at us,  i nt  t ype)  {  
  i f ( t ype == 1)  
    pr i nt f ( " %- 40s\ t 0%- 3o\ n" ,  name,  st at us- >st _mode & 0777) ;  
  el se 
    pr i nt f ( " %- 40s* \ t 0%- 3o\ n" ,  name,  s t at us- >st _mode & 0777) ;  
}  

   
  The above code contains a function named f t w2( …) , which is an attempt 

at re-implementing the f t w( …)  function available in the C library 
f t w. h.  
 

i. Describe the behaviour of the above program. 
ii. Rewrite the f t w2( …)  function so that it has the same behaviour 

as the f t w( …)  function. 
   (10 marks) 
    

2 (a) Consider the following code: 
 

 #i ncl ude <st di o. h> 
i nt  mai n( )  {  
 char  buf f er [ 10] ;  
 FI LE*  f i l e = f open( " f " ,  " r " ) ;  
 r ead( 3,  buf f er ,  10) ;  
 buf f er [ 10]  = ' \ 0' ;  
 pr i nt f ( " %s\ n" ,  buf f er ) ;  
 f get s( buf f er ,  10,  f i l e) ;  
 pr i nt f ( " %s\ n" ,  buf f er ) ;  
 f cl ose( f i l e) ;  
}  

   
If you assume the existence of a file named f , of size 100 bytes, describe 
the output you would expect from the above program. What is unsafe 
about this code? 

   (6 marks) 
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 (b) Describe each of the following process attributes, and for each, explain 
what effect a call to f or k ( )  or exec( )  has on the attribute, and also 
how the attributes can be changed from within the program code: 
i. User ID 
ii. Process ID 
ii i. Process Group ID 
iv. Session Group ID 
v. Environment Variables 
vi. Current Working Directory 
vii. Current Root Directory 
viii. Priority 
ix.  File Descriptors 

   (9 marks) 
    
 (c) Consider the following two programs: 

 
 q2c_A. c  q2c_B. c 

 #i ncl ude <sys/ wai t . h> 
#i ncl ude <uni st d. h> 
#i ncl ude <st dl i b. h> 
i nt  mai n( )  {  
  i nt  i =0;  
  i f ( f or k( ) ==0)  {  
    s l eep( 10) ;  
    exi t ( 0) ;  
  }  
  whi l e( wai t ( NULL) ==0) {  
    pr i nt f ( " %d\ n" , i ++) ;  
    s l eep( 1) ;  
  }  
}  

#i ncl ude <sys/ wai t . h> 
#i ncl ude <uni st d. h> 
#i ncl ude <st dl i b. h> 
i nt  mai n( )  {  
  pi d_t  pi d;  
  i nt  i =0;  
  i f ( ( pi d = f or k( ) ) ==0)  {  
    s l eep( 10) ;  
    exi t ( 0) ;  
  }  
  whi l e( wai t pi d( pi d, NULL, WNOHANG) ==0) {  
    pr i nt f ( " %d\ n" ,  i ++) ;  
    s l eep( 1) ;  
  }  
}  

   
  i. What output would you expect from each of the two programs above? 

Explain clearly. 
ii. Show how to modify q2c_A. c  program so that when the child exits, 

the parent prints out its process ID and its exit status. 
ii i. Extend q2c_A. c  so that two identical children are forked. When one 

child exits, the parent prints out its process ID and then exits. Explain 
what happens to the second child process. 

iv. Show how the at ex i t ( …)  routine can be used to perform clean-up 
before a process exits. 

   (10 marks) 
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 [ exami ner @host  q3] $ l s –l  
t ot al  12 
- r wx- - - - - -     1 exami ner   gr p          80 Jan  1 10: 00 q3a_1 
- r w- - - - - - -     1 exami ner   gr p         234 Jan  1 10: 00 q3a_2. c 
- r wx- - - - - -     1 exami ner   gr p          27 Jan  1 10: 00 st or e 
[ exami ner @host  q3] $ cat  q3a_1 
#! / bi n/ sh 
 
t r ap ' s t or e'  16 
 
whi l e [  1 ]  
do 
        s l eep 1 
done 
[ exami ner @host  q3] $ cat  s t or e 
#! / bi n/ bash 
 
dat e >> l og 
 
 
[ exami ner @host  q3] $ cat  q3a_2. c 
#i ncl ude <st di o. h> 
#i ncl ude <s i gnal . h> 
i nt  mai n( i nt  ar gc,  char * *  ar gv)  {  
        char  i nput [ 10] ;  
        i nt  pi d = at oi ( ar gv[ 1] ) ;  
        do {  
                pr i nt f ( " Ent er  i nf o > " ) ;  
                f get s( i nput ,  10,  st di n) ;  
                k i l l ( pi d,  16) ;  
        }  whi l e ( i nput [ 0]  ! = ' q' ) ;  
}  
[ exami ner @host  q3] $ cc - o q3a_2 q3a_2. c 
[ exami ner @host  q3] $ q3a_1 & 
[ 1]  12624 
[ exami ner @host  q3] $ q3a_2 12624 
Ent er  i nf o > l i ne1 
Ent er  i nf o > l i ne2 
Ent er  i nf o > l i ne3 
Ent er  i nf o > qui t  
[ exami ner @host  q3] $ 

   
  Describe in detail what happens during the session shown above. 
   (7 marks) 
    
 (b) In the context of signals and signal processing explain what is meant by 

the following terms. Use sample code where appropriate to help illustrate 
your answer: 
i. Signal handling 
ii. Signal blocking  
ii i. Normal termination 
iv. Abnormal termination 
v. Core dump 

   (8 marks) 
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 (c) Consider the following system: 
i. A server process monitors the status of a file by checking every second 

whether its size has changed. 
ii. Client processes (NOT children of the server) are interested in finding 

out when the size of the fi le has changed, but don’ t care what the 
actual size of the file is. 

ii i. When client processes start up they must inform the server process that 
they exist by getting their process ID to the server. 

iv. The whole system must be implemented using signals as the only 
inter-process communication mechanism. 

 
Some code for the server is shown below. Show how to fully implement 
the server and provide the code for the client. 

   
 #i ncl ude <st di o. h> 

#i ncl ude <sys/ st at . h> 
#i ncl ude <s i gnal . h> 
 
i nt  c l i ent _pi ds[ 100] ;  
i nt  num_cl i ent s = 0;  
 
i nt  mai n( i nt  ar gc,  char  * * ar gv)  {  
 
 voi d i nf or m_chi l dr en( ) ;  
 i nt  f i l e_si ze;  
 char  * f i l ename;  
  
 f i l ename = ar gv[ 1] ;  
 s t r uct  st at  s t at buf ;  
 s t at ( f i l ename,  &st at buf ) ;  
 f i l e_si ze = s t at buf . s t _si ze;  
 
 whi l e( 1)  {  
  i f ( st at buf . st _s i ze ! = f i l e_si ze)  {  
   i nf or m_chi l dr en( ) ;  
   f i l e_si ze = s t at buf . s t _si ze;  
  }  
  s l eep( 1) ;  
 }  
}  
 
voi d i nf or m_chi l dr en( )  {  
}  

   
   (10 marks) 
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4. (a) Consider the following code: 

 
 #i ncl ude <uni st d. h> 

#i ncl ude <st di o. h> 
#i ncl ude <sys/ t ypes. h> 
 
i nt  mai n( )  {  
 
  i nt  p[ 2] ,  i ;  
  char  message[ 21] ;  
  char  r eci eved[ 21] ;  
  char  m[ 1] ;  
  pi d_t  pi d;  
  pi pe( p) ;  
  f or ( i  = 0;  i  < 10;  i ++)  i f ( ( pi d = f or k( ) )  == 0)  br eak;  
 
  i f ( pi d == 0)  {  
    c l ose( p[ 0] ) ;  
    spr i nt f ( message,  " Message f r om chi l d %d" ,  i ) ;  
    f or ( i  = 0;  i  < 21;  i ++)  {  
      m[ 0]  = message[ i ] ;  
      wr i t e( p[ 1] ,  m,  1) ;  
    }  
  }  
  el se {  
    f or ( i  = 0;  i  < 10;  i ++)  {  
      r ead( p[ 0] ,  r eci eved,  21) ;  
      pr i nt f ( " %s\ n" ,  r eci eved) ;  
    }  
  }  
}  

  

  Describe the behaviour of the above program. Show the output that you 
would expect and explain why the output may vary for different 
executions of this program. 

   (7 marks) 
    
 (b) Provide the C code to redirect the standard output of one process into the 

standard input of another process. Describe this code in detail. 
   (8 marks) 
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 #i ncl ude <st di o. h> 
#i ncl ude <f cnt l . h> 
 
i nt  mai n( )  {  
 
  i nt  f d;  
  char  buf f er [ 1] ;  
 
  f d = open( " f 1" ,  O_RDWR) ;  
 
  f d_set  set ,  mast er ;  
  FD_ZERO( &mast er ) ;  
  FD_SET( 0,  &mast er ) ;  
  FD_SET( f d,  &mast er ) ;  
 
  whi l e( set =mast er ,  sel ect ( f d + 1,  &set ,  NULL,  NULL,  NULL)  > 0)  {  
    i f  ( FD_I SSET ( 0,  &set ) )  {  
      r ead( 0,  buf f er ,  1) ;  
      pr i nt f ( " B - - > %c\ n" ,  buf f er [ 0] ) ;  
    }  
    i f  ( FD_I SSET( f d,  &set ) )  {  
      r ead( f d,  buf f er ,  1) ;  
      pr i nt f ( " B - - > %c\ n" ,  buf f er [ 0] ) ;  
    }  
  }  
}  

   
  Now consider the following session: 
 [ exami ner @host  q4] $ cc - o q4c q4c. c 

[ exami ner @host  q4] $ mknod f 1 p 
[ exami ner @host  q4] $ echo " Hel l o wor l d"  > f 1 & 
[ 1]  27750 
[ exami ner @host  q4] $ q4c 

   
  Describe precisely what would happen if the above commands were 

executed, using the supplied program code. 
 
Describe how you would implement your own version of the function 
sel ect ( …) .using standard Unix system calls and C libraries. You do not 
need to provide all the code for sel ect ( …)  but you must identify the 
key system calls and functions required to implement it, and show how 
they would be used. 

   
   (10 marks) 
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5. (a) Using an example scenario, show why record locking is important for 
multi-process environments. Demonstrate, using sample code, how record 
locking is implemented in C on Unix.  

   (7 marks) 
    
 (b) Illustrate, using diagrams and sample code, what is meant by deadlock in 

terms of record locking. To what degree is it prevented by Unix? Clearly 
describe a sample deadlock scenario that would not be prevented by Unix. 

   (8 marks) 
    
 (c) In many situations it is desirable that only one instance (i.e. process) of a 

program would run on a host at any point in time – for example only one 
instance of a server program.  
 
Using your knowledge of the various C libraries and Unix system calls, 
describe clearly three different mechanisms you could employ when 
writing a program to ensure that only one instance of that program will be 
running at any point in time on any one host. 
 
You should use diagrams and sample code in your answer. 

   (10 marks) 
    

6. (a) Explain clearly what is meant by a facility key in terms of inter-process 
communication facilities. Show how it is possible can ensure that separate 
processes use the same key by relating the key to an ordinary file. 

   (5 marks) 
    
 (b) Give a detailed account of any one of the following inter-process 

communication mechanisms: 
 
i. Message queues 
ii. Semaphores 
ii i. Shared memory 
 
You should use diagrams where appropriate to explain the theory, and 
sample code to demonstrate how inter-process communication is 
implemented on Unix using your chosen mechanism. 

   (10 marks) 
    
 (c) Show how it is possible to implement connection-oriented and 

connectionless communication between processes on separate hosts.  
 
Describe the circumstances under which connection-oriented or 
connectionless communication would be appropriate. 

   (10 marks) 
 
 


